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Introduction to Special Issue on

The Russian-Ukrainian War: Effects
on Global Cybersecurity and Digital
Infrastructure

Jacek Leskow | american University Kyiv Ukraine |
ORCID: 0000-0003-2228-393X

Dear Readers,

I am pleased to introduce a special edition of Applied Cybersecurity
& Internet Governance (ACIG) journal dedicated to the Russian-
Ukrainian war and the associated cybersecurity risks. The conflict
started by Russia in 2014 with illegal annexation of Crimea and
a part of Donbas region has a profound implication. Our civilisation
shifts to the digital dimension; therefore, understanding cybersecu-
rity within this context has become more critical than ever.

I would like to invite readers to reflect on some key questions: How
did the Russian-Ukrainian war emerge after a prolonged period of
peace? What political processes lead to the loss of tens of thousands
of Ukrainian lives, the displacement of hundreds of thousands in
Ukraine, and the migration of millions of Ukrainians seeking ref-
uge in the European Union (EU) and North America? The answer is,
however, that it is essential to identify crucial factors contributing
to the current crisis, also in cyberspace. The first fundamental fac-
tor is the lack of strong moral condemnation of the Soviet system
based on communist ideology. Unlike luminaries of fascist regimes,
communist perpetrators were never held accountable for their
horrible crimes committed in the 20th century. Historical research
proves that Stalin and his followers were responsible for the
deaths of at least three times more innocent civilians than Nazis.
While Nazi German concentration camps are presented as histori-
cal sites, Soviet gulags are not memorised similarly. Some Western
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intellectuals have even supported Soviet-style communism. For
instance, a major plaza in Naples, Italy, was named after Togliatti,
an Italian-born communist and a strong supporter of Stalin.

After the collapse of the Soviet system, many Western countries did
not insist on moral accountability for crimes committed by com-
munists. Instead, Western elites moved to the ‘business as usual’
approach that resulted in two fundamental flaws of Western pol-
icy with respect to Russia. These two biggest flaws being the reset
policy with Russia originated by US elites and the Nord Stream gas
pipeline, a Russian-German cooperation. Both reset policy and
Nord Stream initiatives were strongly supported by decision circles
of the West after Putin attacked Chechnya, brutally killing tens of
thousands of innocent civilians. No change in reset or Nord Stream
was done after Putin’s Russia attacked Georgia, annexing 10% of its
territory. Therefore, in the criminal mentality of Putin and his aides,
such an approach of the West was understood as condoning every
crime of Russia as long as cheap gas flows in and hundreds of mil-
lions of euros per day flow to Russian accounts.

This policy enabled Russia to rebuild its military strength with
financial gains from gas exports to Western Europe, facilitating
a resurgence of Russian imperialism with the consistent support of
Western political elites.

Another fundamental factor in the Russian-Ukrainian war is the
Ukraine’s aspiration for independence and alignment with the EU.
Since the early 2000s, I have frequently visited major Ukrainian
universities, such as Kyiv, Dnipro, Odesa, and Lviv. The first signif-
icant shift from the communist past occurred during the Orange
Revolution in 2004. Although Ukraine then was still divided, with the
West being pro-European and the East more pro-Russian, democra-
tisation had begun, and the Stalinist past has been criticised widely.
Symbols of communism, such as the statues of Lenin, were finally
removed, and new West-oriented political and economic elites have
emerged. In my frequent meetings with Ukrainian academics and
business people I was asked the question regarding the successes
of democratisation in Poland. I realised then that my home coun-
try, Poland, was an example to follow for Ukraine. The second, even
more significant breakthrough in recent Ukrainian history was the
Revolution of Dignity in 2014. Ukraine then has turned out to be
more unified in the desire of being pro-European.

So, in recent decade we have seen two conflicting trends. The
growth of the totalitarian regime in Russia was financially
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supported by Western political elites and the strong pro-indepen-
dence, anti-totalitarian attitudes of Ukrainian elites. The sheer exis-
tence of democratic Ukraine, where many among political elites
were first-language Russians (President Volodymyr Zelensky being
the most prominent example), was an existential threat to imperi-
alist Russia run by criminals such as Vladimir Putin and his closest
aides. That is why Ukraine is such an existential danger to Putin’s
regime, and that is why Putin is using the potential of the Russian
army to destroy Ukraine.

Understanding these historical and political circumstances is essen-
tial for comprehending the cybersecurity risks associated with the
ongoing conflict. This edition of the ACIG aims to explore these
risks in depth, providing valuable insights into the complex inter-
play between geopolitics and cybersecurity.

Putin’s Russia, being the biggest terrorist organisation on our
planet, represents a significant threat to global security, employ-
ing various means to disrupt the vital processes of numerous
democratic countries. This capability is used deliberately and sys-
tematically to destabilise the digital value chains of our modern
civilisation. Numerous cyberattacks on transportation or commu-
nication infrastructure have been attributed to Russian state- and
non-state-sponsored actors. In response to these challenges, we
remain united and resilient, with a firm belief in our ability to over-
come hostile actions.

One crucial strategy to ensure our success is to conduct continu-
ous research on the cyber threats posed by anti-democratic states.
This objective motivated the preparation of this special volume of
research articles dedicated to the Russian-Ukrainian war and its
impact on cybersecurity.

In this volume, there are a total of 12 articles. The special issue
opens with the article ‘Russia’s cyber campaigns and the Ukraine
War: From the “gray zone” to the “red zone"'. The author clearly
identifies the importance of the fifth battlefield - cyberspace com-
bined with the traditional four dimensions: land, air, sea, and
space. The author emphasises the danger of a hybrid war fought
with all available means by the Russians. The importance of infor-
mation warfare as an element of hybrid war is also emphasised
in the second article, ‘Moscow and the world: From Soviet active
measures to Russian information warfare’. The author shows the
key importance of information warfare used by Putin’s Russia in
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waging the kinetic war with Ukraine and the cyberwar with dem-
ocratic countries. It is, nevertheless, clear that the start of a full-
scale war between Russia and Ukraine had an immense impact
on global politics. How the so-called pariah states cooperate with
China is a topic of our third article entitled, ‘Collaborating pariahs:
Does the Ukraine War cement and adversarial cyber-information
bloc?’ In our volume, the global aspects of the Russian-Ukrainian
war are also accompanied with more specific discussions on infor-
mation war and the so-called ‘cognitive hacking’. The fourth article
of our volume is dedicated to a precise description of this process.
One of the countries that is highly digital and, at the same time,
highly prone to possible Russian cyber or kinetic attacks is Estonia.
The role of Estonia in providing Ukraine significant expertise in
cyber defence is a topic of the fifth article of this special volume.
Rest of the articles, that is sixth to tenth, in our volume are ded-
icated to more technical aspects of cybersecurity, such as digital
tools of battlefield situational awareness, support of the EU for
Ukraine cyber defence, or quantitative risk-based approach of net-
work cyber defence. All articles in this special volume cover a wide
range of topics pertinent to current political processes influenced
by the Russian-Ukrainian conflict. We aim to contribute significantly
to the understanding of political processes that are now stimu-
lated by the Russian-Ukrainian conflict. The Editorial Board and I
agree that democracy is currently facing its most substantial chal-
lenge after the end of World War II. It is imperative to enhance our
understanding of the situation and the digital tools that adversaries
used against democracies. Ukraine is enduring significant losses,
including population displacement, infrastructure destruction,
and paralysing cyberattacks. Despite these challenges, we believe
that democracy will prevail, and the reconstruction of Ukraine will
commence. This conflict has also strengthened cooperation among
democratic countries, underscoring that unity and mutual support
are crucial for overcoming contemporary military threats.
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Russia's Cyber Campaigns and
the Ukraine War: From the ‘Gray
Zone' to the ‘Red Zone’

Kristan Stoddart | swansea University, UK | ORCID: 0000-0003-4996-6482

—— Abstract

This article examines Russia’s cyber campaigns against
Ukraine and shines some light into this corner of the ‘gray zone’
and into the ‘red zone’ warfare inflicted upon Ukraine. Hitherto,
there has been a lack of in-depth, systematic studies in relation to
state-on-state cyber attacks. This article means to begin to bridge
this gap in knowledge with its focus on Ukraine while arguing that
Russia’s cyber campaigns are components of a wider suite of active
measures/hybrid warfare engagements from its state and sub-
state entities. For the Kremlin, hybrid warfare (gibridnaya voina)
is fought with all the tools at their disposal on a ‘battlefield’ that
stretches beyond the four modern domains of land, sea, air, and
space. The fifth domain of cyberspace is increasingly important for
espionage, cyberwar, and influence operations.

Keywords
Ukraine, Russia, hybrid, cyber, intelligence

—— 1. Introduction: From the ‘Gray Zone’ to
the ‘Red Zone'
his article outlines why on 24 February 2022 Russia
invaded Ukraine under the pretext of military exercises.
It demonstrates that the blunting of Russia’s cyber offensive against
Ukraine that began in the months leading up to the invasion was
potentially critical to the failure of Russia’s initial objectives and war
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aims [1]. According to a study by the Royal United Services Institute
(RUSI), Russia expected to overrun Ukraine in a 10-day blitzkrieg [2].

Russia’s blitzkrieg would be carried out by combat forces assembled
for ‘exercises’ in the east of the Donbas oblast (region) as well as
from northeast Donbas and northwest from occupied Crimea. They
also formed a convoy south from Belarus where Russian forces had
been conducting joint ‘military exercises’ [3-5]." Their aim from
Belarus was to occupy Kyiv using their 12-1 conventional force
advantage [2]. Sleeper agents, proxies, and collaborators (some
inside Ukraine’s own security service, the Sluzhba bezpeky Ukrainy
[SBU]), who for years had been overstating their importance and
influence, had told their Russian intelligence handlers (who paid
them handsomely for their services) that Ukraine was weak and
Russian forces would be welcomed as liberators [6, 7]. Part of this
narrative is built on denials of Ukrainian statehood and references
to a ‘failed state’ [8].

The Kremlin’s battle plan underestimated Ukraine’s abilities and
will to resist, the aid they had been provided with (especially in
cyber defences and real-time intelligence), while overestimating
Russia’s military preparedness combined with a deeply flawed
and politicised series of intelligence assessments. These views are
evidenced by literature from international relations, military think
tanks, the cybersecurity industry, government sources as well as
mainstream media reporting.

The Kremlin frames the war as a ‘special military operation’.
Kremlin propaganda insists its primary aims in Ukraine are to pro-
tect pro-Russian/Russian-speaking factions in Ukraine, especially
in Crimea and the Donbas in Ukraine’s east, and to ‘de-nazify’ and
‘de-militarise’ the country [9].2 There are also background structural
reasons. This includes a desire to challenge to the international lib-
eral order, and to have a ‘sphere of influence’ over Ukraine [10, 11].
One casus belli has been North Atlantic Treaty Organization (NATO)
enlargement, combined with Ukraine’s decade-long drift since 2014
towards NATO and European Union (EU) membership [12-14]. If
Putin’s Russia wins or gains major concessions from Ukraine, this
could have catastrophic consequences for NATO, the EU, and the
international liberal order.

—— 2. ‘Colour Revolutions’
During the 1990s, Russia was at its weakest and unable
to resist Western encroachment. For post-Cold War Russian
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1———There is evidence
that the invasion was

a last minute decision
not communicated to
field commanders until
very late on and not
communicated down the
chain of command until
after the decision had
been made by Putin and
a small inner circle of
advisors [3-5].

2 As Kuzio suggests,
‘Soviet propaganda
attacked Ukrainian
nationalists with the
“fascist” and “Nazi"” label
from the 1930s to the
1980s, terms that were
revived by Putin’s regime
and President Yanukovych
in the years leading to the
Euromaidan. In Soviet and
contemporary Russian
eyes, a “fascist” is anyone
who has turned their back
on the USSR, Eurasian
integration, and the
Russian world” [9].
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nationalists and political elites that were forming (or re-forming),
this was viewed through the lens of the security dilemma and a zero-
sum game [15]. This essentially structural realist view of interna-
tional relations also contains heavy traces of Machiavellianism [16].
Since then, NATO/EU expansion has been portrayed as threaten-
ing politically, economically, and militarily to Russia’s security and
national interests. These elites see a security dilemma where the
development of offensive and defensive capabilities becomes
threatening, producing insecurity [17].2 In the 1990s ‘two-thirds of
the Russian people, and ... the majority of democratic politicians’,
viewed the dissolution ‘as a tragic mistake, something that must
somehow be undone’ [18]. Putin was among them, and this bit-
terness has become a major driver for Russia’s revanchist foreign
and security policies.

For years prior to 2022, the design had been that as an indepen-
dent state Ukraine would lean to Russia or be a pro-Russian proxy
and not seek to join the EU or attempt accession to NATO [18].4
In the intervening decade between the 2004 ‘Orange Revolution’
and the ‘Euromaidan’ revolution in late 2013/early 2014, which
deposed Ukraine’s pro-Russian president Viktor Yanukovych,
Ukraine had wrestled with divisions between Western reformist
and Eastern status quo factions [19]. Euromaidan (and other ‘Color
Revolutions’) were seen not as popular uprisings in the Kremlin
but as ‘foreign-sponsored regime changes’ and security threats to
Russia [20-22].

Putin believed Euromaidan had been an orchestrated a coup by
Western nations, particularly the United States and the Central
Intelligence Agency (CIA), ‘aimed at turning Ukraine into a barrier
between Europe and Russia, a springboard against Russia’, where
‘radical nationalist groups [and neo-Nazis] served as its batter-
ing ram’ [23]. In the interregnum between Yanukovych fleeing to
Russia and his successor Petro Poroshenko being sworn in during
the spring of 2014, Crimea was annexed [24]. Annexation utilised
Glavnoye Razvedovatelnoye Upravienie (GRU, Russian military intel-
ligence) Spetsnaz special forces, who, stripped of insignia and
blending in as local militia, became so-called ‘Little Green Men’,
while political destabilisation and influence operations helped lay
the groundwork for Russian ground forces [25]. Atland argues this
made it a ‘blended conflict’; neither exclusively intrastate nor unam-
biguously interstate [26]. The Donbas conflict prior to February
2022 is also a good illustration of how Russia is adept at operations
in the ‘gray zone’; especially in creating plausible deniability over
its use of armed force and intervention [5].
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3———The security
dilemma is influenced

by regime type,
ethnocentrism, worst-case
forecasting, and enemy
imaging, among other
things [17].

4 Brzezinski provides
a thoughtful perspective
with modern-day
repercussions [18].

5 Putin himself
commented in 2014 that
‘There was a whole series
of controlled “colour”
revolutions. [ ...] instead
of democracy and
freedom, there was chaos,
outbreaks in violence and
a series of upheavals. The
Arab Spring turned into
the Arab Winter. A similar
situation unfolded in
Ukraine’ [21].
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Russia stepped up support of the pro-Russian separatists in the
Donbas after ‘Euromaidan’. As Crimea had experienced, desta-
bilisation could be fermented from within and without through
a mixture of mainstream and social media-driven propaganda, influ-
ence operations, lawfare (including passportisation of ‘pro-Russian’
Ukrainians), direct interventions, and Russian-inspired/directed
military action [27]. This was designed to ferment secessionism
and Russian nationalism in the self-declared Peoples Republics
of Donetsk and Luhansk (DPR and LPR) [28]. This led to a ‘frozen
conflict’ from 2014 to 2022 and thousands dying in the Donbas for
little gain on either side [5].° Ukraine itself increasingly became
a target for politico-military-economic reasons [29]. It was also
being used to test the limits and responses to Russian actions,
deployed widely across its near abroad, and in similar activities
across four continents. Ukraine essentially became ‘a laboratory for
Russian activities’ [30].

—— 3. Russia’s Decade Long Use of Cyber: Debates
over Cyberwarfare and the ‘Gray Zone'
Immediately prior to the invasion, the cyber side of

Russia’s operations increased from Spring 2021 to Spring 2022.
The targets included owner-operators of critical infrastructure
(CI). Among the targets were municipal water suppliers as well as
a major oil and gas company. In the weeks before February 2022,
underground gas storage facilities, electricity operators, and health-
care providers were also specifically targeted along with agriculture
and Internet service providers (ISPs) [31]. This could have been
the first cyberwar (a vital modern component of hybrid warfare/
active measures).’

However, what constitutes cyberwar/cyberwarfare is contested. It
is often also misapplied to wider areas of cybersecurity, especially
cyberespionage [32-34]. This is also because militaries are secondary
players to intelligence agencies. A 2017 study of cyberwar(fare) defi-
nitions concluded that ‘a majority of articles do not offer explicit defi-
nitions of either cyber war or cyber warfare from which to base their
analysis ... characterised by both intra and interdisciplinary compe-
tition between dozens of definitions’ [32]. Richard Clarke, a former
national security official and author of Cyber War: The Next Threat to
National Security and What to Do About It and General Michael Hayden,
a former NSA director, also recognise this definitional problem [35].

Others are skeptical of cyber war as a potential reality, given the
absence of evidence [36-40]. This includes Joseph S. Nye, who
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6 This also reflects
group think. Group
think is described as ‘a
result of the individuals
involved being too
similar in background
(homogeneity) and not
often enough in contact
with alternative groups
(insulation)’ [5].

7 Active measures
include propaganda,
destabilization, forgery,
assassination, acts

of terrorism, hacking
political parties, election
interference, and dis/
misinformation campaigns
for political effect. Hybrid
warfare can combine
information, influence,
agents of influence, legal
disputes (lawfare), and
economic operations as
well as the use of military
and paramilitary force
and increasingly cyber
operations.
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wrote in 2018, ‘maybe we are looking in the wrong place, and the
real danger is not major physical damage but conflict in the gray
zone of hostility below the threshold of conventional warfare’ [41].
This line of reasoning is best summed up by Thomas Rid and his
belief that ‘cyber war will not take place’. Rid centres his argument
around three themes. First, cyberattacks are tools of non-violent
sabotage. Second, cyberespionage decreases risk. Third, subver-
sion decreases the resort to armed force. According to his line of
argument, ‘cyberwar has never happened in the past, it does not
occur in the present, and it is highly unlikely that it will disturb our
future’ [42].

—— 4. Using Cyberespionage to Conduct

Destructive and Debilitating Cyberwarfare

This article contests this view while recognising that these
features are undoubtedly present. Orchestrated years long stra-
tegic campaigns of cyberespionage and sabotage can cross into
destructive cyberwarfare. The two are intimately linked. Against
Ukrainian CI, this could cross the threshold into attacks that could
qualify as armed force under the UN Charter and NATO's Tallinn
Manuals/Process [43]. Energy infrastructure is a case in point where
cyberespionage can pivot into destructive cyberwar with a direct
threat to life and well-being.

It affects the physical world by maliciously altering the code of
Industrial Control Systems (ICS) and Supervisory Control and Data
Acquisition (SCADA) systems. Similarly, telecommunications, bank-
ing and transactions, transport as well as public utilities, such as
energy and water, can be impacted. All sectors of CI rely on unin-
terrupted electricity supplies to function. Prior to and during the
invasion, Russia has continually targeted CI facilities across multi-
ple sectors. If they fail, Russia’s military has kinetically targeted key
facilities with missile and drone strikes [44].

These are the most valuable cyber targets Ukraine has protected,
because these service the civilian population and enable its military.
Critical infrastructure facilities include not only ‘public utilities, such
as electric power generation and distribution’, but ‘water supplies
and water treatment, natural gas and oil production and pipelines,
shipping and maritime traffic, hydroelectric dams, traffic lights, and
train switching systems’ [43]. The most important sector of all to
protect is electrical generation and distribution. Taking out electric-
ity regionally or at-scale would have potentially blinded Ukraine,
sent citizens into panic, and toppled the leadership. CI sites have
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become vulnerable because of growing connectivity, including
through difficult to defend external Internet connections. Russia
had demonstrated part of its capabilities before.

Russian cyberattacks began during the 2010s alongside ‘other
forms of cyber disruption and espionage to conduct a steady drum-
beat of cyberattacks targeting Ukraine’s government, military,
telecommunications, and private sector information technology
infrastructure’ [45]. For years previously, Russia has been a deter-
mined user of cyberespionage for both intelligence gathering and
‘preparation of the battlefield’ in Ukraine, other parts of its near
abroad, and in Western nations [46]. Highly targeted cyberattacks
on Ukraine (and more widely) have been seen since 2014.

Russia’s two main advanced persistent threat (APT) groups
(‘Fancy Bear’/APT28 and ‘Cozy Bear’'/APT29 run by the GRU and
Sluzhba Vneshnei Razvedki [SVR, Russia’s Foreign Intelligence
Service], respectively) have been heavily involved [47, 48]. It is
possible that ‘Cozy Bear'/APT29 is run by Federal’naya Sluzhba
Bezopasnosti (FSB, Federal Security Service), but there is good evi-
dence the SVR is behind it [49]. In 2015 and again in 2016, ‘Fancy
Bear'/APT28 conducted cyberespionage campaigns (BlackEnergy
and Industroyer/CrashOverride) that took out parts of Ukraine’s
regional grid system. This might well have been a direct response
to events in kind which saw Ukraine cutting electricity supplies to
Crimea in November 2015 [50]. Later, the Dutch and British gov-
ernments attributed the BlackEnergy attacks to Russia’s GRU
and a team dubbed ‘Sandworm’ [51]. ‘Sandworm’ is linked to the
GRU'’s Military Unit 74455 and has coordinated with APT28/'Fancy
Bear’ [52].

Through BlackEnergy, Ukraine became the first nation to experi-
ence a cyberattack, which took down part of its power grid (and
arguably crossed the threshold into cyberwar). BlackEnergy
evolved into a campaign spanning almost a decade and
BlackEnergy 3.0 precision-targeted three regional power distri-
bution companies leading to power cuts at Christmas 2015 [53].
While temporary, 225,000 customers were affected in Ukraine’s
Ivano-Frankivsk oblast [54]. The attack ‘took multiple substations
offline and disabled backup power from two distribution centers
simultaneously’ and automated telephone calls (robocalls) tem-
porarily prevented customers from reporting outages. The attack-
ers attempted to delay restoration by means of wiperware called
KillDisk. The campaign likely took ‘months of reconnaissance and
planning’ [55-57].
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To place this in a wider context, if London had been the target, then
as many as 1.45 million people could have been affected, and by
attacking water sewerage systems (which rely on electricity), 3.9 mil-
lion could have been affected [58]. These cyberattacks can also ‘look
like preparations for future attacks that could be intended to harm
Americans, or at least to deter the United States and other coun-
tries from protecting and defending our vital interests’, according
to Admiral Mike Rogers [59]. Attacks on CI are far from exclusive to
Ukraine and have included attempts on US power companies [43].

BlackEnergy was only the fourth ever known case of malicious code
purpose-built to disrupt physical systems outside of computer lab-
oratories. The first was Stuxnet, the second Shamoon, and the third
a German steel mill. The next followed a year later. The malware,
dubbed ‘Industroyer’ or ‘Crash Override’, was a major evolution of
‘the general-purpose tools’ used in 2015 [60]. It bore ‘many of the
same technical hallmarks’ and was a demonstration of capability
because Russia’s could have gone further [61-63]. The SBU again
blamed the same Russian intelligence group [64]. ‘Industroyer’
caused a minor power outage in Kiev in December 2016. It was the
culmination of a fortnight-long series of cyberattacks.

‘Industroyer’ could degrade power grids, scan and map ICS envi-
ronments, and cause shutdowns to relays requiring a manual reset.
Although it was designed to affect the electric grid in Ukraine, it can
be re-engineered to affect multiple sectors of CI worldwide [65, 66].
It is not designed for espionage but to induce power outages (in
this case, for a few days at worst). The attack was again attributed
to the GRU's ‘Sandworm’ group [67]. Development has not stood
still with Industroyer 2.0 used in the Ukraine War [68].

In addition, Industroyer (and the KillDisk wiperware) was detected at
Boryspil Airport in Kyiv, a mining company, and a railway company
in Ukraine in 2016 [69]. At Boryspil, it could have affected air traffic
control [70]. Bugdrop, another piece of sophisticated malware, was
discovered in early 2017, predominantly in Ukraine, especially ‘in the
self-declared separatist states of Donetsk and Luhansk’ [71]. It was
designed to take screenshots as well as documents and passwords,
and was able to eavesdrop on audio conversations by remotely con-
trolling personal computer (PC) microphones. It was primarily used
to target the energy sector [71]. In October 2017, BadRabbit ran-
somware disrupted Kyiv’'s metro system and Odessa airport [51].

In 2018, a water treatment station at Auly, Dnipropetrovsk, was
also hit by malware dubbed VPNFilter. This was prevented by
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Ukraine's SBU. VPNFilter was capable of ‘both cyber intelligence
[gathering] and destructive cyber attacks’ [72]. If successful,
VPNFilter was configured to seize login credentials, exfiltrate data,
monitor and reconfigure SCADA systems, and employ wiperware,
which would have forced the plant offline. This wipes data from
hard drives, which can only be recovered with great difficulty (if at
all). The cybersecurity firm Talos identified ‘overlaps with versions
of the BlackEnergy malware’ and went public with their assess-
ments [73]. The US Department of Justice subsequently linked
VPNFilter to ‘Fancy Bear’ [74].

This indicates the importance Russia accords critical infrastructure
in Ukraine. Primary targets include energy and transport. The bank-
ing sector and Ukrainian elections have also been long-term targets
[75, 76]. There is also evidence that Russia’s GRU ‘Fancy Bear’ APT
has previously used a ‘trojan’ (malware disguised as legitimate to
infect a host) against Ukraine’s military. This trojan, X-Agent (seen
in campaigns elsewhere), infected an Android application devel-
oped by a Ukrainian military officer for use in artillery [77]. In July
2014, a successful Ukrainian offensive was blunted by a separat-
ist counteroffensive with, it is alleged, support from Russian artil-
lery (something Russian officials denied) because of X-Agent [78].
Russian cyber espionage in Ukraine also includes wiperware mas-
querading as cybercriminal ransomware attacks, most notably
NotPetya in 2017 [79].

—— 5. Cyberwarfare, Cyber defence, and

Russia’s Invasion

Immediately prior to the invasion in early February 2022,
oil and port storage facilities across Europe were hit by cybercrimi-
nal ransomware gangs, dubbed BlackCat and Conti. Believed to be
cybercrime, rather than state-sponsored, the attacks coincided with
rising tensions and (well-founded) concerns in Europe over the dis-
ruption of energy supplies and wholesale price rises of oil and gas
[80-83]. Despite Conti declaring its support of Russia and threat-
ening further attacks on CI, the gang splintered because of inter-
nal divisions. They splintered further, as some members left Russia
when conscripted to fight, while others chose to stay and continue
to attack Ukraine [31].

Russia attempted cyberespionage and cyberwarfare against
Ukraine immediately prior its invasion and during its early stages
when it hoped to blitzkrieg the country. This was previously ana-
lysed in Cyberwarfare: Threats to Critical Infrastructure [43]. It
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included attacks on Viasat, a provider of satellite communications
for commercial and military users, electrical substations in Ukraine
(using an upgraded version of Industroyer/Crash Override),
and Ukraine’s railway network. Crucial support was provided by
Western governments supported by private industry in prevent-
ing Russian cyberattacks, and crucial intelligence has been shared
with Ukraine [43]. David Cattler, the assistant secretary general
for intelligence and security at NATO, and Daniel Black, a princi-
pal analyst in the Cyber Threat Analysis Branch at NATO, wrote in
Foreign Affairs in 2022:

The belief that cyber-operations have played no role in
Ukraine does not stem from a lack of real-world impact.
To the contrary, the magnitude of Moscow’s pre-kinetic
destructive cyber-operations was unprecedented. On the
day the invasion began, Russian cyber-units successfully
deployed more destructive malware—including against
conventional military targets such as civiian communi-
cations infrastructure and military command and control
centers—than the rest of the world’'s cyberpowers com-
bined typically use in a given year [84].

Cattler and Black further caution that ‘the lack of overwhelming
“shock and awe” in cyberspace has led to the flawed presump-
tion that Russia’s cyber-units are incapable, and even worse, that
cyber-operations have offered Russia no strategic value in its inva-
sion of Ukraine’ [84].

This line of analysis is supported by Microsoft, one of the key
providers of support and cyber threat intelligence (CTI) to
Ukraine [85].2 Tom Burt, one of Microsoft’s corporate vice pres-
idents, disclosed that even before the invasion, they had been
working around the clock to assist Ukraine. This included assist-
ing government agencies against Russia’s nation-state actors
who had been engaging in full-scale offensive cyberwar. They
had especially targeted Ukrainian CI [86]. This combined cyber
and kinetic attacks on sites with the same geographic locations.
Over 40% were CI sites, and 32% were Ukrainian government
facilities [87]. This assessment was later upgraded to 55%, con-
centrating on energy, transportation, water, law enforcement,
emergency services, and healthcare. This included attacking
a Ukrainian energy ICS, where attempts were made to enter
the operational technology (OT) side of operations. OT controls
industrial processes and it is where cyberespionage pivots into
destructive cyberwarfare [44].
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Specifically, Microsoft had detected new forms of offensive and
destructive malware (including a trojan they dubbed ‘FoxBlade’) as
part of renewed cyberattacks against Ukraine [88]. In total, Microsoft
has detected at least nine wiperware variants, and two new types
of ransomware. These have been used against over 100 Ukrainian
private sector and government organisations. Additionally, at least
17 European nations have also experienced Russian cyberespio-
nage attacks since the war began [89]. Wiperware has periodically
knocked out power and water supplies across Ukraine.

Many of these attacks have been attributed to the GRU, combined
with missile strikes against the same targets. These attacks were
precisely targeted and included financial services, agriculture,
emergency response services, humanitarian aid efforts as well as
energy sector facilities. Microsoft’s president, Brad Smith, com-
mented that as civilian targets they ‘raise serious concerns under
the Geneva Convention, and we have shared information with the
Ukrainian government about each of them’ [88].

From February 2023, a threat actor from the GRU was also mount-
ing waves of cyberattacks against Ukrainian government agen-
cies and IT service provides. It also targeted NATO member states
assisting Ukraine. This included supply chains and logistics hubs
in Poland [44]. This was the same GRU group that mounted the
WhisperGate wiperware attacks first detected in January 2022 [43].
It is reported that this series of attacks was largely unsuccessful
[90]. Figure 1 provides a good indicator of the range of cyberattacks
that Russia has conducted.

Microsoft has regularly posted updates on the help they have pro-
vided as well as sharing intelligence on Russian activities. They
indicated that as Winter 2022 turned into Summer 2023, Russia
switched its seasonal focus to Ukraine’s agricultural sector. This
saw Russia penetrate agribusinesses with malware, useful to steal
data for intelligence and propaganda, alongside kinetic strikes.
This caused damage to grain production that could have fed up to
1 million people for a year. This coincided with Russia’s withdrawal
from the Black Sea Grain Initiative. As Summer 2023 turned to
Winter 2023, Russia again turned its focus onto Ukraine's energy
infrastructure [92]. Both are breaches of the Law of Armed Conflict
(LOAC). These and other charges have been levied by organisa-
tions, such as the International Criminal Court (ICC). When this
has happened, Russian intelligence has attacked them as well as
non-governmental organisations (NGOs) concerned with human
rights [93].
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Figure 1. Cyber-attacks on Ukraine by Russia since the invasion began, by sector,
July 2022. Source: https://obr.uk/box/cyber-attacks-during-the-russian-invasion-of-
ukraine [91].

How many private cybersecurity providers have assisted Ukraine
or offered their support is unclear. Those that have gone pub-
lic include the industry giants Microsoft, Cisco Systems, and
Amazon [94]. Although a number of providers have gone public,
many might choose not to for various reasons, including concerns
of reprisals. The support they provide could mean private corpora-
tions, like Microsoft, are considered by Russia and its proxies to be
participants in the Russo-Ukraine War [95, 96].

Mandiant, ESET, and Recorded Future have also supplied services,
tools, and CTI to Ukraine. Some of these have been procured through
government contracts, others have provided gratis services. Their
efforts helped secure networks and essential services and also pre-
vented likely electricity blackouts [96]. According to Mandiant, ‘this
level of collective defense—between governments, companies,
and security stakeholders across the world—is unprecedented in
scope’ [31]. These interventions, alongside those of Western govern-
ments and their intelligence agencies, were allied to those of Ukraine’s
State Services for Special Communication and Information Protection
(SSSCIP), SBU, and civilian ‘IT Army’ of patriotic hackers [97].
Nevertheless, in the early months of the invasion, Ukraine also got
‘very lucky’ according to a senior official at SSSCIP [98].

They were also ‘lucky’ (as well as well prepared and well-resourced)
when Russia targeted Ukraine’s railway network in the Spring
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of 2022. ‘Wiperware’ was discovered before it was activated, but
Russian intelligence APTs had penetrated its cyber defences. This
too could have been critical. Ukraine’s railways were a vital sup-
ply line inward for weapons and humanitarian aid and a lifeline
for Ukrainian refugees fleeing the fighting. This could have had
dire consequences. In the first 10 days of the war alone, 1 mil-
lion Ukrainian civilians used it to flee to safety [99]. It was clear to
NATO very early on that Russia would target CI[100].

Ukraine is facing specific state-level threats as well as attacks from
Russia’s own ‘patriotic hacker’ collectives. This includes the FSB’s
Center 16 (Military Unit 71330) and Center 18 (Unit 64829), SVR, and
GRU and their 85th Main Special Service Center (GTsSS) in addition
to their main centre for Special Technologies (GTsST/Unit 74455) as
well as the Central Scientific Institute of Chemistry and Mechanics
(TSNIIKhM) of Russia’s Ministry of Defense [101]. Between March
and April 2022 high-voltage electrical substations in Ukraine were
targeted by the ‘Sandworm’ group of Unit 74455. ‘Sandworm’ was
deploying an upgraded version of Industroyer/Crash Override mod-
ular malware employed in 2016 (again alongside wiperware). As
a precaution, nine electrical substations were temporarily switched
off at a utility company servicing over 2 million people [98].

As Cattler and Black suggest,

Russia’s cyberattacks prior to the invasion suggest method-
ical preparations, with the attackers likely gaining access to
Ukrainian networks months ago. This stands in stark con-
trast to the evident lack of preparation across Moscow's
other military instruments, including on the ground, in the
air, and in its frequently used influence operations through
[mainstream] media and social media [84].

Lin similarly postulates that Russia’s military might have had prob-
lems integrating their own cyber offensives with ground forces,
especially given that a decision to invade might have been taken
very late on and not well communicated down the chain of com-
mand [102].

Meanwhile, Russian forces have appeared more susceptible to
interception than those in Ukraine. Electronic interception and
jamming combined with deficient numbers of secure military
communications equipment as well as the disorder of Russia’s
rank-and-file soldiers have been contributory factors [103]. Their
personal cellphones and those stolen from Ukrainians have led to
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insecure communications on commercial networks. These have
been intercepted and then leaked onto the Internet (including on
Ukraine’s SBU channel on YouTube). This provides significant and
actionable real-time intelligence, including real-time geolocation
and other metadata useful to Ukrainian forces. Additionally, Open
Source Intelligence (OSINT) has been a feature of the conflict (and
a rising feature of conflict, investigations, and accredited and cit-
izen journalism more widely). For the Kremlin, this is a feature of
the parallel information war they are waging with misinformation/
disinformation and mal-information embedded into public political
narratives and discourse. This is a feature of modern hybrid war-
fare [104, 105].

Their employment coincides with a spectrum of activities alongside
conventional military force in the Russo-Ukraine War both in the
run up to the invasion and during the war. It includes a series of
cyber-enabled/cyber-enhanced overt and covert socio-political and
economic pressure campaigns, as well as influence operations. This
has leveraged agents of influence in Ukraine and beyond, cybercrim-
inal gangs, and proxies, including the paramilitary Wagner Group.

While Elon Musk’s Starlink satellite system has been important in
maintaining Internet access (and Ukraine’s resistance), Russia’s
military has found ways (including drones) to ‘locate, jam, and
degrade’ the portable ground-based terminals ‘which were never
intended for battlefield use’ [106]. Russian agencies have also been
conducting renewed influence operations in an attempt to control
(or cloud) the Kremlin’s narrative at home and abroad. Microsoft’s
Brad Smith makes a highly pertinent observation in this respect.
Smith postulates that just as Russia’s APTs work within Russia’s
intelligence services, so do Advance Persistent Manipulator (APM)
teams. These are not ‘separate efforts’ and we ‘should not put
them in separate analytical silos’ [107].

—— 6. Russia in 4D: Information Warfare at Home

and Abroad

Influence operations are attempts to control politico-social
narratives and for the Kremlin, they have become an increasingly
important and highly cost-effective arm of foreign and security
policy. They have been used to advance foreign and security policy
aims to undermine Western states by influencing their electorates.
Blowback has been minimised by censorship and prosecutions (or
worse). Control of the information space has become central to
Kremlin policy.
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The importance that the Kremlin places on trying to control infor-
mation cannot (and should not) be understated when examining
Russia’s invasion of Ukraine. Tactical employment of dis-/mis- and
mal-information has been utilised extensively by the Kremlin, not
only in their approach to the war in Ukraine but also for managing
political consent domestically [108-110]. This has seen them ‘wage
a propaganda war’ [111]. Control over domestic media outlets and
the distortion of facts are neither new nor uniquely Russian, but the
Kremlin's ‘narrative war’ against domestic opponents and Western
critics has proven effective. These are part of the 4Ds of Russian
information warfare: dismiss, distort, distract, and dismay. This dis-
misses critics, distorts facts, distracts from issues, and dismays the
audience [112]. To these four needs to be added a fiftth—disruption.
This is not only in the domain of information warfare (informatsion-
naya voina) but now, alongside a sixth D—destruction, needs set-
ting in the context of hybrid warfare in Ukraine.

There is dismissal of even the use of the terminology of it being
an invasion or a war. Instead, the Kremlin terms it a ‘special mili-
tary operation’ (except on some rare occasions where Kremlin offi-
cials slip and war is referred to). The practice of Russia to dismiss
any negative analysis or charges levied against either the Putin
regime or Russian military has been a heavily used tactic by the
Kremlin’s media machinery over the course of the invasion [113].
Disseminating ‘false information’ about Russia’s ‘special military
operation’ has been criminalised in Russia. ‘Knowingly false infor-
mation’ is redefined by amendments to Russia’s criminal code from
information that is ‘objectively untrue’ to that which does not con-
form to ‘Russian official sources’ [114]. This has echoes of George
Orwell’s novel 7984. The dismissal of the reality in Ukraine is not
confined to the inward-looking vector of media censorship.

The Kremlin has also employed both dismissal and distortion in
their treatment of charges levied against them. Russia has regu-
larly mentioned these as ‘smear campaigns’ staged by the West to
‘stoke Russophobia’ [115]. From at least 2014, the distortion of facts
and evidence has been heavily employed. The most pertinent of
these distortions are claims made on the prevalence of neo-Nazism
in Ukrainian society and its military (particularly Ukraine’s Azov
Brigade) [116]. Then there is the picture presented that President
Zelenskyy had fallen ‘under the influence of radical elements’ [117].
In support of this distorted (mostly fictious) narrative, numerous
fabricated or faked ‘evidence’ of military action have been reported
and disseminated [118]. This has seen Russia suggest that atrocities
it has been accused of are staged by Ukraine and the West [119].
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This is why human rights NGOs have been targeted. Many other
narratives were seeded related to Russia’s invasion. Deepfake vid-
eos have also emerged [31]. This is being employed to mislead,
confuse, distract, and interfere [120]. Its effect is greatest on the
domestic population in Russia and maintaining support for a war
whose losses have exceeded by far those experienced in Russia’s
9-year occupation of Afghanistan (1979-1988) [121, 122].

Television is a particularly important source of information for most
Russians. A longstanding trope utilises memories of World War 1I
and Soviet/Russian patriotism to paint parts of Ukraine riven with
Banderovtsy (followers of the Ukrainian nationalist Stepan Bandera
during World War II). Distortion also occurs in reporting facts and
events. This included evidence surrounding the shooting down of
Malaysia Airlines flight MH17 by Russian-backed separatists in east-
ern Ukraine in July 2014. Calling out evidence and criticism as ‘fake
news’ serves to dismiss and distract as well as seed doubts, leading
to the distortion of reality. It is also where ‘images are manipulated,
fabricated or taken out of the context with the purpose of strength-
ening a false message’ [123]. Distortion is widely used by the Kremlin.

To distract, a multitude of narratives and stories are continually
seeded and disseminated about Ukraine and Western support.
This is another hallmark of Russia’s information war. Since 2014,
the narratives regarding Ukraine and Ukrainian sovereignty have
been chiming to regular drumbeats. Public policy pronouncements,
speeches, television, and other mainstream media appearances
(often simultaneously disseminated online) were inexhaustible
in their frequency and falsehoods. For example, the sequence of
events that led to flight MH17 being shot down was painted by
Russia as everything from an attack committed by Ukraine to fram-
ing Russia (a false flag attack) to an evidence-less claim that all pas-
sengers were already dead and the plan was to explode the airliner
over the Donbas as provocation [124].° This template was also used
when the pro-war Russian military blogger Vladlen Tatarsky was
assassinated with a statue containing a bomb in April 2023. The late
Alexei Navalny’s anti-corruption organisation was blamed, as was
Ukrainian intelligence, and domestic terrorists [125].

This is template actively used against Ukraine, with unfounded
claims, such as Ukraine is seeking radioactive ‘dirty bombs’ and
bio-weapons. The scale of Russian disinformation campaigns was
such that the EU founded the EUvsDisinfo project in 2015 to ‘better
forecast, address, and respond to the Russian Federation’s ongo-
ing disinformation campaigns’. Its database contains over 12,000
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samples; 40% relate to Ukraine [126, 127]. EUvsDisinfo centres this
around ‘12 myths’ which Paul and Matthews describe as a ‘fire-
house of falsehoods’ churned out by Russia’s propaganda machine.
It is characterised by ‘high number[s] of channels and messages
and a shameless willingness to disseminate partial truths or out-
right fictions’ [128]. This said, ‘for all the propaganda on today’s
Kremlin-controlled television, the country remains far more open to
information than in Soviet times’ [129].

Russia also attempts to dismay domestic opposition and foreign
audiences. The driving force behind much of these and other tac-
tics of information warfare is not necessarily to make others believe
their telling of events. It also weakens and undermines the West's
ability to react decisively to geopolitical events concerning Russia
as well as erode the confidence of Western populations in their
respective governments and their policies towards Ukraine and
Russia. As a former US Ambassador for Ukraine puts it: “You could
spend every hour of every day trying to bat down every lie ... and
that's exactly what the Kremlin wants’ [130].

Until Western social media companies started to get a grip after
2016, this included the use, en masse, of trolls and automated bot-
nets (bots) to sow and spread misinformation and disinformation
on the Internet. These included ‘false reports in genuine media out-
lets’ which had measurable objectives and effects [131, 132]. These
were (and still are) used by groups with false personas to tweet, like
and post content in sync [133]. The most dangerous and destabi-
lising use of dismaying messaging is through nuclear/weapons of
mass destruction (WMD) saber rattling.

This rhetoric, repeated and amplified by serving and former mem-
bers of government (including former President Dmitri Medvedev),
and on Russian television by a cast list of (often vitriolic) nationalist
commentators, has been a feature of the Russo-Ukraine War from
its outset [134, 135]. These nuclear threats have also extended to
civil nuclear power plants, such as Europe’s largest in occupied
Zaporizhzhia [136]. One of the earliest cases following the inva-
sion sowed a claim that the United States was operating a series
of biological weapon laboratories in Ukraine. This was reported
on Russian state media and then rebroadcasted through self-de-
scribed news organisations run by Russian intelligence onto
Western social media platforms [31]. In December 2023, a Russian
APM, dubbed Storm-1099, also attempted to spread misinformation
that Ukrainian weapons were supplied to Hamas through the black
market that were used in its 7 October 2023 attack on Israel [92].
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For years, these tactics have been used to attack the democracies of
Europe and the United States and undermine NATO. This has been
directed by the Kremlin. Russia’s intelligence, military, security
services, media, public and private companies, organised criminal
groups as well as social and religious organisations have all been
involved. Dissent is not tolerated. They have spread malicious dis-
information, engaged in election interference and political destabi-
lisation campaigns (many far beyond Ukraine), and further fueled
endemic internal corruption [137].

Through ‘troll farms’, it seeks to use the Internet, social media,
and apps where information gets shared to spread state messag-
ing. This state messaging includes official government statements,
mainstream journalism (which almost always repeats or supports
the official line or narrative) and (occasionally extreme) nation-
alist commentators. This framework helps ‘create an alternative
reality in which all truth is relative, and no information can be
trusted’ [112]. Parts of the narrative portrays the West, particularly
the United States, as hostile to Russia with the EU and NATO threat-
ening Russia’s borders and negatively effecting Russia’s ‘sphere of
influence’ over the former Soviet states of its near abroad. Ukraine
became the epicentre for these efforts after ‘Euromaidan’ in 2014,
and through the lens of a security dilemma, Russia felt compelled
to act [138]."° The Kremlin has become adept at ‘weaponising’
information. It is also a part of maskirovka; a tactic of deception
to mask, disguise, or camouflage (described by both Sun Tzu and
Clausewitz) to serve politico-military ends [139].

—— 7. Conclusion

Russia’s invasion was the culmination of years of sustained
and orchestrated pressure on Ukraine following ‘Euromaidan’ and
the annexation of Crimea in 2014 [19, 140]. Western efforts in the
winter of 2021 and spring of 2022 were critical to Ukraine’s sur-
vival. It took a well-resourced and widespread series of (ongoing)
efforts by Western governments/intelligence agencies and their
cyber teams, combined with private industry to blunt these attacks.
This effort support from Western multinationals such as Microsoft.
Without it, Ukrainian defences could have been critically weakened,
making it much harder to resist Russian military forces.

Against Ukraine, direct force has been employed en masse and this
is more than asymmetric warfare. It is hybrid warfare beyond active
measures employed previously [141]. Cyber is part of this for espio-
nage, destructive warfare, and for information warfare and political
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destabilisation. Escalating cyberattacks by Russia arguably began
against Estonia in 2007, were used in Georgia in 2008, and have
been used systematically against Ukraine since at least 2014. Thus
far, these attacks have been resisted because of ‘Kyiv's ability to
harness the experience of years of Russian cyber attacks, combined
with strong support from Western governments and—crucially—
technology companies [and this] has allowed Ukraine to deploy
cyber defenses at a scale and depth never seen before’ [142].

This intervention recognises that ‘cyber will now play an integral
role in future armed conflict, supplementing traditional forms
of warfare’ [31]. At the same time, ‘cyberwar’ remains under-
conceptualised, overused, and frequently conflated with wider
cybersecurity issues, especially cyberespionage. While terminology
remains ill-defined and contested, the boundaries and separation
lead to confusion [143-145]. Information Warfare and the use of dis-
information is another component of Russia’s cyber offensive. This
provides a good indicator of a multi-pronged strategy employed by
Russia, consistent with Western conceptions of hybrid warfare and
Russia’s ‘Gerasimov doctrine’. The resulting flair up of tensions in
the Middle East also distracts from the Ukraine War [92].

In February 2022, it appears that the Kremlin saw an opportunity
to step out of the ‘gray zone’ and enter the ‘red zone’ of war. Their
war aims might change with events, but claiming victory through
a negotiated settlement that includes Crimea and the Donbas could
be another long peace or 20-year crisis [146, 147]. NATO and the
EU are being tested. They cannot afford to fail that test. Prior to
Russia’s invasion, Mark Galeotti set this in a wider and more long-
term context:

Russia has reached back and re-learned a particular Soviet
lesson, that political effects are what matters, not the
means used to achieve them. Instead of trying to contest
NATO where it is strongest, on the battlefield ... it is instead
an example of asymmetric warfare, using gamesmanship,
corruption, and disinformation instead of direct force [148].

Russia’s approach is not unique, but it goes further than other
nations in trying to achieve its objectives. This strategy needs to
be set in the context of ‘Russia’s long-standing, overall foreign
policy objective ... to weaken adversaries, particularly countries on
its periphery, those in NATO, and the United States, by any means
available’ [131]. Across the West and into Africa’s Sahel, they have
been targeting nations unfriendly to the Kremlin or where Russia
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is seeking to grow its influence once more [149]. None more so
than in Ukraine. How peace might manifest remains to be seen, but
Russia’s modus operandi under Putin is now long-established.
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—— Abstract

Russia under Vladimir Putin has expanded and moved
rapidly to improve its ability to employ “disinformation,” or “infor-
mation warfare,” as an effective instrument to help it to accomplish
its specific foreign policy objectives. Although it has only been since
direct Russian involvement in the U.S. presidential election of 2016
that this has been an issue of major public political concern in the
United States, a flood of research on this topic has now begun to
appear. Despite many years of preparation for cyber conflict against
critical U.S. infrastructure and military forces, the U.S. government
and cybersecurity industry were unprepared for Russian information
operations targeting the 2016 U.S. presidential election. It is clear,
however, that the Russian propaganda/ disinformation activities in
the U.S. are but one part of a policy targeted virtually everywhere
across the entire world and that this policy builds upon the earlier
propaganda and disinformation activities of Russia’s predecessor
state, the USSR. In the present essay, we intend to track the reemer-
gence and development of the information warfare and disinforma-
tion component of Russian policy under President Putin, including
its largely successful attempt to reintegrate the components of the
former Soviet Union and its deep roots in Soviet “active measures,”
up until the invasion of Ukraine, when it expanded exponentially. We
shall also track the areas of the world targeted, and the increasing
breadth of its target audiences and the issues covered.
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—— 1. Soviet Propaganda

and Disinformation Policy’

C urrent Russian disinformation policy clearly has its

roots in what the Soviets termed “active measures”

and in which they included both propaganda and disinformation.
On the propaganda side, for example, in 1983, the Soviets published
books in eighty-four foreign languages mainly for distribution abroad.
In English alone 1,200 books and pamphlets appeared in more than
24 million copies [4]. The weekly Moscow News appeared in more than
800,000 copies in English, French, Spanish, and Arabic translations at
that time [5]. Besides direct dissemination of Soviet propaganda, the
Soviets also relied on the wide network of foreign communist and
front organisations to distribute Soviet-oriented propaganda.

The purpose of this propaganda network and facilities was to sup-
port both general and specific Soviet foreign policy objectives-more
specifically to weaken the United States and North Atlantic Treaty
Organization (NATO) and to extoll the achievements of the USSR,
thereby advancing Moscow's objectives. The definition of propagan-
da used in this analysis is based on that developed by Hazan [6] as
a preconceived, systematic and centrally coordinated process of ma-
nipulating symbols, aimed at promoting certain uniform attitudes,
beliefs, values, and behaviour within mass audiences abroad - these
expected attitudes, beliefs, values and behaviour are congruent with
the specific interests and ends of the propagandist.?

Related to, but distinct from propaganda, is disinformation, defined
as any governmental-sponsored communication of intentionally
false and misleading material (often combined with selectively true
information) which is passed to targeted individuals, groups, or
governments with the purposes of influencing foreign elite or public
opinion and policies [8]; see also [9]. Propaganda differs from disin-
formation in two important ways. The former is targeted at a mass
audience and is not necessarily deceptive, while disinformation is
aimed ultimately at foreign policy decision makers and is always
purposefully deceptive.

Propaganda and disinformation belong to a category of activities,
which the Soviets referred to as “active measures,” including both
overt and covert techniques employed for the purpose of influenc-
ing events and behavior in foreign countries. “These measures are
employed to influence the policies of other governments, underline
confidence in the leaders and institutions of these states, disrupt the
relations between various nations, and discredit and weaken major
opponents” [8]. They were also used to generate abroad favourable
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views towards the Soviet Union and its policies and support for
specific policy initiatives.?

—— 2. The Collapse of the ussr and the Failed

Democratisation of Russia

The dissolution of the Soviet Union in 1991 and the emer-
gence of fifteen new states in its place seemingly brought to an end
to the imperial tradition of Russian domination over various peoples
conquered and absorbed into the Russian/Soviet empire over the
period of more than half a millennium. Yet, since the very creation of
the new Russian state, political leaders in Moscow have been com-
mitted to returning Russia to the status of a great power, including,
since Vladimir Putin assumed power more than two decades ago, the
reestablishment of much of the imperial political order that seeming-
ly collapsed in 1991, and to using propaganda and disinformation in
the pursuit of this and other goals. To a substantial degree, Western
policy after the collapse of the former USSR assumed that Russia’s
demise as a great power would be a permanent characteristic of
the international system and, thus “active measures” against the
West would cease. Throughout the 1990s and after the turn of the
century, Russia’s interests and concerns were largely ignored, as
both the United States and Western community more broadly moved
to fulfill their own political and security objectives in post-Commu-
nist Europe - objectives that included the incorporation of most of
Central and East European post-Soviet space into Western security,
political and economic institutions.

Initially, as the Russian state found itself in virtual political and
economic freefall under President Boris Yeltsin, the objective of rees-
tablishing Russia’s great power status seemed to be little more than
arhetorical and an unrealistic and unrealisable dream. Even though
Russia did employ its greatly reduced military capabilities in the
attempt to play a role in those Soviet successor states challenged by
internal conflict - conflict often facilitated, if not initiated, by clandes-
tine Russian military interference [13] - the prospect of the Russian
Federation’s rejoining the ranks of major global actors seemed
remote until the domestic rise to power of President Vladimir Putin
at the end of the century. However, as the Russian economy and
Russian self-confidence and assertiveness were buoyed by the rising
price of oil and gas, the revitalisation of other sectors of the economy,
and the reassertion of Moscow’s control over growing segments of
the vast territory of the Russian Federation itself, more sophisticated
diplomatic and economic instruments, including what amounts to

www.acigjournal.com — ACIG, VOL.2,NO.1,2023 — poIl: 10.60097/ACIG/162742

3
the defected former
head of the Soviet

disinformation unit,

Ladislav Bittman,

described in great detail
how he had mixed fact
with fiction to create
make-believe events
and policies [10, pp. 5-6,
11]. For a detailed
discussion of the broad
disinformation campaign
associated with the
likely role of the ussr

in the assassination

of President John F.
Kennedy, see [12].

[36]



Moscow and the World: From Soviet Active Measures to Russian Information Warfare

E ACIG

APPLIED
CYBERSECURITY
&INTERNET
GOVERNANCE

economic blackmail,* became a central component of Russia’s re-
assertion of influence within what Moscow views as its traditional,
and legitimate, sphere of influence. However, as events in Georgia
since 2014 have made clear, brute military power remains an impor-
tant element in the Russian arsenal. In effect, the Russian political
leadership’s initial commitment to integration into the “community
of civilised states,” to use Yeltsin's phrase [15], and its willingness to
follow the Western lead on major international political issues, were
short-lived. Even before 1995, President Yeltsin and Foreign Minister
Andrei Kozyrev,® the primary architect of this pro-Western empha-
sis in Russian policy, were forced to redefine Russian foreign and
security policy in a much more realistic and nationalistic direction
than they had done initially [17]. Yet, the issue that raised the most
serious response in Moscow in this period remained the question of
NATQO's expansion eastward. Moscow orchestrated a multifaceted
campaign that included pressure on the applicant countries and
threats that the expansion would, in effect, initiate a new cold war in
relations between Russia and the West. In fact, however, when NATO
decided to invite the Czech Republic, Hungary, and Poland to join
the alliance, Russia reluctantly accepted the decision without any of
the retaliatory responses that had been threatened. With Kozyrev’s
replacement as foreign minister by Georgii Primakov in 1996, Russia
proclaimed a formal Eurasian thrust in its policy, one that included
active Russian involvement in and primacy over the so-called “near
abroad” of former Soviet territory.®

After Putin was appointed acting prime minister, and later replaced
Yeltsin as Interim President on the last day of 1999, his commitment
to reestablishing Moscow’s control over domestic politics and to
rebuilding the foundations of Russia’s great power status, the finan-
cial boon resulting from the explosion of oil and gas prices, as well
as the shortsighted and counterproductive policies of Washington,
strengthened and expanded the range of policy instruments
available to Russia, including economic and political leverage, in its
ongoing attempts to reestablish its dominant role across post-Soviet
space - the creation of a “Greater Russia” - as an integral part of
reasserting its role as a great power whose interests could no longer
be ignored as they were throughout the 1990s.’

—— 3. The Return of Imperial Russia

But it was clear in the approach that Washington and its
allies took to Moscow's objections to Western policy that Russia was
not viewed in the restructured European security environment as an
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equal player whose interests had to be given serious consideration.
Once it became obvious that their efforts to forestall the expansion
of NATO eastward were doomed to failure, the Russians seem to
have accepted the reality and attempted to gain whatever benefits
they could out of that acceptance. They shifted the focus of their
opposition to NATO expansion from East-Central Europe to the
Baltics. Moreover, on 27 May 1997, Moscow signed the Russia-NATO
Founding Act that was supposed to provide clear parameters for
the relationship between Russia and the Western Alliance. In return,
Russia was granted membership in an expanded “G-8,” although
it was excluded from full participation in those “G-8" meetings at
which meaningful decisions concerning international financial mat-
ters were likely to occur. Although Russia and the United States coop-
erated in a variety of security areas, these relationships did not fulfill
Russian goals. Moreover, given the disastrous state of the Russian
economy at the time, Moscow could have little hope of exercising
any real influence within the group. At the same time, the Russia-
NATO Founding Act also proved to be unsatisfactory as a model for
Russia to pursue its foreign policy interests. Thus, by summer 2001,
little more than half a year into the presidency of George W. Bush
and one-and-a-half years into Vladimir Putin’s presidency, the US-
Russian relations were on an apparent collision course.® Russians
were increasingly frustrated by Washington’s obvious disregard to
their role in world affairs and by the apparent the US lack of concern
for Russian interests - as in the NATO bombing of Yugoslavia and in
the US efforts to restrict Russian involvement in the development
of oil and gas reserves in the Caspian Basin [23, 24]. Before we turn
to a discussion of Russian policy in the Putin era - as a prelude to
returning to the issue of disinformation as a tool in that policy, it is
important to refer to the Chechen war because of its overall impact
on many other aspects of Russian policy. Moreover, the ongoing
Russian struggle to reassert control over Chechnya and to root out
Chechen opposition to that effort brought Moscow into regular
conflict with Georgia, whose government the Russians accused of
harbouring and supporting Chechen separatists [24].

Therefore, the war in Chechnya was much more than simply an in-
ternal challenge to central authority within the Russian Federation; it
also had a visible impact on relations with both near neighbours and
the West. The Russian Federation’s relations with the West, especially
with the United States, were increasingly conflictual. Russia was no
longer taken seriously as a major actor in world affairs, and its views
and concerns - for example, NATO’s campaign against Yugoslavia
for its attempt to expel the majority of the ethnic Albanians from
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Kosovo largely ignored Russia, based on the assumption that it was
no longer an important or relevant actor.

Thus, when Vladimir Putin took over as interim president on
1 January 2000, he inherited these and an entire series of additional
policy disagreements with the United States, and the West more
generally, that included the restructuring of the Russian debt, NATO,
and European Union (EU) expansion, the US commitment to move
forward with a missile defense system, the longer-term future of
Yugoslavia and the Balkans, Russia’s nuclear relations with Iran, and
so on. The general parameters of Russian policy, including policy
towards the United States, were set early in Putin’s presidency, and
derived directly from the policy lines established in Moscow in the
mid-1990s. Putin made clear his commitment to reestablishing the
place of Russia as the preeminent regional power and as an impor-
tant international actor. Essential preconditions for the fulfillment of
these objectives, as the “Foreign Policy Concept” that Putin approved
indicated, were the internal political stability and economic viability
of Russia [25, 26].° According to this policy prescription, Russia had
to overcome all efforts towards and evidence of separatism, national
and religious extremism, and terrorism. Putin moved forcefully, and
in most cases effectively, in reasserting central governmental control
in Russia [27]. The economy, while still not flourishing, had shown
strong signs of turning around with growth rates of 4.5%, 10.0%, and
5.0% in the years 1999-2001. In the foreign policy arena, Putin con-
tinued to seek allies who shared Russia’s commitment to preventing
the global dominance of the United States that represents, in the
words of the Foreign Policy Concept (2000), a threat to international
security and to Russia’s goal of serving as a major centre of influence
in a multipolar world. Putin’s success in dealing with the major prob-
lems challenging the Russian state at the beginning of the decade
meant that Russia now faced the United States and the West from
a position of increased strength. Besides rebuilding the foundations
of the Russian state at any cost as a precondition of Russia’s ability
to reassert itself as a major power, Putin and his associates did ben-
efit greatly, but not exclusively, from the exponential rise in global
demand for gas and oil and the ensuing revitalisation of the Russian
economy. This, in turn, contributed to Russia’s ability to pursue
a much more active and assertive foreign policy, as many analysts
have noted [28-30].
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3.1. Military Intervention, Economic Coercion,

and the Rebuilding of “Greater Russia”

Before turning to the role of “information warfare” and dis-
information in Russia’s attempt to re-establish its great power status,
a discussion of the reintegration of former Soviet space, which some
have termed Greater Russia, precisely the policy implied by Putin’s
negative reference to the dissolution of the USSR, is required. As
already noted, despite the rhetorical commitment of Russian leaders
to deal with the former Soviet republics as sovereign equals, from
almost the very creation of the Russian Federation, Moscow has
been directly and indirectly involved in the internal affairs of its
new neighbours [27]. Throughout the 1990s, the major instruments
used to re-establish Russia’s influence were various types of de
facto military intervention and efforts to turn the Commonwealth of
Independent States (CIS) into a meaningful organ of economic and
political reintegration. Since at least 2000 Russian policy towards its
neighbours in the CIS, as well as to the Baltic states, has become
much more sophisticated and complex, though by no means more
cooperative and neighbourly, culminating in the unjustified invasion
of Ukraine in 2022 - and has relied increasingly, besides military
means, on the use of Russia’s dominant position in the energy field
and its growing economic leverage vis-a-vis its much weaker and
economically dependent neighbours. Most important has been the
Russian government’s regaining almost total control over Russian
energy production and distribution and its dominating the energy
sector of neighbouring countries - often through the semi-coerced
purchase of the energy distribution and processing infrastructure
of those countries [14, pp. 238-245, 19, 31]. As noted above, the ex-
ponential increase in global demand for energy has been the single
most important factor fueling the revival of the Russian economy
and to growing Russian political influence vis-a-vis neighbouring
states [9, 14, 18, 19]1."° In fact, almost from the very inception of the
new Russian Federation, Moscow has used its control of energy as
a means to “influence” other former Soviet republics to change
political positions that they had taken or to follow Moscow’s policy
lead. This has been especially true in Russia’s relations with the
Baltic republics, with Ukraine, Georgia, and more recently even with
Belarus, all post-Soviet states with which Russia has had serious poli-
cy differences over the course of the past 15 years. Moscow has in all
cases put the blame for the cut-off of energy flows on the other side,
or explained them as the result of technical problems, and argued,
as well, that the policies of its oil and gas companies were dictated
solely by economic, not political, considerations."

www.acigjournal.com — ACIG, VOL.2,NO.1,2023 — poIl: 10.60097/ACIG/162742

10 —— The dominant
narrative in analyses of
Russia’s economic revival
that attribute, almost
exclusively, to Russian

gas and oil exports and to
the rise in global demand
and, thus, prices for

those exports have been
increasingly challenged

by those who point to the
vibrant growth of other
sectors of the Russian
economy. A recent World
Bank report notes, for
example, that growth in
the Russian economy has
been stimulated by sectors
other than simply gas and
oil. The report noted: “In
2003-04, oil and some
industrial sectors drove
economic growth, but the
subsequent expansion
was driven largely by non-
tradable goods and services
for the domestic market,
including manufacturing
goods. In 2007, wholesale
and retail trade alone
accounted for almost

a third of economic growth.
Booming construction

and manufacturing
contributed another

30%. Manufacturing
expanded by 7.4% in

2007, up from 2.9% in
2006. By contrast, growth
in resource extraction
virtually stopped, reflecting
capacity constraints. The
good news, so far, is that
high rates of productivity
growth underlie this robust
growth” [32, p. 4].

11 —1Itis important to
recognise that, with the
collapse of the former
Soviet Uniont he Russian
Federation decided to
continue to supply gas
and oil to other former
republics-now, new
sovereign states - at
pricessubstantially below
the world market price. ...

[40]



Moscow and the World: From Soviet Active Measures to Russian Information Warfare

E ACIG

APPLIED
CYBERSECURITY
&INTERNET
GOVERNANCE

All of these countries are energy poor and almost totally dependent
on supplies of petroleum, natural gas, and, in some cases, electricity
imported from the Russian Federation [31]. after the opening

Nygren [19] refers to as the “tap weapon” - by stopping the delivery
of oil and/or gas to these countries - on various occasions as a means
of strengthening its position in policy disputes and negotiating sit-
uations. The dispute with Ukraine in 2005-2006, which resulted in
Russia’s cutting off exports of gas in the middle of winter - resulted
from Gazprom's decision to more than triple the price of gas. This
decision, however, emerged only in the aftermath of the “Orange
Revolution,” which had reversed the “victory” of Russia’s preferred
candidate in the Ukrainian presidential election a decade earlier.
Until that time, Putin’s policy towards Ukraine had been based on
pragmatic long-term political and economic considerations. However,
with the collapse of pro-Russian political forces in Ukraine, Russia
expanded a more coercive approach to demonstrate to the Ukrainians
that assertions of independence from Moscow'’s influence would
have real costs [33, pp. 80-89]. The “gas war"” of 2005-2006 between
Russia and Ukraine was “resolved” by a complicated settlement in
which a majority Russian-owned Swiss company sold gas originating
supposedly from Central Asia to Ukraine at subsidised prices, with
prices increasing gradually over several years to world market levels.™

Ukraine is by no means the only post-Soviet state to have experi-
enced Moscow'’s political displeasure and, thus, the effects of the
“tap weapon.” Belarus, which for most of the post-Soviet period has
pursued a slavishly pro-Russian policy, angered Putin’s government
in 2002, thereby leading to 4 years of confrontation between the
two countries, with Gazprom taking the lead role in the dispute.
Once again, because pipelines to the West crossed Belarusian
territory, Belarus had some bargaining power. Eventually, however,
the government of President Alexander Lukashenko was forced to
capitulate or face the cut-off of Russian gas supplies. Prices were to
be increased over a five-year period, while Gazprom gained direct
control over the pipelines across Belarus [14, pp. 76-79].

Until the August 2008 Russian invasion of Crimea, the gas weapon, as
well as that of electricity, had been the most important instrument
in Russian pressure brought against Georgia in order to coerce
the latter into policies more in line with Moscow’s interests. Here,
these pressures have been employed, along with traditional threats
of military intervention in support of Abkhaz and South Ossetian
separatists - threats that were realised in August 2008 [34]. In the
Georgian case over the past several years Russia acquired substantial
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ownership of energy production and distribution facilities in Georgia
to cover the costs of outstanding debts and as a precondition for
continued discounted prices on Russian gas [35, 36]."° This control,
however, did not restrain the Georgian government into accepting
Russian dominance in the region - or accepting the de facto autono-
my of the Russian-backed secessions in South Ossetia and Abkhazia,
resulting in military hostilities in August 2008 that in effect wiped out
Georgian military capabilities developed in recent years with the US
military assistance and training."*

Russia’s de facto control over the energy supplies of other post-Soviet
states - Armenia, Moldova, and the Baltic states - has also been used
in similar ways to influence the policy positions of these countries,
as Nygren [14] has described in some detail. Yet, there is another
part of Russia’s use of its domination over energy production and
distribution that is significant for the drive to re-establishing Greater
Russia and re-establishing the Russian Federation as a major world
power, namely, attempting to gain control over the distribution of oil
and gas from Central Asia in Western markets.

3.2. Russian Foreign Policy and Disinformation

As we have already seen, with the turn of the millennium
Russian relations with both many newly independent former Soviet
republics and the states of the West deteriorated appreciably, some
to the point of warfare. Military and economic tools were increas-
ingly the means used by Moscow to gain its objectives. However,
propaganda and disinformation, as had been the case with the
USSR, also emerged as important instruments with which to achieve
foreign policy goals. We, therefore, examine the Russian conception
of disinformation and the institutional framework within which it
is carried out as well as the most important targets and themes
emphasised recently.

In post-Communist Russia various academic views of information
warfare have emerged that, in fact, define the same activity: “The
process of undermining a legitimate government by manipulating
the information domain in order to influence political elites and instill
political dissent, separatism, and social strife within a given system’
[42]."° This concept describes, in the view of the Russian analysts,
a Western technique to subvert its adversaries. In the opinion of
Aleksandr Dugin, for example, the West (mainly the United States)
has been waging an offensive against Russia throughout the 20th
and early 21st century. Two directly political actions have been justi-
fied because of these views entering the political realm: The passage

U
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of domestic laws to limit the possibility of Western influence in Russia
itself, and also the development of what have become global disin-
formation and other techniques of information warfare."®

By the middle of the first decade of the 215t century, Russian rela-
tions with much of the “near abroad” and with the West had already
deteriorated significantly and Russian disinformation began to rise
significantly. The outbreak of conflict with Ukraine in 2014 resulted
in what Van Herpen [50, p. 1] calls “the Kremlin's most massive
propaganda offensive in the past seventy years.”"”

3.3. Russian Information Warfare

Although “information warfare,” or “disinformation policy”
never disappeared completely after the demise of the USSR, it began
to expand appreciably after Putin came to power and relations with
both much of the “near abroad” and the West began to deteriorate
as described by President Vladimir Putin, “We must take into account
the plans and directions of development of the armed forces of other
countries. Our responses must be based on intellectual superiority,
they will be asymmetric, and less expensive” [57]. In his Handbook of
Russian Information Warfare, Giles [58, pp. 4, 22] explains the following:

’

Information warfare can cover a vast range of different activities
and processes seeking to steal, plant, interdict, manipulate, dis-
tort, or destroy information. The channels and methods available
for doing this cover an equally broad range, including computers,
smartphones, real or invented news media, statements by lead-
ers or celebrities, online troll campaigns, text messages, vox pops
by concerned citizens, You Tube videos, or direct approaches to
individual human targets. Recent Russian campaigning provides
examples of all of the above and more... Russia seeks to influence
foreign decision-making by supplying polluted information, ex-
ploiting the fact that Western elected representatives receive and
are sensitive to the same information flows as their voters. When
disinformation delivered in this manner is part of the framework
for decisions, this constitutes success for Moscow, because a key
element of reflexive control is in place.

However, even if disinformation is not successfully inserted into
the policy-making chain, and only spreads in mass and social
media, the effect can be to create a permissive public opinion
environment where Russian narratives are presented as factual.
Moscow’s potential gain at this level of influence is to win public
support in adversary nations, and thereby attenuate resistance
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to actions planned by Russia, in order to increase their chances
of success and reduce the likelihood of damaging adverse
reactions by the international community.'®

The range of targets is broad. Subversion campaigns can aim, as
noted by two Russian analysts, primarily the mass media and
religious organisations, cultural institutions, non-governmental or-
ganisations, public movements financed from abroad, and scholars
engaged in research on foreign grants. All these institutions and in-
dividuals may be involved in a distributed attack and strike damaging
point blows at the country’s social system with the purported aims of
promoting democracy and respect for human rights [60].

Obvious targets for distributing disinformation are the media, and
adirectlink is seen between media campaigns and society’s capacity
to resist. Social media are also an important tool in Russia’s campaign
[61]. The Russian analysts, Chekinov and Bogdanov, note that the

mass media today can stir up chaos and confusion in govern-
ment and military management of any country and instill ideas
of violence, treachery, and immorality, and demoralize the pub-
lic. Put through this treatment, the armed forces personnel and
public of any country will not be ready for active defense [62].

However, organisations other than the media can also be targeted.

— 3.4. Russian Information Warfare

in the Post-Communist World"®

We shall now briefly examine some of the examples of
Russian “information warfare” in the post-Communist world and
the responses of the target states to the attacks. Among the first
major campaigns orchestrated by Moscow was that against Estonia
in 2007, when the Estonians had the audacity to move a Soviet World
War II statue from the centre of the capital to a military cemetery
on the edge of the city, resulting in the Bronze Soldier conflict [65].
Given that about 26% of the population of the country - significantly
more in urban areas - consists of ethnic Russians (slightly more
including all Russian speakers), this was an issue that greatly divided
society. The Estonian government responded to widespread Russian
actions by pursuing a policy and establishing an agency commit-
ted to an active approach to integration of non-Estonian speakers
into the broader society and a response to Russian “information
warfare” policy [63, pp. 49 ff.]. Also, among the most active and
invasive programmes in post-Communist Europe and much of the
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rest of the world has been its campaign for support of its policy in
Crimea. Linked to quite tense relations between the two countries,
sometimes Western opposition to Russian policy has been tied to
the latter's engagement in a major disinformation and propaganda
campaign to support its intervention and seizure of territories in
Crimea [46],%° but backed it up with continued military pressure, as
well as propaganda, against Georgia [67]. Similarly, Russia mounted
major disinformation campaigns targeted across Eastern Europe,
especially against Ukraine [68].

The question arises, what one can do to respond to and counter
Russian disinformation? “Western countermeasures have raised
awareness of Russian activities, but their impact on Russia’s efforts
has been uncertain, and Russia appears undeterred” [61, 69, 70]. In
the cases of Estonia and the Czech Republic, both countries recog-
nised Russian information warfare and have been quite effective in
countering it by establishing government agencies to detect and
counter Russian efforts, and by engaging think tanks and citizen
volunteers in countering it, among many other approaches [71],
including an attempt by Estonia to get the EU to create an agency to
deal with the issue. Elsewhere in Europe, Sweden has invested heav-
ily in a comprehensive approach to combating foreign interference
in their democracy, and their efforts have largely been successful.
This begins to occur in other post-Communist states [72]; moreover
France successfully prevented Russian interference in its elections
and in Putin’s attempts to divide the French society [70]. The Russian
Internet Research Agency (IRA) had a role in the very close election
held in the United Kingdom to leave the EU [73].

The most comprehensive answer to the question of how to respond,
however, is given by Vilmer [74], who provides a list of policy rec-
ommendations that he views as useful - or necessary - to counter
Russian disinformation, from distinguishing disinformation and
propaganda from public diplomacy to defending European values?'.
Many of the suggestions on this list are derived from the experiences
of European countries [75].

3.5. Russian Disinformation Policy in the Developing

World

The Russians have also been very active to - generally
successful - disinformation tactics in the developing world, possibly
with special focus on Africa, but also on other regions. They have
extended their global disinformation campaign to Africa, where
they promote pro-Russian and anti-Western attitudes through
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20 — For a discussion of
various means to counter
Russian “information
warfare” see [66].

21— The entire

list of Vilmer's [74]
recommendations includes
the following:

1. Distinguish disinforma-
tion and propaganda from
public diplomacy

2. Do notengagein
Russophobia or demonis-
ing Putin

3. Note publicly that the
issue is important

4. Recognise that there is
a continuum between mil-
itary actions and informa-
tion warfare

5. Understand the sub-
ject well by re-enforcing
research on the subject

6. Recognise the limits

of a solely governmental
response and the need for
a global one

7. Recognise the limits of
refutation and that pointing
out the truth is insufficient
8. Create the largest and
youngest and the most ed-
ucated audience possible
that thinks critically

9. Promote a journalistic
ethics charter signed off by
the media of all countries
10. Adapt response to the
listener

11. Encourage the devel-
opment of independent
Russian media that is not
state-financed
12.Translate and promote
the work of independent
Russian journalists

13. Invite the most promis-
ing of independent to join
a programme

14. Point out the old wit-
nesses of Russian disin-
formation that expose the
methods used

15. Use the technology
available for fact-checking
and to identify trolls, includ-
ing Facebook and Twitter

[45]
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propaganda and disinformation. After each disinformation campaign,
Moscow assesses its efforts and then tweaks tactics, accordingly,
adapting to new countermeasures as necessary. This campaign is
centred in and focused on numerous African countries and has been
a blending of Kremlin propaganda and local content. Disinformation
campaigns in Africa have been elevated to a centerpiece of Russia’s
foreign and security policy [76].

As Grossman [77] demonstrates, the Russians have been employing
social media in Africa to support local regimes and to oppose Western
interests and policies. Russia is also running some of its campaigns
against the United States and Western Europe out of Africa [78].
Comparable campaigns have been carried out in Latin America,
where Twitter and other social media accounts have been very active
in supporting accounts that Russia has been “playing a geopolitical
role in this hemisphere against what they consider its main enemy
- the United States,” noted Carlos Vecchio, the Venezuelan envoy in
Washington [79].%* The overall importance of the media - and of the
ability to project the Russian “story” - can be seen in the fact that
Russia has announced the commitment of a million dollars for the
expansion of “independent” media in developing countries [80].

3.6. Russian Disinformation Policy in the West

As pointed out early in this article, although Russian
disinformation policy has expanded dramatically across the world
in recent years, the one focused on the West - on Europe and the
United States - has remained by far the most extensive campaign.
Cosentino [81] and many others have shown in some detail that even
the US and other elections have not been beyond the reach of the
Russian Internet Agency (IRA),?* although the overall impact of their
involvement is not clear. The Russians have attempted, both during
and outside election cycles, to support candidates whom they favour
and to contribute to the political divisions that exist in Western so-
cieties [71, 86].

These Russian attacks involve transparently false stories, as well as
partially true ones that are meant to cause dissension and political
chaos in the target states.?* Across Western Europe, the Russians
have established radio stations and other communications facilities
in Germany, Switzerland, and elsewhere that broadcast to West
European audiences and thereby, as the Russians hope, have an
impact on them [91]. Moreover, there is clear evidence in the United
States that many of the vitriolic exchanges supposedly between
domestic political factions in reality stem from Russian sources - via
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16. Re-enforce the European
task force by providing suffi-
cient funds and personnel

17.Encourage European
states to develop national
means for the fight against
disinformation

18. Re-enforce cooperation
among states, the Eu, and
NATO in this area

19. For each false informa-
tion not only correct the
content but also expose
the method used

20. Point out the source of
financing

21.Create an internation-

al organisation dedicated to
fighting disinformation

22. Consider more restric-
tive countermeasures, such
as fines and sanctions

23. Counter not only disin-
formation but also its intent
and potential effects by
strengthening what it seeks
to weaken

24. Communicate more
effectively in Russian, espe-
cially on social networks

25. Assume and defend
European values and devel-
op a positive discourse.

For another list of actions
to thwart Russian policy,
see [70].

22— For a general
discussion of Russian
policy in Latin America,
including disinformation
policy, see [84].

23— See [82]
concerning the role of the
Internet Research Agency
(IRA) in carrying out
Russian disinformation
policy; see also

[48, 83-85].

24— See [73, 89]

for the different aspects
of Russian disinformation
activities in the Eu;

in German, see [90].

[46]
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Facebook, for example, by which an estimated 140 million Americans
a month were reached via Russian trolls prior to the US election in
2020 [82, 92].

Among the more important issues addressed in this Russian campaign
to undermine, or at least cause disruption, even chaos, in Western
political systems have been those associated with the global COVID
19 pandemic [93]. Russian disinformation sources have questioned the
efficacy of the vaccines developed to deal with the disease and, thus,
have contributed to the concern about them and the refusal to take
them in the West - especially in the United States [94, 95].

A study of disinformation in the United States concluded that the
most affected audience has been a politically conservative one
[96].2° The result is an undercutting of mainstream views and the
emergence of opposition to government policy on masks, vaccines,
political issues, and related matters. The finding that there is more
impact of Russian policy on the political right is borne out by the
position taken on numerous international political issues by con-
servative commentators such as Tucker Carlson [99], formerly of
Fox News and Senators like Ted Cruz of Texas [100], who basically
opposed President Biden and supported Putin of Russia on his
threat to invade Ukraine, a US ally. For Tucker Carlson [99], Cruz
[100], and others, such as Representative Marjorie Taylor Green on
the far right, the United States has pursued policies in Central and
Eastern Europe since the demise of the USSR that have challenged
Russia’s regional interests and, thus, Putin can be expected to and
is justified in challenging Ukraine and indirectly the United States,
as it is currently doing. Thus, the US support for Ukraine should be
downplayed, even eliminated.

—— 4. Towards the Future

What is now clear across most of the globe is the fact that
Moscow is involved on a massive scale in the attempt to manipulate
the views of the populations and elites of other countries on all sorts
of political issues - from the local ones to issues of Russian - Western
confrontation. In some cases, the objective is to justify Russian in-
tervention, as in Georgia and Ukraine. In others, it is to support local
political elites that favour Russian positions on global or regional
issues.?® In yet other cases, it is to drive a wedge between developing
countries and the West. Additionally, as in the disinformation cam-
paign on the ineffectiveness of the Western anti-COVID 19 vaccines,
it is meant to contribute to political chaos in other countries to
weaken opposing governments.
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25——1In 2022 a growing
portion of the right wing
of the Republican party
de facto supported Russia
in its war against Ukraine
[971.

26 —This position is
widely held among those
of the political center
and left for the U.S.
presidential elections

of 2016 and 2020 and
borne out by much official
intelligence [95, 101].
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As proposed by the Russian academic theorists of information warfare,
Moscow must use all means possible to weaken and to contain the
impact of disinformation of its opponents and project its own while
systematically denying engagement in such activity [42]. One advan-
tage that other states now have learned, compared to a decade ago,
the fact that Russian disinformation policy is well known and some
states - especially in East-Central Europe and Scandinavia - have
developed effective means to limit the impact of Russian information
warfare. Other states, therefore, can learn from them. Yet the costs,
in terms of alertness and in devoting substantial effort to containing
the impact of propaganda and disinformation, remain very significant.
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—— Abstract

Russia’s 2022 invasion of Ukraine has dramatically altered
global politics, not least that several so-called pariah states appear
to be cooperating at a deeper level than at any time since the end
of the Cold War. Occupying a critical position between the pariahs
and the rest of the community of nations is China, an adversary to
the United States, but not a pariah to the degree of Russia or its
allies North Korea and Iran. Each of these countries has advanced
both cyber and information operations. Considered here is a frame-
work for understanding linkages between China and the pariahs;
a chronicle of cyberattacks by each of the countries mentioned as
well as consideration of possible collaboration; and observations
on their propagandistic information operations since the beginning
of the Russo-Ukraine War.
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Russia is a country, but Russia plus Ukraine is an empire.
- Zbigniew Brzezinski
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—— 1. An Axis of Adversaries

hen George Bush coined the term axis of evil in his

2002 State of the Union address, we could hardly
imagine the current bloc of authoritarian nation-states cooperating
to subvert the international order in place since the end of the Cold
War. Where it was difficult to see Iran, Iraq, and the Democratic
People’s Republic of Korea (DPRK or North Korea) as able to dra-
matically influence global events through cooperative action, two
decades later China and Russia have cultivated international part-
ners whose influence may be found from the Korean Peninsula to
the Esequibo area of South America [1]. This has profound meaning
for cyber conflict, online influence campaigns, and the development
of sophisticated military technology. With its invasion of Ukraine on
24 February 2022, Russia joined Iran and North Korea in the world’s
club of pariah states [2].

Russia’s general invasion of Ukraine in 2022 also represents a new
phase in cooperation between authoritarian nation-states. Russia,
Iran, and North Korea are not just reimagined rogues of the inter-
national system but rather representatives of a new international
order of non-democratic nations. Each of these states has close
relations with Xi Jinping’s People’s Republic of China [3]. This is not
a rehash of the Soviet Union’'s Warsaw Pact but rather a group of
autocrat-led countries which stress and strain the diplomacy and
military power of Western countries referred to by some as ‘NATO
Plus’ (NATO+). What these four countries have been able to do is to
sow chaos through the threat of force or its employment around
the globe. The Russo-Ukraine War has shown that Vladimir Putin’s
regime has friends, and those friends are willing and able to aid
in the war effort. Iran supplies the inexpensive drones blasting
Ukraine’'s energy infrastructure. North Korea exports artillery
ammunition. China cleared boycotted Russian oil exports from the
global market, albeit at a substantial discount.

In the wake of Putin’s grab for Ukraine, the authoritarian states
identified here have been rhetorically cooperative, but to what
degree have their cyber and information influence operations inter-
sected? For example, China allegedly launches information influ-
ence campaigns against Taiwan [4], employing lessons learned by
Russia and where Iran makes use of cyberattack knowledge from
North Korea [5]. Beyond that, these countries lay underpinnings of
challenges of the Western order they perceive as operating against
their interests. Presented here are: (1) a framework for describ-
ing the linkages between these four states, both before and after
the 2022 Ukraine invasion; (2) the modus operandi of cyberattack
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by each as well as an appraisal of recent (last 24 months) activity;
and (3) description of information operations in the form of digital
propaganda, and how those operations have evolved since Russia
attempted to capture Kyiv and gain control over Ukraine.

—— 2. Framework: Autocratic Alignment and the

Russo-Ukrainian War

Russia’s invasion of Ukraine across several axes on 24
February 2022 represented both major escalation of their con-
flict dating back to 2014 and dramatic change in the international
system. Competition between major powers, set aside during the
period of US hegemony for the prior three decades, was firmly reini-
tialised. This has triggered a reappraisal of theoretical models for
understanding international relations and foreign policy [6]. At the
core of this analysis resides the question of how strategic linkages
between several autocratic states may arise. Central to this thesis
is a reimagined Russia willing to scuttle relations with its Western
economic partners and double down on its cooperation with other
autocratic regimes. Like others in the international system, Russia
seeks security, although of late it appears more inclined to destabi-
lise other states and undermine its near-abroad neighbours.

Putin’s Russia is part of just one traditional security pact, the
Collective Security Treaty Organization (CSTO), which includes five
other Soviet successor states. It also has many defence coopera-
tion agreements (DCAs), which are ‘formal bilateral agreements
that establish institutional frameworks for routine defence coop-
eration’ [7]. Russia maintains DCAs with no less than 20 coun-
tries across the Americas, Africa, Asia, and Europe, including ones
with China, North Korea, and Iran. Finally, there is the Shanghai
Cooperation Organization (SCO), which includes China, Iran, and
Russia, but not North Korea." It sends mercenaries to the Middle
East and Africa; sells arms to dozens of nations; and appears willing
to share technology with its closest allies.

The 2022 invasion of Ukraine has moved Russia to the status pariah
state [8]. What does that mean? ‘Pariah states are ostracized by
significant portions of the international community for egregiously
violating international norms’. Typically, they are governed by
‘insecure authoritarian regimes’ [9]. As a pariah state, Russia joins
a growing list of others, including Myanmar, Venezuela, and Syria
as well as Iran and North Korea. It is much larger than any of the
others, and its future is largely dependent upon a linkage to China.
‘For pariah states that flout international norms, China is a key
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source of diplomatic and economic support’. For Russia, China’s
support is embodied in the actions of an enabling sponsor which
aids in evading sanctions, performs the role of a diplomatic shield,
and engages in supporting information operations [10].

—— 2.1. A Renewed Sino-Russian Alliance?

The closeness of collaboration between China and Russia
rests upon how much they see themselves as aligned against the
United States and how much Xi's China is willing to cooperate with
heavily sanctioned pariah regimes. There are several metrics to
consider in Sino-Russian cooperation. In the last decade, Xi Jinping
and Vladimir Putin have met 42 times [11]. These meetings have
occurred following the invasion of Ukraine, with a bilateral visit in
Moscow in March 2023, followed by a sideline visit at the Third Belt
and Road Forum in Beijing. Then there is trade. In 2023, the volume
of trade between Russia and China hit a record high of $240.1 billion,
marking a 26.3% increase from the previous year [12]. The volume
of Russian oil exports to China rose by 24%, making it China’s larg-
est crude oil supplier, ahead of imports from Saudi Arabia [13].

There are also the words that unite the pair. In the joint declara-
tion made weeks before Russia’s Ukraine invasion, Xi and Putin
indicated a deepening of ties. Their statement made at the opening
ceremony of the XXIV Olympic Winter Games reaffirmed ‘the new
inter-State relations between Russia and China are superior to polit-
ical and military alliances of the Cold War era’, and that ‘friendship
between the two States has no limits’ [14]. In a December 2022 call
between Xi and Putin, Xi reiterated the need for, ‘China and Russia
to remain true to the original aspiration of cooperation, maintain
strategic focus, [and] enhance strategic cooperation’ [15]. More
than two years into the Russo-Ukrainian War, Putin and Xi continue
to celebrate ‘deepened bilateral engagement and cooperation’
between their countries [16].

—— 2.2. What Role Theory?

As the international system migrates away from US hege-
mony to a new period of competition between major powers, there
is also a need to reappraise approaches to understanding power in
international relations. As was true on the eve of the Second World
War, we can assume that power is wielded in three major areas:
military, economic, and information [17]. China, Russia, North
Korea, and Iran, the Big Four of major US adversaries, all engage in
significant cyber and information operations. The question for the
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immediate future is how much these countries may cooperate in
those operations. This requires an analysis of academic and trade
cybersecurity sources as well as information operation trackers.
That said, we require a theoretical overlay for understanding how
the rogue regimes studied identify themselves as individual and
collective actors. For this, we need a theoretic construct for under-
standing the roles that those states choose to play and how they
prioritize those roles.

Holsti’'s groundbreaking work on state roles may serve as a benefi-
cial heuristic device for understanding the foreign policy of pariah
state cooperation [18]. While not a major plank of international
relations, role theory can be a form of bootstrapping construct for
understanding state behaviour. It ‘offers a framework for describ-
ing national role performance and role conceptions and for explor-
ing the sources of those role conceptions’ [18]. Although more than
five decades have passed since role theory came to foreign policy
analysis, others have found it to have utility. Walker made use of
role theory in much of his scholarship, including a contribution pro-
duced with Malici, highly relevant to this thesis on role theory and
the behaviour of rogue states [19]. Thies and Breuning considered
how it may be used to bridge study of foreign policy and interna-
tional relations [20]. Cantir and Kaarbo employed it in understand-
ing how domestic politics shape foreign policy roles [21].

While the role definitions that Holsti devised speak to the time of
conceptualisation at the mid-point of the Cold War, we can con-
sider the roles China and its pariah allies as contemporary ana-
logues. Iran conceives of itself as both a ‘defender of the faith’ and
‘regional leader’. North Korea may be the best described as an
‘anti-imperialist agent’ and a ‘faithful ally’ of China. Finally, Russia,
the newest member of the pariah club, may see itself in the roles of
regional leader and protector as well as an agent standing against
the West. Goodness of fit of contemporary behaviour to mature
theory is undoubtedly fraught with the potential for mischaracteri-
sation, but the question at hand is how to place cyber and informa-
tion operations into a conception of role.

How do we assign roles to understand cyber and information
operations? That is the fodder for the following two sections. We
must examine how these states behaved before 24 February 2022
as well as after this date. First to be treated is the milieu of cyber-
attack, which can be generally described as the subversion of sys-
tems regarding their maintenance of confidentiality, integrity, and
availability [22]. This is an area in which each of the four countries
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studied definitely have developed clear behaviours that may trans-
late to broader state roles.

—— 3. Cyber Operations

Fancy Bear, APT 28, Lazarus Group - these are the code
names given by the Western cybersecurity industry to different
groups subverting online systems for political and military pur-
poses, often as part of a criminal enterprise more lucrative than the
drug trade. Since Russia’s full-scale invasion of Ukraine in February
2022, some consider cyber conflict eclipsed by kinetic forms of war-
fare [23]. When we look at how the core members of the adversarial
bloc use cyber techniques, there is little of the kinetic cyberattack
activity of the sort perhaps feared most, but the employment of
cyberattack remains an important tool for our four major adversary
states.

North Korea robbed the accounts of a foreign central bank. Iran
likely erased thousands of computer hard drives at Saudi Arabia’s
national oil company. Russia figured for attempting to destroy
the computers used to operate portions of Ukraine’s power grid.
China was labelled the greatest thief of intellectual property by for-
mer secretary of defense and CIA director Leon Panetta [24]. While
any country able and willing appears to be using cyber methods
for intelligence gathering, each of the states covered here also use
them for what would be economic espionage or criminal activity;
things shunned in the West. Each of the four powers identified here
has brought unique attributes to cyber campaigns. In its cyber
offensive behaviour, North Korea is a cybercriminal gangster state.
Iran is a theocratic warrior mixing the efforts of proxies with cyber
operations to destabilise its enemies. Russia has performed mas-
terful cyber-espionage campaigns while also crossing the Rubicon
into effective acts of cyber-kinetic action. Finally, China has used
cyber techniques to vacuum up enormous amounts of sensitive
and proprietary data while attempting to steer global data flows to
its purview for purposes of surveillance and potentially subversion.

— 3.1. A Record of Cyber Exploits in Brief

Before the invasion of Ukraine, North Korea, Iran, Russia,
and China had highly visible cyberattack programs of concern to
the United States and its allies. North Korea stands out for its gang-
sterism as well as criminal cleverness. Kim Jong-Un’s cyber forces
are a state criminal enterprise, and they are expert in theft. As of
2022, North Korean hackers had reputedly stolen some $1.5 billion
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in cryptocurrency from the wallets of unsuspecting virtual currency
holders [25]. In February 2016, North Korean hackers attempted
an enormous heist, attempting to lift nearly $1 billion from the
Bangladeshi central bank’s account at the New York Federal
Reserve Bank. North Koreans are also behind a significant piece of
the global ransomware racket, with the country’'s Lazarus Group
behind the 2017 WannaCry ransom encryption software [26]. While
WannaCry raked in very little, perhaps $1.5 million, the cost to
organisations and individuals stricken by it amounted to billions,
making it a significant disruptive attack [27]. In addition, WanaCry
made use of source code from a cyber exploit know to and used by
the US Intelligence Community. Other North Korean cyber actions
have aimed more at disruption adversaries than anything else.

Where North Korea's cyber efforts are largely designed to fill the
coffers of state and its ruling elite, Iran has employed forms of
cyber action to pursue its political-ideological objectives [28].
Important in understanding Iran’s own offensive cyber aims is the
impact of Stuxnet, a series of cyberattacks upon the country’s nucle-
ar-enrichment infrastructure. Discovery of the Stuxnet software did
allow Iran to engage in an interesting form of collaboration. While
most of the detective work on Stuxnet was performed by cyberse-
curity firms and experts, further investigation of Iran’s sensitive
networks revealed the presence of other sophisticated malware
created by what was labelled The Equation Group, a euphemism
for the US National Security Agency. The malicious software, code-
named Duqu and Flame, were discovered in a shared effort under-
taken by Russian cybersecurity firm Kaspersky in collaboration
with Budapest University of Technology and Economics as well as
the Iranian national computer emergency response team (CERT).
Iran found the International Telecommunications Union (ITU)
a helpful partner in bringing Flame out of the shadows. The ITU’s
then director, Hamadoun Touré, is a graduate of Soviet graduate
institutions, and may have aided cooperation between the parties
to a considerable extent [29]. By focusing on Iran’s compromised
systems, Russia likely gained deep knowledge of the US and likely
Israeli cyber operations and tools. Months after discovering Flame,
Iran ostensibly launched Shamoon, a data deletion attack against
its neighbour Saudi Arabia, targeting the country’s national oil
company [30]. Was it helped by Russia? That is a question without
a publicly known answer.

Moving along to Russia, the rump state of the former Soviet Union

has a record of cyber operations stretching back to the massive
virtual attack it conducted against Estonia in 2007 [31]. Moscow
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launched increasingly sophisticated cyberattacks on Ukraine after
the country’s leadership chose to forge closer ties with the West.
Those attacks became increasingly menacing after Russia’s proxy
operations in the Donbas and later invasion of Crimea. The Petya/
Not Petya wiper malware spilled beyond Ukrainian targets, dam-
aging the IT systems of several major multinational firms [32]. It
also took a page from the Stuxnet playbook in its attempt to knock
offline Ukraine's oblenegro regional electricity distribution con-
cerns. While largely unsuccessful, this last operation struck a nerve
as the Main Directorate of the General Staff of the Armed Forces of
the Russian Federation, or GRU, demonstrated a significant capa-
bility in attacking industrial control system computers managing
pieces of Ukraine’s critical infrastructure [33]. Cyber operations,
mostly designed to purloin sensitive information, were also a sig-
nificant portion in Russia’s information operations aimed at sowing
chaos in the 2016 US national elections [34].

In stark contrast to Russia’s disruptive operations, China’s cyber
activity has largely focused on one activity, espionage. China’s
cyber operations have vacuumed up massive amounts of informa-
tion, largely in the areas of industrial espionage and the theft of
intellectual property for both civilian and military development [35].
Google left China in 2010 over the theft of the firm's intellectual
property via cyber means [36]. Chinese intelligence operatives
penetrated the computer networks of the US Office of Personnel
Management (OPM), the human resources office of the American
government, and then proceeded to copy a massive volume of
sensitive information on federal employees, including security
clearance paperwork [37]. Elements of US weapons design have
showed up repeatedly on Chinese platforms, indicating breaches at
major defence contractors [38]. In addition to the collection of eco-
nomic and military information, China has used cyber techniques
for espionage directed at dissenters in its overseas diaspora, for-
eign diplomatic missions, and even the international organisations
charged with regulating sport [39]. While often discovered in the
act, China has remained undeterred in its massive cyber intelli-
gence operation.

—— 3.2. Activity in the Wake of the War(s)

How have the cyber operations of North Korea, Iran,
Russia, and China changed in the last 2 years? To answer this,
requires visits to the literature of cyberattack produced by cyber-
security companies, academics, and independent research-
ers. Ostensibly a failure of government in the United States and
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elsewhere, the cybersecurity industry provides an enormous
amount of intelligence information regarding cyberattack tech-
niques, hostile actors, and system vulnerabilities [40]. The actions
of hostile states have evolved; however, each of the four countries
studied appears to be sticking with its pre-2022 cyber operations
gameplan. As the cybersecurity consultancy Crowdstrike demon-
strates with its stockpile of incident response data (see Tab. 1), each
of the four has largely stuck to its previously established pattern of
attack behaviour.

That said, Iran’s activity appears to have grown notably, not in the
last 2 years, but more recently. Iran, once allegedly targeted by
Israel for cyberattack, is increasingly turning the tables on it. Since
the 7 October 2023 surprise attack by Hamas on Israeli territory
adjacent to the Gaza Strip, Iran has dramatically increased its cyber-
attack activity. Operations include data leaks, data deletion, denial
of service, and perhaps most menacing, threat of attack on critical
infrastructure targets. Iran’s cyber offensive capabilities are likely
growing but examples of Iranian collaboration with other states
remain few.In December 2023, Iran’s legislature approved an agree-
ment signed by the two countries’ foreign ministers regarding
cyber threats and information security [41]. Lopez-Rodriguez et al.

Table 1. Cyber activity by country, 2023.

Adversary group Description

Russia

Fancy Bear Credential collection on MS-Exchange and phishing

Cozy Bear Credential collection through MS Sharepoint and Office365
China

Jackpot Panda Malicious utility Trojan deployment

Cascade Panda Actor-in-the-middle attacks & remote access tools (RAT)

North Korea

Labyrinth Chollima  Supply chain compromise

Iran

Spectral Kitten Leaked PII, CCTV intrusions

Haywire Kitten Cyber-kinetic attack threats, hack and leak ops, and distributed
denial-of-service (DDoS)

Banished Kitten Wiper data deletion attacks

Vengeful Kitten Wiper and cellular infrastructure attacks

Source: Crowdstrike Global Threat Report 2024.
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offer that both Russia and Iran have attacked energy infrastruc-
ture by cyber means but provide no evidence of collaboration in
the wake of the Ukraine invasion [42]. Ties between Iran’s increas-
ing cyber attack profile and Russian support are rumoured, but
thus far concrete evidence of those ties does not appear to have
made it into open sources [43]. In messaging, however, there may
be suggestions of greater closeness between China and its pariah
allies.

—— 4. Digital Propaganda

All four of the adversary states observed here have
a two-fold information strategy. First and foremost, each main-
tains internal information controls on their populations [44]. To
Western observers with relatively unfettered access to informa-
tion, the internal information resources of Russia or China appear
draconian. Regarding external information operations, the public
messaging of state organs, especially Russia’s, appear ludicrous.
Of Ukraine, Russia’s Pravda offers headlines like ‘Zelensky’s give-
me-more-money ship is to sink at Davos’ and ‘Special military
operation to end with Russia reuniting with Ukraine’. China's
People’s Daily suggests that American support for Ukraine equates
to a message on how ‘US pursuit of democracy puts world at risk’.
Concern is that external propaganda strategies draw on this unre-
ality to manipulate and subvert opinion in democratic states, in
some cases with significant success. Internal and external informa-
tion strategies of China and the pariahs combine unreality on both
sides of the coin.

Internal controls on speech are common to the authoritarian
regimes covered here. Massive powerful internal security forces
are also common to all four countries. In Iran, its Gast-e Ersad or
Guidance Patrol polices on violations of Islamic law while many of
the other law enforcement agencies work to stifle counterrevolu-
tionary activities [45]. North Korea also maintains an enormous,
coercive internal security machine, which according to the US State
Department human rights reporting may jail as many as 120,000 of
the country’s citizens [46]. Both Russia and China imprison political
dissidents, protestors, and critics of their regimes. In both coun-
tries, dissidents frequently disappear, and China’s government
frequently purges government officials at the highest levels [47].
When former Chinese deputy leader Li Kegiang died in October
2023, aged 68, critics of the Chinese government wondered if his
death by heart attack in a swimming pool was a euphemism as
much as Russian deaths from falling out of windows [48].
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With its massive information and computing technology (ICT)
sector, China has thoroughly connected itself to the world’'s com-
munications networks [49]. Conversely, access to the Internet in
North Korea is highly restricted and limited primarily to govern-
ment officials, select institutions, and a small number of foreign-
ers living in the country. Most North Koreans do not have access
to the global Internet, although some internal information tech-
nologies exist [50]. In between them reside Russia and Iran, both
of which have purchased Chinese technologies that are part of its
the so-called Great Firewall [51]. The Great Firewall is a sophisticated
system for deep packet inspection and censorship of information
access and communications [52]. In addition to blocking Internet
traffic, China also employs a strategy to substitute Chinese-owned
Internet platforms and tools for those owned by the US or Western
firms. Facebook, Wikipedia, and X (formerly Twitter) are banned
in China, and Internet searches are performed in compliance with
China or not at all.

With the late 2021s, China brought its own applications to global
audiences. In 2022, TikTok, a Chinese short-form video social
media platform was again the most popular app download, glob-
ally, for mobile phones. This has drawn concern from Western
governments [53]. TikTok is banned on the mobile devices of state
employees in Texas, including the author. That said, the threat
TikTok presents, other than to other forms of media, remains vague
at best [54]. Other methods of Chinese propaganda range from
state-run online news and entertainment to use of Western plat-
forms for the placement of Chinese state messages and images [55].
Indeed, Chinese employment of social media in propaganda capital-
izes on the US firms and their advertising business models [56].

It was Russia which showed how much the social media enterprise
could be used to bring chaos to the lifeblood of the West's dem-
ocratic governments, their elections. Nearly a decade after the
US 2016 presidential election, considerable scholarship has been
generated on how Russia employed social media to damage the
political campaign of the candidate it found threatening, that of
former senator and secretary of state Hillary Clinton [57]. Nadler
et al. point out how the social media influencing technologies cre-
ate a Digital Influence Machine (DIM), which can be employed, ‘to
identify and target weak points where groups and individuals are
most vulnerable to strategic influence’ [58]. As societies cultivated
cultural and ideational influencers, Russian propagandists adapted
their own influence techniques to this new, informational tableau
for the purpose of achieving their external political goals. Zuboff's
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‘surveillance capitalism’ had found a place in democratic poli-
tics [59]. The US social media firms were prepared to sell political
advertising to firms they knew little or nothing about. Even worse,
unlike traditional media, Facebook and Twitter held firm that they
needn’t label political advertising with the source of the ad.

While 2016 may represent the high-water mark for digital subver-
sion of electoral processes through malicious employment of social
media, its use has broadened and continuing. China has now grad-
ually increased its use of social media disinformation strategies.
During the recent 2024 Taiwanese elections, it on social media
actively attempted to support its favourites and discredit candi-
dates it views as threatening [60]. This was part of a coercive strat-
egy that also includes military and economic planks for bringing
Taiwan under increasing Chinese control and eventually unifying it
with Beijing. At the same time, Russia continues to use DIM strate-
gies to drive a wedge between Ukraine and her foreign allies as well
as undermine democratic politics in those states it finds to be most
threatening to its own geopolitical ambitions [61]. Iran too, actively
engages in online disinformation campaigns, especially in support
of its proxy operations in Lebanon, Syria, and Yemen [62].

In contemporary stocktaking, the pariah states may be able to sig-
nificantly influence the politics of countries at a global distance.
Moscow and Beijing’s chief South American ally, Venezuela, has
received strong informational support as its government pos-
tures to invade the oil-rich region of its neighbour Guyana [63].
Iran continues to produce propaganda in support of its Houthi
and Hezbollah allies. For Russia and China, cooperation comes in
the alignment of narratives and amplification of each other’s mes-
sages, especially on platforms like Twitter and Weibo [64]. Chinese
state-controlled outlets help spread the Kremlin's narrative of the
war in Ukraine, often echoing Russian perspectives and criticisms
of Western policies [65]. Additionally, both countries have targeted
the Western financial system in their propaganda and disinforma-
tion campaigns. The collapse of Silicon Valley Bank in 2023, saw
Russian and Chinese state media promoting narratives about the
need for a new global financial system, often criticizing Western
financial practices and institutions [66].

Iran presents again a novel picture for using the global informa-
tion environment for its benefit. ‘Iranian cyber actors have been at
the forefront of cyber-enabled I[nformation] O[perations], in which
they combine offensive cyber operations with multi-pronged influ-
ence operations to fuel geopolitical change in alignment with the
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regime’s objectives’ [67]. But again, Iran’s actions in digital pro-
paganda have a lot less to do with events in Ukraine than its own
regional ambitions and willingness to use cyber, information, or
proxy operations to erode the standing of Israel, the United States,
and others involved in the region. Microsoft's reporting on Iranian
information influence operations in the wake of the 7 October 2023
attacks indicates a four-prong strategy on undermining Israel. First,
it is releasing propaganda designed to polarise the Israeli public,
often masquerading as left-leaning Israeli voices. Second, it makes
threats to Israeli infrastructure, even if those threats can’t be made
good. Third, it has used email and text messages to damage the
morale of Israeli defence forces and their families. Lastly, Iran has
attempted to undermine international support for Israel by ampli-
fying images of destruction and privation in Gaza [68].

The great unknown for information influence at the time of writ-
ing is how China and each pariah state will act during the 2024 US
general election. No doubt much will happen and digesting the true
meaning and intention of those events. Information influence does
not take place in a vacuum. The US and its allies continue to mobil-
ise effort to better understand how influence operations work and
also on how they may be short-circuited. Are China, Russia, Iran,
and North Korea cooperating on information operations or is it just
that their operations share the same targets. This we will continue
to learn with additional time and data.

—— 5. Conclusions

Collective security has been the cornerstone of the West's
international security policy since 1945 [69]. During the Cold War,
the members of the Warsaw Pact either feared invasion by or were
indeed invaded by the Soviet Union. Just as suddenly as Soviet con-
trol extended across the territories it occupied in Europe’s East
during the end and immediate aftermath of the Second World War,
the Soviet Union collapsed with only a Russian rump state (and its
nuclear arsenal) remaining. More than 30 years later, Russia has
found new expansionist ambitions played out in its near abroad,
most notably in its invasion of Ukraine. It now sits at the centre of
a security arrangement with North Korea and Iran, two-thirds of
President George W. Bush's axis of evil. The full-scale war in Ukraine
since 2022 has made Moscow an importer of arms from those two
countries by sheer necessity. These both countries are also esca-
lating their positions in regional conflicts and proxy wars to make
the job of Western diplomacy and defence markedly harder. This
stretches an American defence establishment thinner at a time
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when the maintenance of the US conventional deterrence appears
more difficult [70].

Where that deterrence may be most important for the moment is
in the Western Pacific. China’s cyber and information operations
indicate a growing impatience with Taiwan’s independent status.
Fortunately for Taiwan, cyber and information operations are far
easier to undertake than kinetic military operations. The fundamen-
tal question to be answered from the conjectures offered here is to
what degree China is part of the informal alliance between Russia,
North Korea, and Iran [71]. If it is, then that makes the geopolit-
ical stage all that more dangerous. That is because China brings
an economic strength that the pariah states do not have. Time will
tell if the adversarial bloc is real or if significant distance remains
between China and the rest. For the American consumer, China is
the manufacturer of their shoes, clothes, laptops, computers, and
other consumer goods. For the US defense planner, it is the prime
threat to Asian security and the justification for a ‘pivot to Asia’ that
begun in the Obama administration [72]. Rectifying these realities
into a workable strategic vision is vexing to say the least.

There are limits to cooperation. China and each of the pariahs has
its own parochial interests. While evidence of an ideological break
may exist between the West and China, this does not necessarily
translate to a fundamental military or economic one. With many
Western democracies still importing Russian oil and gas, Moscow
has avoided a full economic disconnect from the rest of the world
despite its invasion of Ukraine. For China, its bellicose language
over Taiwan, maritime disputes, and other issues have not trans-
lated to a disconnection of its economy from the rest of the world
either. If there is a lesson to be learned, it is that rhetoric in the
channels of information power rarely matches willingness to
engage in economic or military conflict. Talk remains cheap and the
Internet makes transmitting it even cheaper.

Will China go it alone in meeting its objectives? Despite its now
mature Belt and Road initiative, Chinese lending and infrastruc-
ture development has not yielded the form of security relationships
coveted in Washington - ‘The United States has fifty security pacts
with different countries around the world. China has only one, with
North Korea’ [73]. If Russia, North Korea, and Iran are now China’s
allies, they make Beijing’'s designs on territorial aggrandizement
in the South China Sea and absorption of Taiwan more achievable,
simply by distracting the United States and its allies. Combined,
these four nation-states can make much chaos in the information
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environment and cyber domain. They also can tie down NATO+
assets with the mere threat of military action. How well they will
hang together and work collectively towards shared goals is per-
haps the most pressing question in international security today.
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—— Abstract

This article explores Estonia’s cyber support for Ukraine
following Russia’s invasion in February 2022. Despite its small size,
Estonia has significant cyber expertise and has played a pivotal
role in safeguarding Ukrainian digital infrastructure and provid-
ing cybersecurity support. While Estonian cyber contributions to
Ukraine are significant, it initially did not seek or receive interna-
tional attention. Estonia is typically vocal in promoting its cyberse-
curity and e-governance expertise. This article aims to first explore
the impact of Estonia’s cyber support for Ukraine. Second, it aims
to understand why Estonia did not try to use this support to bolster
its status as a cyber authority. To do this, Estonia’s cyber support
is analysed and put into the proper geopolitical context. Interviews
with high-ranking Estonian officials were conducted and an analysis
of policy output was performed. This article finds that the impor-
tance of cybersecurity assistance is not as critical as military assis-
tance, which is one reason why Estonia has not (yet) used its cyber
assistance as a status opportunity. Although cybersecurity support
may be considered secondary to military support, the significance
of Estonia’s cybersecurity assistance should not be overlooked.
Although Estonia did not pursue status initially, there are some
signs that this is beginning to change and Estonia is recognised for
its cyber expertise.
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—— 1. Introduction
Russia's invasion of Ukraine on 24 February 2022 is seen
in Estonia as an existential threat. Ukraine’'s impor-
tance to Estonia started long before the invasion in 2022 or the
illegal annexation of Crimea in 2014. Estonia has long prioritised
Eastern partnership countries, Ukraine, Moldova, and Georgia in
particular, in development cooperation and foreign policy priori-
ties [1]. In the lead-up to the 2022 invasion, Estonia’s support for
Ukraine was significant. Military assistance was the most atten-
tion-getting aspect of assistance. For example, Estonia provided
Javelin anti-tank missile systems and decided to provide 122 mm
artillery systems before the invasion began [2]. After the start of
invasion, Estonia has been among the most vocal in its support for
Ukraine. This was particularly evident when looking at military aid
as a percentage of GDP; Estonia was among the top donor coun-
tries. In addition to military support, Estonia has been active in
providing both military and civilian cyber support. Estonia’s cyber
support has not received noteworthy attention within Estonia or
internationally. This is a stark contrast to the attention Estonia has
received for the level of military and political support for Ukraine.
For example, in April 2023, President Volodymyr Zelensky in a meet-
ing with Estonian Prime Minister Kaja Kallas said: ‘If every leader
and every state were equally conscientious about protecting our
common freedom on the continent, Russia’s aggression would
have already been defeated without question’ [3]. What makes this
development striking is Estonia’s past promotion of its cyber exper-
tise [4]. Given Estonia’s internationally recognised cyber expertise
and its promotion of itself as a cyber authority, it is surprising that
it would not have brought more attention to its cyber support for
Ukraine. This article explores the cyber assistance Estonia has pro-
vided to Ukraine and why Estonia has not yet tried to leverage this
support to bolster its status as a cyber expert.

Estonia’s cyber support for Ukraine merits a closer analysis for
several reasons. First is the nature of the war in Ukraine. This is
the first large-scale, long-term war involving a developed country
dependent on the Internet [5]. The implications of this are signif-
icant. This changes both nature and importance of cybersecurity.
Second, what impact can a small state with limited resources have
on cybersecurity assistance? It is one thing for a small state to
emphasise cyber support as part of a development cooperation
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strategy during a time of peace, and it is another to react in
a crisis.

Smaller states typically have limited material resources and thus
cannot influence international affairs with military and economic
might. Although there are exceptions like Israel or Norway, those
are not reflective of the position of most small states. A majority
of small states tend to pursue normative change and influence
international affairs through avenues that do not require excessive
resources [6]. One typical way is to be a standard bearer. Modelling
ideal behaviour can be used as an example for other states. This
is, perhaps why status-seeking is an appropriate conceptual frame-
work to understand small state behaviour. Estonia, like many
small states, has pursued a strategy of status-seeking. In particu-
lar, Estonia has modelled itself as an expert in cybersecurity and
e-governance, adopting the nickname e-Estonia [4]. Given Estonia’s
significant cyber support for Ukraine, it is peculiar that Estonia has
not publicly tried to boost its status as part of its strategy of cyber
assistance. For example, the Ministry of Foreign Affairs page on
support for Ukraine details a long list of different ways Estonia has
supported Ukraine and Ukrainians. There is virtually no mention of
any cyber support, aside from a list of donated goods that men-
tions IT equipment [2].

To better understand this paradox, this article first maps out
Estonia’s cyber support for Ukraine and place it in a larger geopo-
litical context. It then explores the reasons, why Estonia has not
used this support to boost its own status. To do this, government
documents and publications were analysed. In addition, expert
interviews were conducted. This article then proceeded with a dis-
cussion on methods and a conceptual framework of status-seeking.
This follows with two analytical sections, one mapping out Estonia’s
support for Ukraine, and another discussing the impact of the
strategy and how the strategy was influenced by geopolitical con-
siderations. The article concludes with implications of what this all
means for small states with high cyber aspirations.

—— 2. Literature Review: Small State Status

in Cyberspace

Status in international relations is an emerging concept
that is used to understand the foreign policy of aspiring great pow-
ers as well as small states. Status has its theoretical origins in a the-
ory from psychology, the Social Identity Theory developed by Tajfel
and Turner [7]. In this theory, the key to understanding individuals
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is the relationship between groups and group membership. There
is a need for positive self-esteem, which happens from inter-group
comparisons. Status is then a social hierarchy that can be best under-
stood when group interactions are taken into consideration [8].
There are many authors who applied this concept of psychology
to international relations. Paul et al. discussed in their 2014 edited
volume status in international relations [9]. The influential volume
focused on emerging states and rising powers. The pursuit of status
is not just for large states. As Neumann and Carvalho note, small
states do not have the luxury of pursuing the power game or invest-
ing in tools of coercion due to limited resources [10]. Small states
then must rely on moral authority for their pursuit of status [10]. In
many ways, status as a theoretical concept is even more applicable
for small states as most small states face status uncertainty [10].
This concern is also evident in the small state literature on onto-
logical security. It has been argued that states suffering trauma
are more prone to status uncertainty [11]. Estonia and other states
occupied by the Soviet Union would fit this profile. There have been
quite a few authors that have looked at small states seeking status in
recent years. Most authors looked at single-state case studies, such
as Cyprus [12], Lithuania [13], and Estonia [1], as well as others.

Status can be sought out for multiple reasons. For some, status can
be the means to justify an end, thus a state would seek status to
have a better chance at pursuing its foreign policy interests [14]. For
others, the pursuit of status is the end goal due to the above-men-
tioned status uncertainty that small states often face. No matter the
goal, looking at inner and outer group dynamics is key to under-
standing any status-seeking behaviour. Small states usually seek
status from great powers by proving their usefulness [10]. There are
also opportunities for small states to seek status from those out-
side their own status group [15]. The relationships of status-seeking
can vary. In addition to states, international organisations are also
an important avenue to seek status. The nature of status-seeking
means that most status-seeking endeavours are highly visible cam-
paigns and developments. Depending on the circumstances, sta-
tus-seeking could be more targeted and remain outside the public
eye. Small states and the United Nations (UN) Security Council can
demonstrate this process [16]. For example, Estonia’s selection to
the UN Security Council from 2020-2021 was a visible act of sta-
tus-seeking that included a global campaign and a successful vote
in the UN General Assembly. Estonia’s work on the UN Security
Council was not as visible to the public but also resulted in an
increase in status and improved reputation from other states who
were serving with Estonia on the UN Security Council [17].
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Despite the increasing literature on small-state status-seeking
behaviour, there is no clear picture of the conditions that shape small-
state status-seeking strategies. Why would a state choose a certain
relationship or campaign to improve its status? The focus of this arti-
cle is on Estonia and its cybersecurity assistance to Ukraine, from 24
February 2022 to the end of 2023. Looking at this relationship, it sheds
light on the conditions needed for a state to seek out status.

At first glance, Estonia has not been as vocal in drawing attention
to its cyber support for Ukraine, instead it focused on its military
contributions. This seems at odds with the long-standing strategy
of status-seeking via cybersecurity and e-governance. To better
understand this development, the article uses a mixed methods
approach utilising desk research and document analysis. Primary
sources were gathered from government documents and strat-
egies mostly produced by the Estonian Ministry of Foreign Affairs
specific to Estonia’s support for Ukraine. Estonia, like many other
states, includes NGOs in the implementation of policies, espe-
cially in development cooperation. Regarding cyber assistance
and Ukraine, a key institution is and has been the e-Governance
Academy. Project information and documents related to Estonia’s
cyber assistance to Ukraine were analysed. In addition, two expert
interviews were conducted in Tallinn, one in the late summer of
2023 and another in December 2023. Both high-ranking officials had
intimate experience and knowledge of Estonia’s cyber assistance to
Ukraine and Estonia’s strategy regarding cyber diplomacy foreign
policy priorities. Due to the sensitive nature of the interviews, the
officials desired to remain anonymous. This also ensured responses
that are more direct. The officials were from different government
institutions and complemented each other with their experiences.
The identity of the officials, the transcripts of the interviews, and
confirmation that the interviews took place, were shared with the
editorial board to ensure that the rigours of academic research
were met. The thoughts and takeaways from this article are heavily
influenced by these interviews and the officials’ perspectives.

The article analyses the data in two sections: first, a section outlin-
ing Estonia’s cyber support to Ukraine, and second, the implications
of Estonia’s support and a discussion of its impact (or lack thereof)
on Estonia’s status-seeking strategy.

—— 3. Estonian Support for Ukraine
One of the key elements of Estonia’s foreign policy has
been to increase its status within key international frameworks,
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such as North Atlantic Treaty Organisation (NATO) and the European
Union (EU) [18]. Estonia has tried to be a model ally, a producer of
security, not only a consumer of security [19]. Although Estonia has
done much to enhance its status in many aspects, it is the most
visible in terms of cybersecurity and e-governance [20]. Estonian
leaders share a consensus about the importance of developing
and maintaining cyber and e-governance competencies. Estonia
has developed innovative e-governance services that are interna-
tional attention-getters, such as online voting and an e-residence
program [21]. Perhaps, the most effective framework Estonia has
used to increase its status has been NATO. Tallinn is the location of
NATO's Cooperative Cyber Defence Centre of Excellence (CCDCOE).
The CCDCOE facilitated the Tallinn Manual I and 1I, describing how
international law can apply to cyberspace. The Tallinn Manual
I and II bear the name of Tallinn, which put Tallinn in ‘the mental
world map of international law with a purposefully accomplished
project’ [22].

Russia’s war in Ukraine brought large-scale World War II-style mil-
itary conflict back to the heart of Europe. However, Ukraine is an
advanced society with many digital services and dependencies on
connectivity [23]. This created a significant challenge for Ukraine
and for those assisting Ukraine to help keep Ukraine online.
Russia’s invasion of Ukraine changed the nature and scope of
Estonia’s cyber support for Ukraine. The following information is
based on the expert interviews unless cited otherwise. The opinions
of both expert interviews have been combined to allow this section
to have a thematic flow.

Estonia’s cyber support to Ukraine goes back well before the 2022
invasion. Cooperation in improving information and communication
technologies (ICT) and e-governance solutions has been the back-
bone of Estonia’s development cooperation strategy for some time
now [18]. The e-Governance Academy has been the primary organ-
isation to implement development cooperation projects. Projects
carried out in Ukraine currently listed on their website go back
to 2014 and cover several topics such as boosting e-governance
solutions, improving cybersecurity readiness in Ukrainian public
officials, and building cyber defence capabilities. The cost of the
projects ranged from €44,000 to more than €17 million [24]. The
funding often comes through EU funding mechanisms.

Having connections with Ukraine before the war broke out made

it easier for Estonia to provide support after the war began. A few
days before the war broke out, a team of Estonian cybersecurity
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officials travelled to Ukraine to meet their counterparts to establish
person-to-person contact. At that time, it was not completely sure
as to what would happen, but things were pointing towards a war.
These contacts were beneficial in helping to coordinate support
after the breakout of the war.

Estonia’s cyber support to Ukraine can be divided into two aspects:
practical support and diplomatic support. Practical support can be
largely described as bilateral cooperation. One key area of practi-
cal assistance Estonia provided was help safeguarding Ukrainian
digital infrastructure. Ukraine needed to evacuate a significant
amount of its public digital infrastructure, which was not an easy
task. For many services, this meant relocating to the cloud, but due
to the specific hardware of some systems, not everything could be
deployed in the cloud. Some systems were exported to NATO terri-
tories to be maintained as an operational service. Estonia’s attitude
towards cyber assistance was to help in any way that Estonia could.
As one official put it, ‘Any assistance Ukraine wanted, if we were
able to provide it we did, without hesitation’. Most of the support
Estonia provided was intangible support, such as putting data in
safekeeping and getting servers up and running.

Both officials interviewed stressed the important role of coordina-
tion in the support that Estonia gave. The outbreak of the war was
described as a nightmare, a mess, and there was a lack of consolida-
tion on Ukraine’s part. Ukraine was understandably focused on the
military aspect of defence and the intensity of the cyberattacks were
at their highest before the invasion began. Requests for assistance
were going from multiple channels to multiple actors and the result
was confusion. Western partners had to know what Ukraine needed
to avoid duplication and ensure that Ukraine could absorb the assis-
tance. Estonia’s prior contacts with Ukraine enabled Estonia to play
a key role in helping to streamline the coordination efforts.

The key to shoring up and enabling Ukrainian cyber defence was
the implementation of Western tech, usually from the private sec-
tor. One obstacle Ukraine faced with this was export controls and
getting a licence for the product or service. In this situation, Estonia
was able to relay requests to the US State Department, validate
requests made by Ukraine, and play a constructive role in helping
to get information to the proper actors promptly.

Perhaps, the most significant and certainly visible outcome of

Estonia’s cyber support for Ukraine is the Tallinn Mechanism, which
was launched on 20 December 2023. This mechanism systematises
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support from various countries and companies for civilian cyber
assistance to Ukraine [25]. Estonia has assigned a diplomat to Kyiv
to support the mechanism and has earmarked Euros 500,000 from
its development cooperation fund to support the Tallinn Mechanism
and Ukrainian civilian cybersecurity assistance. The participating
countries, in addition to Estonia, are Canada, Denmark, France,
Germany, The Netherlands, Poland, Sweden, the United Kingdom,
and the United States. Given the long-term attacks and threats
Ukraine is and will be facing from Russia, the Tallinn Mechanism
aims to replace the ad hoc nature of cyber assistance with a system-
atised and more coherent manner. Estonia hopes that this format
could be a model for future conflicts. The Tallinn Mechanism works
in tandem with the IT coalition, which coordinates cyber assistance
for military means.

Estonia is also a founding member of the IT coalition along with
Ukraine and Luxembourg [26]. This is a good example of Estonia
taking the initiative and making a difference. At a meeting of IT
Coalition, Ukrainian minister of Defence Rustem Umerov stated
that ‘Technology will win the war ... our advantage will be provided
by asymmetric responses and they are possible, thanks to innova-
tions that are already working’ [27].

The second aspect of Estonian cyber support to Ukraine is diplo-
matic support. Diplomatic support happened in both open- and
closed-door settings. Estonia has often supported Ukraine in the
UN'’s open-ended working group on the use of ICT. Estonia pro-
motes the application of international law in cyberspace and respon-
sible behaviour in cyberspace [28]. Russia’s actions in Ukraine go
against both of these principles. Estonia has also consulted Ukraine
on boosting its cyber diplomacy capabilities to improve its influence
in the UN and globally.

Estonian diplomatic support also took place behind closed doors.
Two instances are worth noting that were highlighted by the
experts. In the early stages of the war, Estonia offered one plat-
form so that Ukraine could exchange information securely. Some
EU partners were vocal in their concern for this move because they
also used the same platform. There was concern about the poten-
tial risk to them. Estonian officials spent a significant amount of
time discussing and alleviating those concerns. In another format
with multiple countries, the topic was raised to donate dual-use
software. It was designed to detect vulnerabilities to improve cyber
defence, but it could also be used to find vulnerabilities in Russia’s
systems and be used as an offensive capability. Estonia has for
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years argued against the myth of offensive cyber capabilities. As
one official noted, self-defence in cyberspace includes the use of
offensive cyber capabilities. Estonian officials advocated for Ukraine
and were a voice of reason: if bombs and guns were already being
provided, then a piece of dual-use software would not change the
risk factor for EU countries. The process was slow and Ukraine’s
request was eventually filled.

Although Estonia is a small state with limited resources and a coun-
try that does not have big technology companies, the contributions
to helping Ukraine with cyber support were significant and note-
worthy. When one official was asked if they were satisfied with
Estonia’s cyber support to Ukraine, the answer was yes. This still
begs the question, if Estonia’s contribution was significant, then
why would Estonia not use this to improve its status as an expertin
cybersecurity and e-governance? Why would Estonia not promote
itself as a standard bearer for others to follow suit? The next sec-
tion tackles these questions and discusses the implications and lim-
itations of Estonia’s cyber support.

—— 4. Building Resilience Now, Status Later

Estonia’s support for Ukraine should not be trivialised.
One of the most sobering points raised by an official was how often
Estonia was attacked by a distributed denial-of-service (DDoS)
attack after Estonian state leaders made any public comment crit-
ical of Russia. This works like clockwork. Why then, despite the
effort, the cost, and the risk is Estonia’s cybersecurity support not
talked about more? There are several reasons noted by the officials
interviewed. As one official noted, ‘Ukraine will not win the war with
their e-solutions. Russians can be beaten right now by brutal force’.
In this conflict we are not seeing cyberattacks against hospitals, we
are seeing bombs hitting hospitals. What Ukraine needs the most
is military support. This explains why Estonia has emphasised so
heavily the need to do more to militarily support for Ukraine and
why Estonia has emphasised itself as a standard bearer of military
support to Ukraine as opposed to cybersecurity assistance.

A secondary concern is also related to risk management involved.
Estonia needs to be cautious with what is supplied to not draw
undue attention and increase its odds of being a target. The nature
of Estonian cyber support was different from military support.
Where military support was delivering material products to Ukraine,
cyber support meant hosting Ukrainian data and servers in Estonia
and facilitating Ukrainian communication with Estonian tools.
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This invites a larger discussion about the nature of cyber capabil-
ities in conflict. Some reflections on this topic have been already
drawn [29]. As noted in the publication, cyber operations did not
yield strategic results. One of the Estonian officials speculated that
it also was related to Russia’s miscalculations about how it would
be a short war. This meant that after the initial cyberattacks before
the war began, they took a back seat to the military invasion. Yet,
we should be weary of treating these as separate. Cyber is linked to
military capabilities, especially with intelligence. Cyber operations
have played a significant role in disinformation campaigns and pro-
moting narratives and messaging.

Many works on small states tend to overestimate the impact that
a small state causes. It is important to mention the limitations of
Estonia’s support to Ukraine. The real hero in Ukraine’s cyber
defensive resilience is the Western technologies that Ukraine is
using. The question was once asked how big is a small state in
cyberspace (personal communication with peer reviewer on a draft
version of an article, 2015)? It turns out that in a time of war the
small state still has limitations due to a lack of resources. However,
this does not mean that a small state cannot make a difference.
Indeed, Estonia is hopeful that the collective response to provide
cyber assistance to Ukraine can be a model for future conflicts.

What might all this mean for Estonia’s status as a cybersecurity
expert and an expert in e-governance? As one official stated, ‘We
will probably hear more about this in the future’. The official contin-
ued that the war is an existential threat to Estonia. Thus, we can see
that status does not serve a primary function. When the existen-
tial threat has been subdued, then we can assume that Estonia will
return to a more typical foreign policy of status-seeking. Some level
of status-seeking has already taken place. The Tallinn Mechanism
bears the name of Tallinn, similar to the Tallinn manuals, which
is a good first step to ensuring that Estonia is internationally rec-
ognised for its effective cyber assistance to Ukraine.

—— 5. Conclusions

This article observed Estonia’s cyber support to Ukraine.
Estonia, as a small state and a recognised cybersecurity expert,
presented an interesting subject. Typical small-state behaviour
would suggest that small states would seek status, something
Estonia has consistently done by promoting itself as a cybersecu-
rity expert. This article explored why Estonia’s cyber support to
Ukraine has not been used to build status. It found that for Estonia,
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the aftermath of the invasion was not the time or place to pursue
a status-seeking policy. Risk factors and more important priori-
ties left cyber assistance out of the public eye. As the chaos of the
invasion eased, Estonia eventually began to pursue a more typical
status-seeking policy. This was most evident with the creation of
the Tallinn Mechanism. Estonia’s cyber support to Ukraine is sig-
nificant in terms of both practical support and diplomatic support.
The creation of IT Coalition and Tallinn Mechanism are significant
and tangible accomplishments for Estonia. Owing to long-standing
cooperation before the conflict, Estonia was more effective in play-
ing the role of a facilitator. Although this might not seem like some-
thing significant, Estonia helped to solve the largest problem at the
beginning of the war, that is, bringing structured coordination to
a scene of chaos.

The nature of the conflict is such that military capabilities deter-
mine the outcome of the war. Accordingly, Estonia has focussed its
messaging efforts on its military support for Ukraine and drawing
attention to the importance of continued allied military support for
Ukraine. If there is room for status-seeking, then it is not be at the
expense of military support for Ukraine. While cyber operations
have not been the defining feature of this war, it has still caused
more questions to be asked.

While the focus of this paper is on a small state supporting Ukraine,
there were other questions raised in the interviews, such as the
role of big tech in conflicts. For a small state, this creates more
questions and potential vulnerabilities when a CEO can make deci-
sions that influence a conflict. Since cyber operations did not have
a determining impact in this conflict, will this lead to a lack of atten-
tion for cyber defence capabilities and best practices? Perhaps the
biggest takeaway for Estonia is that this has not been a one-way
relationship. Estonia has been in close dialogue and learning from
Ukraine's experiences as well. During this time of crisis, we can see
that Estonia’s key strategy is to help Ukraine win the war and also
to help Ukraine and Estonia develop cyber resiliencies to be ready
for future crises.
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Abstract

One of the main lessons learned in the context of Russia’s
full-scale invasion of Ukraine starting in February 2022 is that for-
eign information manipulation and interference (FIMI) operations
are closely coupled with cyber threats. Regardless of whether
cyberattacks are followed by an information manipulation compo-
nent and vice versa, the merger of the two can be an early indica-
tor of the potential for a conflict to escalate from the cyber area
to the ground. Our article is premised on the idea that today’s
highly technologised information ecosystem is a fertile ground for
cyberattacks and information manipulation in the context of FIMI;
more specifically, it enables cognitive hacking, meaning hacking
the human mind and human cognition altogether through techno-
logical disruption and cyber pressure. Starting from this premise,
the aim of the article is to highlight the technological determi-
nants of cognitive hacking and identify silent or emerging threats
that bypass technological sensors and seek to disrupt and manip-
ulate the information environment. The empirical part is based
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on observation as a descriptive method, which is used to analyse
a case of cognitive hacking carried out via a YouTube malvertis-
ing campaign targeting Romanian users. This case study is anal-
ysed qualitatively by matching the DISinformation Analysis & Risk
Management (DISARM) framework with evidence collected through
Open-Source Intelligence (OSINT) tools, following an innovative
analysis structured according to the purposes, actions, results and
techniques (PART) model. The extensive analysis of the identified
case shows that applying the DISARM framework to cyber-enabled
operations can be useful for anticipating and responding to FIMI
threats, even when such operations do not appear to have a spe-
cific, immediately identifiable purpose.

—— Keywords
cognitive hacking, FIMI, cyberattacks, cyfluence, deepfake, OSINT
analysis, DISARM framework, malvertising

—— 1. Introduction

fter the COVID-19 pandemic and the accompanying

infodemic, humanity reached a flashpoint with two
simultaneous geopolitical conflicts that present the potential to
disrupt the current world order. Analyses of the events of the last
4 years converge on the thesis that the cognitive dimension has
become a new frontier of offensive and defensive military actions.
Russia’s full-scale invasion of its neighbouring country, Ukraine,
coupled with the conflict between Hamas and Israel following the
7 October 2023 terror attacks, led to the new hybrid threat archi-
tecture, at the heart of which lies the battle for peoples’ minds,
enabled by our dependence on technological structures. In this tur-
bulent context, the threat of cyber influence could be disguised as
a regular cyber-crime that bypassed technology filters silently and
crosses all the adversary lines.

Given the immaterial environment of the human mind, where the
effects of hostile actions can only be inferred from people’s per-
ceptions, decisions and behaviours, how can cyber interference
be proved? Does technology provide the same conditions to track
attackers through digital fingerprints and build a behavioural pro-
file to determine the threats against which to protect oneself? The
answers to these questions form the basis of this research, which
lies at the intersection of information security and communication
studies.
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To exemplify the theory of cognitive warfare conducted by combin-
ing information operations with cyberattacks to enhance psycho-
logical effects, the objective of this paper is to describe and analyse
a cognitive hacking case using multiple tools and methods, with the
aim of consolidating the practice of hybrid threat-integrated antic-
ipation and response. Specifically, by observing two inauthentic
video ads on YouTube targeting Romanian users, this paper analy-
ses how deepfake videos, fabricated content and compromised
websites are blended together to deliberately spread false informa-
tion and malware. This case study provides insight into the hybrid
approach needed to effectively manage a hybrid threat, such as
cognitive hacking, using open-source tools and an innovative stra-
tegic analysis framework.

The case study findings lead to the analysis of cognitive hacking
by tracking disinformation and malvertising - a method used to
describe misleading ads that contain malicious code or redirect
users to malicious websites [1, 2]. This case study reveals how to
use Open-Source Intelligence (OSINT) for evidence-gathering in the
attribution of hostile actions and how to apply the DISinformation
Analysis & Risk Management (DISARM) framework to cyber-
enabled influence campaigns for anticipating foreign information
manipulation and interference (FIMI) operations, even when such
operations do not appear to have a specific, immediate identifiable
purpose.

— 11 Cognitive Hacking in the Context of the Russia-Ukraine

Cyber War

A good understanding of cognitive hacking is related to
the large picture of Russian cyber operations aimed at extensively
disabling Ukraine’s critical national infrastructure [3], telecommu-
nications, banking, transport, water supply and energy supplies [4]
during the past 10 years. This concept emerged at the disruptive
cyberattacks of the first major crisis in Eastern Europe, the pro-
European protests in Ukraine that took place in 2013 under the
name EuroMaidan [5], and grew intensively before and after the
armed conflict triggered by Russia in Ukraine [6-8], shifting to
the human cognitive dimension as a new type of critical national
infrastructure [9]. Weaponising the online manipulation capabilities
of new technologies [10] and exploiting human addiction to social
media, the weak control mechanism of the distribution of online
content and undetected technical vulnerabilities create the prem-
ises for cognitive warfare [11-13].
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— 1.2 Cognitive Warfare: From Cyber-Enabled Influence to

Cyfluence and Cognitive Hacking

From a technological perspective, both humans and infor-
mation systems can be viewed as the endpoints of information
exchanges [14]. According to Cybenko’s early research, if influence
operations are deliberate activities targeting the cognitive dimen-
sion with the aim of changing the attitude or behaviour of the tar-
get audience, as Hollis concluded [15], cognitive hacking refers to
a computer or information system attack that relies on changing
human users’ perceptions and corresponding behaviours to be
successful [16]. In NATO's approach, cognitive warfare integrates
cyber, information, psychological and social engineering capabili-
ties. These activities, carried out in conjunction with other instru-
ments of power, can affect attitudes and behaviour by influencing,
protecting or disrupting individual and group cognition to gain
advantage over an adversary [17]. New and emerging technologies,
such as artificial intelligence (AI) and deepfake, combined with dis-
information, microtargeting and algorithmic echo chambers reveal
the future of hybrid threats [18].

Seen as a ‘strategy that focuses on altering how a target popula-
tion thinks and through that how it acts’ by Backes and Swab [19]
and ‘the weaponization of public opinion, by an external entity, for
the purpose of influencing public and governmental policy and
destabilizing public institutions’ in Bernal et al.’s findings [20], cog-
nitive warfare is determined by at least two essential components:
cognitive domain operations (CDOs), which use emerging technolo-
gies to advance battles into ‘the realm of the human mind’ [21],
and coordinated chaos [22], which synchronises cyberattacks and
disinformation to manufacture crises and disrupt public responses
as a 'never-ending battle for minds’ [23].

In line with the latest research findings, the approach of treating
the cognitive dimension as an offensive and defensive manoeu-
ver space has emerged from the US military [9]. The analysis of
Russia’s actions over the past 10 years, culminating with the out-
break of a full-scale military invasion in February 2022, reveals the
hybrid nature of offensive and defensive actions and the integra-
tion of technology in attempts to destroy or weaken the adversary
from a cognitive point of view [24, 25].

While analysing the fusion between hostile influence campaigns,
cybersecurity and Al Yonat points out that ‘the attackers are light
years ahead of us and moving faster than us’. He explains ‘cyflu-
ence’ as a concept used to define the embedding of cyberattacks in
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influence campaigns [26]. He also highlights the cataclysmic effect
of using Al in influence operations, ‘not just damaging companies
or individuals or just harming countries; it is literally tearing apart
societies, bringing down democracies, taking humanity one enor-
mous step toward another dark age’ [26].

The contemporary information ecosystem has created ‘the worst
cognitive warfare conditions since WWII' [27], affecting a nation’s
cognitive infrastructure, which Gourley described for the first
time as ‘the mental capacities of the citizens and the decision-
making ability of people, organisations, and our government’ [28].
Regarding responses to this new type of threat, the Swedish
approach appears to be the most advanced model. Established
in 2021, the Swedish Psychological Defense Agency, organised as
a government agency under the Ministry of Defense, is in charge of
identifying, analysing and countering foreign malign information-
influenced activities [29].

— 13 Convergence between Disinformation, Influence and

Cyberattacks

The concept of cyber pressure can be related to the
increasing number and sophistication of cyberattacks [30], hybri-
disation of attackers’ motivations and techniques, increased risk
of an unknown vulnerability being exploited without any possi-
bility of knowing it, lack of adequate cyber threat anticipation
as a result of poor technological knowledge, and poor resource
allocation under time pressure, technological illiteracy among
users, poor communication skills of technical specialists, the
speed of technological transformation, and an unpredictable
and unstable geopolitical environment. Given this pressure,
cyberattacks have become part of the ecosystem of disinforma-
tion operations [31, p. 9], which is why the cyber risk associated
with this threat is considered at all levels, from business [32] to
national security [33].

The hybridisation of attacks by combining cyber and information
warfare to create social harm has a new pattern: cyberattacks are
used as a tool for information attacks, and information attacks are
used to amplify the alleged success rate of cyberattacks. Both seek
to strain people’s trust in public action and public entities, create
a general sense of insecurity, and erode the capacity to act and
react under crisis situations. ‘[Distributed denial-of-service] DDoS
attacks and defacement erode people’s trust in their institutions
and their ability to protect their own population’ [34].
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Covert cyber operations are carried out through techniques and
tactics, such as social engineering, phishing campaigns, the pen-
etration and capture of computer systems, and the development
and control of troll and bot farms. Hacking computer systems to
extract documents, publishing illegally accessed documents in
truncated or altered versions, capturing legitimate email or social
media accounts to disseminate false information, and penetrating
content management systems of official websites to spread influ-
ence narratives are part of the arsenal of techniques used in cyber
influence operations [35, pp. 120-124].

Misinformation and disinformation are recognised among the security
threats included in the official analysis of European Union (EU) [36],
in direct association with the notion of attempts to influence human
behaviour. Furthermore, the European Cyber Security Agency (ENISA)
report states that these two threats have become the core of cyber-
crime activities, which have led to the emergence of the Disinformation-
as-a-Service (DaaS) business model. The EU Cybersecurity Strategy [37]
also states that hybrid threats combine disinformation campaigns with
cyberattacks on infrastructure, economic processes and democratic
institutions, with the potential to cause material damage, facilitate
illegal access to personal data, facilitate the theft of industrial or state
secrets, sow distrust, and weaken social cohesion.

If the main objectives of hybrid warfare are to take control of soci-
ety, influence people’s cognition and disrupt decision-making
processes, as well as to gain access to a country’s strategic, com-
munication and critical infrastructures by effectively combining
soft and hard power [38], then the ability to weaponise new tech-
nologies attracts the attention of entities interested in global dom-
ination or at least disruption of cyberspace. Researchers have
identified the emergence of online influence operations since 2004.
As states have shown interest in online influence using microtar-
geting [39, p. 47], the phenomena of fake news, misinformation and
disinformation have become serious challenges to modern society
[40]. Consequently, the covert use of social media by promoting
propaganda, advocating controversial and toxic narratives, playing
both sides of highly divisive issues, and spreading misinformation
have become common tools [41].

Analysing how different state actors deployed cyber tools and tac-
tics for hybrid warfare during a major crisis over the past decade,
Duggan [42, p. 47] described the ‘synchronized choreography’
between disinformation and cyberattacks, which can help people
gain time and space for conventional military forces. The ability to
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penetrate the computer systems of individuals, organisations and
institutions significantly increases the potential for effective disin-
formation and propaganda delivered through both traditional and
unconventional means. Thus, cyber actions can increase the poten-
tial of influence operations and enrich the information content
available to information warfare operators. Cyberscale operations
also have socio-psychological effects on citizens and security insti-
tutions by distracting attention from the broader manifestations of
information warfare [43, 44, p. 12].

The toolkit of hostile actions enabled by the highly technologised
cyber environment has grown in variety and sophistication: false
information, hyper-partisan content, disinformation, imperson-
ation, false identities, trolls or bot farms, deepfakes, cheapfakes,
hacking, hijacking, disconnecting or destroying mobile devices,
stealing sensitive information, and leaking personal data. All these
hostile actions are encompassed under umbrella concepts, such as
cyber-enabled foreign interference [45] or cyber-enabled informa-
tion warfare and influence operations [46], associated with tools of
hybrid interference [47] or forms of hybrid warfare [48].

Zurko, a cybersecurity researcher at MIT Lincoln Laboratory, argues
that

in cybersecurity, attackers use people as a means to under-
mine a technical system. Disinformation campaigns are
designed to impact human decision-making; they are the
ultimate use of cyber technology to undermine people. (...)
Both use cyber technology and people to achieve a goal.
Only the goal is different. Just like cyberattacks, influence
operations often follow a multistep path, called a kill chain,
to exploit predictable weaknesses [49].

For this reason, Lincoln Lab’s efforts are focused on ‘source tending'
as well as strengthening the early stages in the kill chain to find
new countermeasures for disinformation campaigns.

The ENISA and the European External Action Service (EEAS) have
underlined the link between disinformation and cyberattacks and
focused on the concept of FIMI. This concept is included in the
cybersecurity threat landscape [50] and is used to describe a largely
non-illegal pattern of behaviour that threatens or has the potential
to negatively impact political values, procedures and processes. Such
activity is manipulative in nature and carried outin an intentional and
coordinated manner. Additionally, the misinfosec conceptualised by
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Walker [51] brings forth the idea of using an information warfare
kill chain to understand cyber-enabled influence operations. For this
reason, the DISARM framework [52] organises ways of describing
and analysing disinformation, covering intent to deceive, intent to
harm, and coordinated inauthentic behaviour.

Developed based on cybersecurity best practices, the DISARM
framework is designed to gain a common understanding of digital
disinformation. The project was designed to codify and share intelli-
gence on disinformation and influence operations through a knowl-
edge base of techniques and countermeasures and presented
as a standard that the EU and the United States are now using to
analyse and share information in countering FIMI threats [53].

The DISARM phases refer to the highest-level grouping of tactics
and their associated techniques, corresponding to a specific time
interval in the execution of an influence campaign [54]. If a tactic
reveals the adversary’s goal for each stage, the techniques lead
the way in which the goal is achieved. The kill chain represents the
minimum number of steps required for a successful attack. A bro-
ken link results in a failed attack, which is beyond the scope of tag-
ging research. Following the DISARM approach, this paper tests the
frameworks to identify a case of cognitive hacking from a cyber-
enabled influence campaign [55].

—— 2. Methodology

Building upon this conceptual framework, we delve into
a detailed examination of a malvertising campaign to investigate
how advertising platforms can be utilised for cognitive hacking.
To accomplish this goal, our case analysis demonstrate the utility
of open-source information in identifying the tactics, techniques,
and procedures (TTPs) employed in a cognitive hacking campaign
and how these can be matched within the DISARM framework to
counter FIMI operations.

The empirical part is based on a case study as a descriptive method
that allows for a detailed understanding of a particular case. The
analysis is focused on YouTube advertising campaigns targeting
Romanian users by showing how deepfake videos, fake news, and
compromised websites are blended to deliberately spread false
information and malware.

The cognitive hacking case was first spotted on YouTube in May
2023, running in two YouTube video ads about some benefits for
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vulnerable social groups without specifying who offers them and
under what conditions they can be obtained. The obvious pattern of
misleading based on inauthentic content suggests that a large-scale
malicious campaign that needs to be captured and investigated
before any efforts are made to remove it from the online space. For
further reference to this case, we call it YouTube_benefits_Ro.

For this case analysis, the research strategy involves five steps: case
identification, message analysis, digital analysis, and OSINT analysis -
to track digital fingerprints and collect evidence of misleading actions
following an innovative strategic analysis structure by proposing the
purpose, actions, results, and techniques (PART) model. Tagging the
technological determinants of cognitive hacking into the DISARM
framework contribute to a better understanding of the behavioural
profile of this case. The research stages were as follows (Fig. 1):

Youtube_benefits_Ro

L Case identification

i Message analysis
i Digital analysis
?— OSINT analysis

i DISARM tagging

Figure 1. The research stages.

1. Case identification - capture the facts when they happen

2. Message analysis - follow the model of the structured analytic
framework based on Lasswell’s communication formula

3. Digital analysis - gathering elements related to identified facts

4. OSINT analysis for tracking FIMI fingerprints - collect evidence
of misleading actions following the PART model strategy

5. Tagging TTPs into the DISARM framework - version 1.3

—— 3. Research Results
—— 3.1. Case Identification

Video ads targeting vulnerable social groups in Romania
were observed when accessing YouTube by nonpaid users in
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May 2023. Using a fabricated news flash, an unknown TV presenter
announced new benefits of between €5,000 and €10,000 for vulner-
able people without mentioning any real recognisable Romanian
entity. The targeted audience was mentioned in the second sen-
tence of the message: ‘The retired people, pregnant women,
low-income people, people with disabilities and many other cate-
gories’, usually associated with vulnerable social groups with poor
cyber hygiene or media literacy to be aware of cyber threats or
influence activities. Another misleading clue was the domain of the
website mentioned in the video ad, which was redirected to another
website.

The high level of uncertainty, an unidentifiable entity, an inauthen-
tic figure, irrelevant visual elements for the audience, and redi-
rection to some subdomains of foreign sites were the triggers to
capture this piece of deliberate mislead as it was unfolding and to
start the analysis. After refreshing the same page, another video ad
stood out, with another presenter and another website related to
the ad, but with the same message and the same visual elements.

e ‘
B¥oulube ™ ‘

Bw G pem Ko n—.ya‘.

First capture of the video ad on YouTube

Second capture of the video ad on YouTube

Photo of the video ads on YouTube (ANNEX 1).

www.acigjournal.com — ACIG, VOL. 3,NO.1,2024 — DOI: 10.60097/ACIG/190196

[100]


www.acigjournal.com

Cyber Influence Defence

E ACIG

APPLIED
CYBERSECURITY
&INTERNET
GOVERNANCE

After capturing the website and the video, the case was reported to
the Romanian National Cyber Security Directorate as an instance of
misleading content related to compromised websites. As a result,
the sites mentioned above were blocked from being accessed from
Romania immediately after that notice.

—— 3.2 Message Analysis

The message analysis follows the model of the structured
analytic framework based on Lasswell’s communication formula for
providing an understanding of the influencing attempts [56, p. 5].
The message was composed of seven short sentences with many
unspecified details and unidentified entities expressing support-
ive behaviour in a polite manner. The only precise elements were
the audience - ‘retired people, pregnant women, low-income peo-
ple, people with disabilities and many other categories’, the value
of benefits - ‘planned to be between 5,000 and 10,000 Euro per
person’, and the call to access the news website (Table 1).

Table 1. The message structure of the video ad promoted on YouTube.

1. Starting this Monday, (unintelligible) introduces benefits for several categories of
citizens.

2. Retired people, pregnant women, people on low incomes, people with disabilities
and many others will receive benefits.

The benefits are planned to be between 5,000 and 10,000 Euro per person.
More information can be found on our news website.
The method to get the benefits is simple and anyone can do it.

You can also read more interesting news.

N oo v W

Have a nice day!

— 3.3. Digital Analysis

The digital analysis is based on public information included
in websites promoted in YouTube ads, hhx.theteachingmentors.
com and gute.mycalculat.com, to determine as much information
as possible about the entity behind the ad campaign and the pro-
moted sites. To perform digital analysis, four actions (A) were car-
ried out.

The first action (A1) involved searching the YouTube ad transpar-
ency database by website name using the https://adstransparency.
google.com/?region=R0 tool. The search indicated that the Google
Ads Transparency Center has no public evidence of this video
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advertising campaign, even though it had been active for at least
3 weeks.

The second action (A2) involved checking the websites mentioned
in the video ad: hhx.theteachingmentors.com and gute.mycalculat.
com. The findings indicate that the websites have the same site-
map: the homepage, one article, and the policy page. There are
no active links from homepage to article page, only sensitive
images (namely, visualisations of older people in poverty, men-
tioning safety retirement income, and social security reform) and
click bait titles redirected to homepage. All the websites share the
same web design, sitemap, and policy page, which is an indication
of mass-created websites and a clue that helps to detect and block
scam websites used by masquerading attacks. The sites under anal-
ysis appeared to be compromised by attackers, as indicated by the
fact that they displayed error pages or bad connections during the
analysis.

During the third action (A3), we checked the content of the web-
sites hhx.theteachingmentors.com and gute.mycalculat.com. There
was no information about the data, authors, contacts, or copyrights
that could be linked to a real identity.

Finally, the fourth action (A4) involved checking the policy page
found at hhx.theteachingmentors.com and gute.mycalculat.com.
The website privacy policy mentions the Russian Federal Law on
Personal Data No. 152 FZ, suggesting that the section is copied
from a Russian website. Additionally, this page mentions the name
Mihailov Ivan Sergheevici as a data operator (screenshots of the
digital analysis are displayed in ANNEX 2). This final evidence helped
to discover other websites used in this cognitive hacking campaign
during the OSINT analysis stage.

——  3.4. OSINT Analysis

To perform OSINT analysis for tracking fingerprints and
gathering evidence of misleading and harmful actions, we struc-
tured the research steps according to the PART model strategy that
can be replicated in future OSINT analyses.

The PART model organises the actions (A) around the main pur-
poses (P) using different OSINT tools for each purpose. The results
(R) reveal evidence of misleading and harmful actions that can be
associated with tactics, techniques, and procedures - TTPs (T) - or
indicate new directions for analysis purposes. Furthermore, the
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° Purpose Io Actions Io Results Io TTPs ||

Figure 2. Illustration of the PART model for OSINT analysis of cognitive hacking, as
proposed by the authors during the research.

identified TTPs can be correlated with indicators from other data-
bases, such as the DISARM framework, which is described in the
next section of the research. Screenshots of the OSINT results are
shown in ANNEX 3.

The first purpose (P1) was to check for additional information
about the websites to which the campaign was leading by perform-
ing the domain name search in search engines (A1). The Google
search results led to one more video ad recorded by a Reddit user
(R1) that included the essential element - the original YouTube
channel that managed the video ad campaign - which has an anon-
ymous and generic name (T1): ‘Romdnia astdzi’ (Romania Today)
@romaniaastazi-zI2pj and the evidence of using fake news
planted on a newsfeed website weeklynewsfeed.com (R2). The fake
article planted on weeklynewsfeed.com mixed false information
with excerpts copied from an authentic news website (T2), includ-
ing real names of several public officials talking about the Student
Invest and Family Start social funding programs and loan facilities
of up to €10,000 with interest paid in full by the state. The second
video captured by the other Reddit user leads to another website
domain name: guoxc.moneyflowgroup.com (R3). The analysis
revealed that hiding fabricated news in an anonymous newsfeed
service is an information laundering technique.

The second purpose (P2) was to check the authenticity of the
visual content. The video footage shows an official building lead-
ing up to an authority representation. Google image identifica-
tion (A2) matches this image with the Ak Orda Presidential Palace
in Kazakhstan (R4). The correlation of the presenter’'s physiog-
nomy with the lack of coherence between facial gestures and
speech in Romania indicated the use of an Al-generated voice-over
for a stock video (T3). For this reason, we checked the video with
deepfakedetector.ai (A3). The result shows a very high probability
of deepfake content (T4): 71.19% (R5).

To complete the third purpose, we checked for any YouTube-related
information (P3) by performing a thorough search on YouTube.
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com (Ad4). The findings indicated that the video ad named ‘Pentru
cetdtenii romdani’ (‘For the Romanian citizens') was posted on 6
May 2023 by the Romdnia astdzi (Roméania Today) channel and
reached over 3.65 million viewers and received 2.1K like reactions
and 23 comments (figures from 22 May 2023) (R6). The YouTube
channel ID @Romaniaastazi-zI2pj has 4.22K subscribers (on 22
May 2023, the day of capture) who joined YouTube on 4 May 2023
(R7). By searching for the original video on YouTube, we found
that the ad was erased from the initial channel playlist, but it was
running as a loop video into a low-profile user playlist. This find-
ing has two meanings: it is a technique used for hiding a video in
a shuffle playlist (T5) or it is a simple fingerprint generated acci-
dentally by an inexperienced YouTube user. The video ad named
‘For the Romanian citizens’ was identified in the playlist of user
@peisaj131 (URL: https://www.youtube.com/@peisaj131) (R8). In
this playlist, the video keeps the initial owner names that appear
to be the channel named ‘Romania Today’ - @romaniaastazi-zl2pj
(URL: https://www.youtube.com/@romaniaastazi-zI2pj). The pro-
file picture was the evidence of using this channel to manage
the video ad campaign (R9). At the time of writing this paper, the
@romaniaastazi-zI2pj channel was changed to @EvelynTraders -
Evelyn Morgan, located in the United States, which shares many vid-
eos about FOREX trading to make money easier (R10). Meanwhile,
the channel has reached 6.86K subscribers (URL: https://www.
youtube.com/channel/UCWXYuujcE4lw_JCalLxHeU9Q).

The next purpose (P4) refers to finding additional information
about the content of the policy page by performing a Google search.
With the name ‘data controller’, Mihailov Ivan Sergheevici (A5), two
other sites with the same model privacy policy page in Romania,
were identified: Kishoregoldsmith.com and pineridgedevelopers.
com (R11). The technique identified shows the use of a fake pri-
vacy policy (T6), an automated translation with some Russian legal
references included, without any relevance of data protection of
Romanian audience/users.

To explore the website history (P5), we checked the Archive.org data-
base for all the websites related to the campaign: hhx.theteaching
mentors.com, gute.mycalculat.com, guoxc.moneyflowgroup.com,
kishoregoldsmith.com and pineridgedevelopers.com (A6). All the
sites appear to be compromised or captured by attackers (R12).
They displayed error pages or bad connections during the analy-
sis, and some of them appeared to have no records, while some of
the captured pages were deleted from the tracking records. Thus,
the technique identified is that of erasing public records of digital
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fingerprints as part of information laundering (T7). The next step
was checking for Google indexing websites (A7) to determine the
history of the website on the Internet. During this stage, we discov-
ered that all websites appeared to have a history of at least 2 years
and were not created only for this campaign (R13). This information
led to the technique of using comprised or captured websites (T8).

The next purpose is to check for digital identity (P6) by searching
for domain and subdomain names in multiple databases: who.is,
whois.com, subdomains.whoisxmlapi.com, and criminalip.io (A7).
According to our findings, the domain names of all identified web-
sites had the same name servers in the same class C subnet (the
first three numbers of their IPs were identical), meaning that the
websites were hosted and managed from the same place (R14).
Using the WhoisXML API subdomain search tools, it appeared
that the subdomains used in this campaign were created between
19 May and 23 May 2023 (R15). Using who.is and whois.com, all
domains shared the same name servers even if they had different
registrars - 162.159.24.201/ns1.dns-parking.com/ns2.dns-parking.
com (R16). The technique identified consists of phishers using sub-
domain tricks, namely redirecting to compromised sites with cus-
tom subdomains for evasion (T9). If attackers use different evasion
techniques, then OSINT analysis should be more comprehensive
by including the tactic of checking subdomain names as domain
names using who.is, whois.com tools (A8). In this way, the tech-
nique of mixing valid domain names can be used to obtain a subdo-
main name (T10). The findings led to other compromised websites
from China, Spain, Pakistan, and the UAE (R17). This information
led to a new technique that combined many domain names as sub-
domains for evasion and confusion.

In the next step of tracking digital identity, we carried out cross-
social platform checking on Facebook (A9) and found that the web-
site theteachingmentors.com was associated with the Teaching
Mentors Facebook page (R18). The dialling code mentioned on this
page led to Pakistan (R19). This finding confirmed the technique of
using compromised identity for legitimacy (T11).

Finally, we also checked for any scam or malicious disclosed activity
(P7) by verifying all the websites in the virustotal.com, scamadviser.
com and webparanoid.com databases (A10). The Virus Total results
for guoxc.moneyflowgroup.com revealed one security vendor flag-
ging this URL as malicious (R20). No other security vendors flagged
these websites for malicious activity, such as scam or phishing cam-
paigns (T12).
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To conclude, all seven purposes of the analysis involved 10 actions
that had 20 results and revealed 12 techniques used in this case of
cognitive hacking that blended information operations with cyber
threat capabilities.

—— 3.5. Tagging Research with the DISARM Framework

The next step in proving a malicious campaign is to match
the technological determinants of cognitive hacking with the patterns
of influence operations. In this case, we labelled our technical findings
under the DISARM framework using DISARM Word Plug-In. Finding
attacker behaviours and identifying their tactics and techniques cre-
ate a behavioural profile based on the DISARM Red Framework - inci-
dent creator TTPs, which was useful for determining kill chain attacks.

The use of anonymous and generic names on social platforms
(T1) is associated with Create Inauthentic Social Media Pages
and Groups [T0007], Identify Social and Technical Vulnerabilities:
Identify Media System Vulnerabilities [T0081.008]), Create Personas
[T0097], Conceal Information Assets: Use Pseudonyms [T0128.001],
Conceal Information Assets: Conceal Network Identity [T0128.002],
Create Inauthentic Accounts [T0090], Create Inauthentic Accounts:
Create Anonymous Accounts [T0090.001], and Conceal Information
Assets: Use Pseudonyms [T0128.001].

The compromise of the public newsfeed website to plant fake arti-
cle on a public newsfeed that mixes the false information with the
excerpts copied from an authentic news website (T2) is associated
with the Compromise Legitimate Accounts [T0011], Compromise
Legitimate Accounts [T0011], Distort Facts [T0023], Distort Facts:
Edit Open-Source Content [T0023.002], Flooding the Information
Space: Bots Amplify via Automated Forwarding and Reposting
[T0049.003], Reuse Existing Content [T0084], Reuse Existing
Content: Use Copypasta [T0084.001], and Reuse Existing Content:
Plagiarize Content [T0084.002].

Al-generated voice-over for a stock video (T3) and the use of deep-
fake content (T4) are mentioned in Create Clickbait [T0016], Develop
Image-Based Content: Develop Al-Generated Images (Deepfakes)
[T0086.002], Develop Video-Based Content: Develop Al-Generated
Videos (Deepfakes) [T0087.001], and Develop Audio-Based Content:
Develop Al-Generated Audio (Deepfakes) [T0088.001].

The use of a translated fake privacy policy (T6) machine is identified in
Distort Facts: Edit Open-Source Content [T0023.002], Reuse Existing
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Content [T0084], Reuse Existing Content: Use Copypasta [T0084.001],
Reuse Existing Content: Plagiarise Content [T0084.002], and Reuse
Existing Content: Deceptively Labeled or Translated [T0084.003].

Redirecting to comprised or captured websites (T8) and using
compromised identities for legitimacy (T11) are associated with
compromise legacy accounts [T0011], build networks: create organ-
isations [T0092.001], prepare assets impersonating legitimate enti-
ties [T0099], control information environments through intensive
cyberspace operations: conduct server redirect [T0123.004], con-
ventional operational activity: Redirect URLs [T0129.008], and cre-
ate automatic websites [T0013].

Deleting tracking records (T7), customising subdomains (T9), mixing
valid domain names to obtain a subdomain name (T10), or hiding a
video in a shuffle playlist (T5) are not tagged as evasion techniques
in DISARM, but these techniques are correlated with Compromise
Legitimate Accounts [T0011], Harass: Threaten to Dox [T0048.003],
Harass: Dox [T0048.004], Map Target Audience Information
Environment [T0080], Identify Social and Technical Vulnerabilities
[TO081], Infiltrate Existing Networks [T0094], and Conceal
Information Assets: Launder Information Assets [T0128.004].

The malicious activity of the website identified as scam or phish-
ing campaigns (T12) is associated with the Control Information
Environment through Offensive Cyberspace Operations [T0123]
and Make Money: Scam [T0137.002].

Summarising the TTPs uncovered by the OSINT analysis based on
the PART model and tagging them under the DISARM framework,
the overall picture of this cognitive hacking case revealed the inten-
tions, persistence, and level of sophistication of the influencing
actors behind this misleading campaign.

—— 4. Discussion

The practice of using the DISARM framework for analysing
the cognitive hacking case in Romania was proved to be as reliable
as the analysis of the targeted misinformation, disinformation, and
malinformation (MDM) campaigns driven by two specific Russian
campaigns in Italy surrounding the war in Ukraine [57].

This level of analysis has limitations in terms of technical attribu-

tion. There was evidence of hostile actors, such as Russian privacy
policy pages, but nothing to conclusively tie it to a specific hostile
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state. The use of national symbols or remarks about the state’s rep-
utation could be much more related to a FIMI operation. Without
them, these misleading ads could easily be associated with com-
mon cybercrime.

At the same time, as R10 has proven, attackers can cover their dig-
ital fingerprints by changing the name and activity of the channels
used in the influence campaign, which makes their tracking more
difficult. Given the absence of a clear public beneficiary for this
advertising campaign, the following question arises: Who would
invest funds to establish this content engine and execute the mal-
vertising campaign? Perhaps the tech companies managing the
advertising platforms could easily uncover the answer by tracking
the source of funding. Instead, as researchers, you have to hope
for a potential answer by tracking operational patterns over time,
leveraging the identified modus operandi based on TTPs.

Another concern relates to the possible impact of these misleading
advertising campaigns whose efforts to materialise do not seem to
make sense at first sight. A high level of uncertainty, no obvious
financial motivation, and the absence of any legally responsible
entity could be the predictors of the cognitive hacking deployed for
social harm or political pressure.

In the context of countering cyber-enabled FIMI, any practical
approach to existing tools can improve defence strategies by
updating TTPs, similar to the sharing databases used in cybersecu-
rity. When confronted with a hybrid threat, response actions should
be combined starting at the strategic level. In our research, the
meta-analysis based on the strategic structured PART model could
be replicated and improved by other researchers, building on other
cases and with more sophisticated tools. Tagging the findings into
the DISARM framework can prove their two-fold utility. On the one
hand, it can confirm the effectiveness of the framework by linking it
to already identified techniques; on the other hand, it can improve
the framework by adding new techniques, given the constant evo-
lution of cyber threats.

—— 5. Conclusions

This in-depth analysis of a cognitive hacking case can pro-
vide the basis for a set of new methodologies for exposing mali-
cious interference in people’s minds. Starting from nothing more
than the identification of apparently irrelevant video ads, which are
usually ignored by analysts, using open tools, and accessing public
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databases can reveal a malicious scheme that blends information
operations with cyber threat capabilities. This analysis was carried
out from the perspective of two regular Internet users with an aver-
age level of digital literacy and awareness of cyber threats and no
sophisticated online tools.

The research involved 10 steps, provided 20 results and revealed
12 techniques used in this case of cognitive hacking. Using
Al-generated content in deepfake ads, hijacking websites and
planting fabricated content under anonymity, abusing social
networks, and purchasing targeted advertisements to manip-
ulate vulnerable social groups are well-known tactics and
techniques used in the preparedness stage of cyber influence
operations.

The remaining question is, what to do with such cases that, at first
sight, appear to have no discernible association with any specific
entity or purpose or that do not overtly indicate any explicit threat.
Should they be dismissed as irrelevant? Based on this in-depth
analysis, when there is no clear evidence of what entity is involved
and for what purpose, such situations can provide early warning of
a potential attack in the preparatory stage. Detecting these signs
early, before the actions as such manage to alter the analysts’
perspective on what happens and how it happens, can reinforce
defence mechanisms, and thwart malicious actions in their infancy,
which is the most desirable scenario for defence. The extensive
analysis of the identified case builds confidence that applying the
DISARM framework to cyber-enabled influence campaigns can be
useful for anticipating cyfluence and FIMI operations, even when
such operations do not appear to have specific, immediately identi-
fiable perpetrators or purposes.
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ANNEX 2. Screenshots of digital analysis
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—— ANNEX 3. Screenshots of OSINT results
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R1: The screenshot posted by a Reddit user who uncovered the original YouTube
channel managing the video ad campaign.
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R4: Google images match the image footage with the Ak Orda Presidential Palace in Kazakhstan.
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R6: The video ad named 'Pentru cetdtenii romdni’ (‘For Romanian Citizens’) was posted on 6 May 2023 by the Romania
astdzi (Romania Today) channel and reached over 3.65 million viewers and received 2.1K like reactions and
23 comments in 1 month (figures as on 22 May 2023).
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—— Abstract

Situational awareness (SA) has become one of the key
concepts in military sector. The Russian-Ukrainian war led to the
development of information technology in Ukraine to manage troops
and combat situations. The army was supported by numerous volun-
teer initiatives involving IT professionals. As a result, Ukrainian army
has received modern software solutions based on the principles of
SA for use in real combat conditions. The purpose of the study is to
analyse the development of military and civilian SA information sys-
tems during the war between Russia and Ukraine. In the course of
the study, the methods of system analysis of the problem of SA were
used. The research classifies information solutions, assesses the dis-
tribution of products by different classification sectors, and conducts
a strengths, weaknesses, opportunities, and threats (SWOT) analysis
of the developed products. Using the example of the most common
solutions, the main features of existing software products and the
technologies on which they operate were identified. Prospects for
the development of solutions, their contribution to military manage-
ment, and problematic issues are identified.
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—— 1. Introduction

ne of the results of the war between Russia and

Ukraine was the rapid growth of information technol-
ogy in Ukrainian army. The main reason of this process is the need
to gain an advantage over the enemy on the battlefield and in plan-
ning relevant operations. In addition to purely military components,
it also includes security aspects of the management of territorial
bodies that carry out regional and local governance, informing the
population about the existing military and other types of hazards.

In this regard, it becomes relevant to study the formation of the
most common approaches to the organisation of information inter-
action at the military and civilian levels based on the approaches
of situational awareness (SA) and the concept of network-centric
warfare (NCW). Since 2014, Ukraine has been actively developing
technologies related to the information and telecommunications
complex, the creation of unmanned systems, and the development
of situation centres for the needs of the military sector. The joint
use of the latest and updated types of weapons and these technolo-
gies allows the military to perform tasks at a new level of efficiency.
Analysing this experience is important in terms of developing new
approaches to military management and the use of information
technology.

The goal of the study is to analyse the development of military and
civilian situational awareness information systems (SAIS) during
the war between Russia and Ukraine.

The objectives of the study are to analyse current trends in the
development of the concept of SA, peculiarities of the use of SA
tools during the war between Russia and Ukraine, trends and
results of the development of information tools for SA in Ukraine,
and to assess further prospects for the development of SA systems
in modern wars.

In the course of the study, the methods of system analysis of SA
problem based on the classification and typification of software
development for military purposes were used. A conceptual mod-
elling of the structure of the SA information system development
on the basis of structural and graphical models was carried out.
Separately, a Strengths, Weaknesses, Opportunities, and Threats
(SWOT) analysis of the prospects for the development of the SA
information system in Ukraine was carried out. Based on the results
of the analysis, perspective and problematic areas in the develop-
ment of systems were identified. The characteristics of the existing
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developments are built and they are divided depending on the
scope of military tasks and development prospects on the basis of
a comparative analysis.

—— 2. Theoretical Aspect of Situational Awareness

Situational awareness is a model of situational judgement.
One of the most famous researchers in this field is Mika Endsley [1],
who formed the following definition: ‘SA is the perception of ele-
ments and events of the environment in relation to time or space,
understanding their meaning and projecting their status in the
near future’.

The purpose of SA is to actively detect and analyse information rele-
vant to immediate operational stability and safety and to coordinate
such information across the organisation to ensure that all organi-
sational units are operating within a common operating view.

Situational awareness enables the operator to understand the
operating environment of critical services and the environment
that affects their performance. This understanding provides stake-
holders with a reasonably accurate and relevant understanding
of the past, current, and foreseeable future state of such services
and supports effective decision-making in the context of the overall
operating environment.

Situational awareness process establishes a common operating pic-
ture by collecting, fusing, and analysing data to support automated
or human decision-making when responding to incidents. Such
data must necessarily be communicated in a timely manner and in
a form that allows a human to understand quickly the key elements
needed to make right decisions.

The overall operational picture needs to be accurate and actionable
(suitable for decision support and action). However, different par-
ticipants in the process need different and not necessarily complete
knowledge of the operational environment. Depending on how it is
presented, a complete picture may contain too much information
and overwhelm the decision-maker. Operators should also not be
provided with a big amount of data. Rather, operators should only
see what is important, as determined by the risk strategy and the
overall risk pattern.

We present the model for SA and associated decision-making.
Figure 1 depicts SA and dynamic decision-making model that
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Figure 1. Modified Endsley’s model of situation awareness.

has been inspired from Endsley’s model of SA [1], which has been
widely adopted. The model has an SA core whereas sensing and
decision-making elements are built around the SA core. A multi-
tude of sensors sense the environment to acquire the state of the
environment. The sensed information is fused together to remove
the redundancies in the sensed data, such as multiple similar views
captured by different cameras or quantities sensed by different
sensors in close locality, and also to overcome the shortcomings of
the data acquired from a single source, such as occlusions, change
in ambient lighting conditions, and/or chaotic elements in the envi-
ronment. The fused data is then passed to the SA core, which com-
prises three levels or stages [2, 3].

Perception - Level 1 SA: The first stage of attaining SA is the per-
ception of the status, attributes, and dynamics of the entities in the
surroundings. For instance, an operator needs to discern import-
ant entities in the environment, such as other aircraft, terrain, and
warning lights along with their pertinent characteristics [4].
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Comprehension - Level 2 SA: The second stage of SA is the compre-
hension of the situation, which is based on the integration of dis-
connected level 1 SA elements. The level 2 SA is a step further than
just being aware of elements in the environment as it deals with
developing an understanding of the significance of those elements
in relation to an operator’s objectives. Concisely, we can state the
level 2 of SA as understanding of entities in the surroundings, in
particular when integrated together, in connection to the opera-
tor's objectives. For instance, an operator must understand the
significance of the perceived elements in relation to each other. An
amateur operator may be able to attain the same level 1 SA as more
experienced ones, but may flounder to assimilate the perceived ele-
ments along with relevant goals to comprehend the situation fully
(level 2 SA) [5].

Projection - Level 3 SA: The third level of SA relates to the ability to
project the future actions of entities in the environment at least in
the near term. This projection is achieved based on the cognisance
of status and dynamics of elements in the environment and com-
prehension of the situation. Succinctly, we can state level 3 of SA as
prediction or estimation of the status of entities in the surround-
ings in the future, at least in the near future. For example, from the
perceived and comprehended information, the experienced oper-
ators predict possible future events (level 3 SA), which provides
them knowledge and time to determine the most befitting course
of action to achieve their objectives [6, 7].

As shown in Figure 2, the SA core also receives input from the com-
manders at strategic or operational levels regarding goals or objec-
tives of SA. Our model enhances the SA model from Endsley [8] for
perception, comprehension, and projection by adding support for
artificial intelligence (Al)-assisted decision-making and resource
management. Perception is addressed through the standard infor-
mation fusion and resource management loop.

Owing to the recent advancements in Al, it has become an integral
part of SA core and dynamic decision-making. Al assists operators
in comprehending the situation (level 2 SA) and then making pro-
jections about the future actions of entities in the environment
(level 3 SA). Thus, both robustness of Al models and operators’ abil-
ity, experience, and training determine the level of comprehension
acquired by the operators and the accuracy of future projections.
Based on the acquired comprehension and projection, decisions
are recommended by Al models to the commanders and then the
commanders make appropriate decisions taking into account the
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Figure 2. SAIS classification.

input from Al and the assessed situation. Finally, the decisions are
implemented at tactical level by operators. The decisions to be
implemented have a vast range, including, for example, the posi-
tioning of personnel and equipment, firing of weapons, medical
evacuation, and logistics support [9, 10].

Situational awareness (and the operational situation as its compo-
nent) are functions of time and can be represented as follows:

co(t) < 00(t), M >,
CO(t) - situational awareness for a period of time ¢;
0O0(t) - operational situation for a period of time ¢;
M - mental model.

The concept of ‘situational awareness’ in the context of military
component analysis is very closely related to the concept of NCW [9].

The definition of NCW can be found in [11]:

NCW is about human and organisational behaviour. At
the heart of the concept of NCW is the adoption of a new
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way of thinking, network-centric and its application in mil-
itary operations. The NCW concept focuses on the combat
power that can be gained as a result of the network integra-
tion of military formations engaged in combat operations
or the organisation of effective communication between
them [12]. It is characterised by the ability of geographi-
cally dispersed forces (consisting of individual units) to cre-
ate a high level of common battle space awareness that can
be used through self-synchronisation and other network-
centric operations to achieve the command'’s intent.

The definition of NCW is further elaborated on by the key con-
cepts given in the same paper [13, 14]: ‘The use of a geographically
dispersed force; a high degree of awareness between the units
involved in the warfare; effective communication’. Additional infor-
mation about the content of the concept is provided by the basic
principles of NCW (basic tenets), formulated in [15, 16]:

1. Reliable networking improves information exchange.

2. Information sharing and cooperation improve information qual-
ity and SA.

3. General SA allows for self-synchronisation.

4. Increasing the effectiveness of the mission.

—— 3. Analysis of Ukrainian Situational Awareness
Information Systems
—— 3.1. Approaches to Classification of Situational
Awareness System
The basis for analysing SAIS is a basic classification of the
existing solutions in Ukraine and its comparison with international
practice.

Situational awareness information systems can be classified by tar-
get users, level and geographical scope of coverage, degree of inte-
gration with information and communication platforms, and type
of interaction based on them (Figure 2).

According to the general concept of military operations manage-
ment and approaches to SAIS, there are four levels of information
interaction at the appropriate level of coverage, which correspond
to the respective classes of software and communication systems.
These levels include the level of fire control on the battlefield, tacti-
cal, operational, and strategic (intelligence) levels (Figure 3). These
levels are characterised by different spatial and temporal resolution
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Figure 3. Levels of military control based on SAIS.

of data and the ways and methods of processing them. The speed
of response to events is rapidly increasing at the fire control level,
and the greatest coverage of information is important at strategic
level [17].

Depending on use at different levels of combat management, the
existing software solutions in the field of SAIS used in Ukrainian
army were classified. Table 1 shows that in each category there are
information systems and solutions that complement and compete
with each other in some way. Most of these solutions are volunteer
developments that are at different stages of obtaining documents
for official use in the army. However, all of them are already widely
used in combat operations [18].

The review of these software solutions allows us to conduct a SWOT
analysis of this product segment and identify relevant priorities in
its development, prospects, and problems (Table 2). SWOT analysis
(or SWOT matrix) is a strategic planning and strategic management
technique used to help a person or organisation identify strengths,
weaknesses, opportunities, and threats related to business compe-
tition or project planning.

The results of SWOT analysis show that the greatest advantage
in the development of information systems at different levels of
SA is the availability of significant IT potential in Ukraine and moti-
vated developers. A certain decentralisation of activities in the
development of SAIS for the military sector gave a significant boost
to the formation of a volunteer movement of software develop-
ment teams. Most of these teams began to form after 2014 and
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Table 1. SAIS solutions in Ukrainian army.

System Name Functionalities Year of
class development start
Fire Control ‘Bronia’ Calculation for artillery firing, terrain orientation 2015

MilChat Messaging, broadcasting geo-positions 2018
Tactical level ~ Ukrop (MyGun) Calculation for artillery firing and terrain orientation 2009

‘Terminal’ Tactical situation and orientation 2015
Operational ~ GISArta Calculation for artillery firing, targeting, and operations 2014
level planning

Kropiva Calculation for artillery firing and orientation 2014
Strategic ComBat Vision Intelligence, targeting, and decision support 2015
level Delta Orientation, data exchange, and departmental 2016

management
‘Dzvin-AC’ Command and control of combat operations at the 2016

command level

‘Virash-planshet’  Gathering, displaying, and analysing air traffic 2016
information
‘Prostir’ Management of troops and weapons at the brigade level 2021

Table 2. SWOT analysis of Ukrainian SAIS.

Strengths Weaknesses
+ Modern technological base of * Weak communication base in Ukraine
development + Need to combine different means and
+ Integration with NATO-standard forces in combat conditions
data transfer protocols and services  « Public-private partnership base for
+ Testing in real-war conditions development

+ Strengthening cyber defence

Opportunities Threats

+ Export of technologies + Lack of stable sources of funding

+ Involvement of professional + Changing conditions for project
specialists and teamwork development as a result of hostilities

+ Attracting external sources of + Conflict situations with military (state)
funding structures

+ Testing of modern technologies + Subversive activities, cyber attacks on

infrastructure

their activities intensified after the outbreak of full-scale war. The
teams involved highly qualified specialists. Therefore, the existing
software solutions have found a large number of users and are
improved constantly. This creates preconditions for the develop-
ment of software solutions that are competitive not only in Ukraine
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but may have export potential. Weaknesses include the fact that
software solutions are developed mostly autonomously, which
means that they are highly dependent on donations for the needs
of volunteer teams, and do not coordinate with or compete with
other software products. Therefore, the biggest threat is that soft-
ware developers may face various organisational difficulties, and
without systemic support, the results of their work may be lost.

Weaknesses include the fact that software solutions are mostly
developed autonomously, which means that they are highly depen-
dent on donations for the needs of volunteer teams and do not
coordinate with other software products. Therefore, the biggest
threat is that software developers may face various organisational
difficulties, and without systemic support, the results of their work
may be lost [19].

—— 3.2. Examples of the Most Used Systems

3.2.1. Delta Situational Awareness System

Delta is a system for collecting, processing, and displaying
information about enemy forces, coordinating defence forces, and
providing SA in accordance with North Atlantic Treaty Organization
(NATO) standards, developed by the Defence Technology Innovation
and Development Centre of the Ministry of Defence of Ukraine.

Delta is used by very different units. It is a tool for multi-domain
operations. This system is used by army, navy, and air defence.
Each branch of the armed forces has its own needs and tasks in
using Delta.

The Delta system integrates information about the location of
enemy forces and assets and allows real-time tracking of the posi-
tion of enemy troops and promptly recording detected objects
for their further fire damage [20]. The system integrates informa-
tion about the enemy on a digital map, with data taken from var-
ious sources: satellite imagery providers, radars, sensors, Global
Positioning System (GPS) trackers, and radio intercepts. Users can
see what is happening on land, at sea, in the air, in space, and in
cyberspace. The system can run on any device: laptop, tablet, or
mobile phone. The Delta system was used during well-known oper-
ation, such as the defeat of the cruiser Moskva and the liberation of
Zmeinyi Island.

The system is used to plan operations and combat operations.
The secure ELEMENT messenger, which is part of Delta, is used
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to coordinate between units and exchange information securely.
Delta’s platform and services are built to NATO standards, support
the Multilateral Interoperability Programme (MIP) specification and
allow for NCW. The system is compatible with similar solutions used
by the armies of NATO member states [21]. The system was pre-
sented during the NATO Tide Sprint event.

Delta is a cloud-based solution and is already implementing NATO
standards and the latest industry trends, such as cloud native envi-
ronment, zero trust security, and multi-domain operations. In NATO
member states, such solutions are only at the stage of experimen-
tal implementation.

Detla supplants the Soviet principle of information transfer, when
an intelligence officer from the grassroots passed information
about the enemy to the military leadership. The leadership would
make decisions and send them down the chain of command. Such
a long path of information slows down the army, and if the com-
mand post is destroyed, the possibility of coordination is lost.

In June 2023, Poland hosted the annual NATO CWIX exercise on
interoperability of national combat and information systems with
NATO systems and protocols. From 18 to 22 June 2023, special-
ists from the A2724 military unit, as part of a delegation from the
Communications Troops of the Armed Forces of Ukraine (J6), tested
the Delta Integration Platform for interoperability with similar NATO
systems using the state-of-the-art MIP4-IES protocol at the NATO
CWIX international exercise in Poland. Currently, only seven out of
28 NATO countries have implemented this protocol and can have all
its benefits. Ukraine is among those states that have confirmed the
ability to exchange situational information using the modern military
exchange protocol. This also gives Ukraine the ability to automati-
cally exchange information with NATO member states during joint
exercises and missions. The main protocol tested in 2023 is Link 16.
It enables data to be transmitted to Delta from F-16 fighter jets [22].

It is important that the systems on the market are interoperable, and
that their developers consider the importance of interoperability at
the stage of product development. Delta is just such a system that can
exchange data with software solutions from NATO countries. The sys-
tem interacts with NATO battlefield management systems and oper-
ates in accordance with these information exchange protocols [23].

At its core, itis an integration platform designed to ensure that data
from various sensors and systems can be collected correctly, and
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that the Delta user can exchange this information. For example,
Delta integrates chatbots developed by the Ministry of Digital
Transformation - eVorog and the Security Service of Ukraine - STOP
Russian War.

The system is equipped with modern tools for monitoring suspi-
cious activity. Since 2021, allied cyber units have been continuously
checking the system for vulnerabilities, unauthorised intrusion
attempts, data leaks, etc.

The system is constantly under enemy attack of varying intensity
and scale. Separate teams of Russians have been assigned to ‘put
down’ Delta.

Delta developers are constantly learning from the scale of a major
war. The priority is to strengthen the system’s security. In August
2022, Russians launched a phishing attack on Delta and gained
access to two accounts.

For a long time, Delta hid the system from being indexed by search
robots so that there were no links to the login page when searching
on Google. Hackers faked the resource and raised it in search que-
ries. One of the users took advantage of it and gave their accounts
to a phishing site.

The users had access to a limited amount of information about
enemy forces in certain areas. The hackers managed to make
a recording, but they did not receive complete information about
the system’s architecture.

Users are checked according to the Security Service of Ukraine
protocol, and employees undergo a polygraph. The system has
protocols for recognising patterns of suspicious behaviour. Cyber
specialists monitor security at all levels - from development to
use - 24x7.

Now the developers are faced with the task of providing Fast
Identity Online Alliance (FIDO) security keys to all users of the Delta
SA system. This is a two-factor authentication tool for accessing
various systems and applications. The security key is used in addi-
tion to the password as the second factor of user verification. The
key is supported by major operating systems and browsers. FIDO
is an association of leading technology companies, government
agencies, service providers, financial institutions, and payment sys-
tems that promotes the development, use, and compliance with

www.acigjournal.com — ACIG, VOL. 3, NO.1,2024 — DOI: 10.60097/ACIG/190341

[133]


www.acigjournal.com�

Viktor Putrenko and Nataliia Pashynska

E ACIG

APPLIED
CYBERSECURITY
&INTERNET
GOVERNANCE

authentication standards. The FIDO Alliance has more than 250
members, including such leading companies as Microsoft, Google,
Apple, Amazon, Facebook, Mastercard, American Express, VISA,
and PayPal. FIDO protocols use standard public-key cryptography
methods to ensure stronger authentication. When registering with
an online service, the user’s client device creates a new key pair. It
stores the private key and registers the public key with the online
service. Authentication is performed by the client device, which
confirms that it owns the private key by signing the call [24].

Semantic data integration takes place on the basis of a mapping
framework that displays different data sources. For example, it can
be automatic marking when information is taken from sensors in
a war zone. Some layers are filled with marks manually: they con-
firm the information received, for example, about the location of
enemy troops, verify it, and give a certain number of participants
access to the corresponding layer. The symbols on the map corre-
spond to NATO standards.

After Ukraine’s victory, there will be a big question of maintaining
the Delta data set, which is a huge resource. This could lead to the
corporatisation of the product.

The Delta system has the following export potential:

+ compatible with NATO systems,

+ hosted in a secure cloud,

+ supports integration of different data sources and sensors,
+ adapted to the needs of specific types of troops.

In parallel, in 2016, the Ministry of Defence of Ukraine ordered
another development from a third-party contractor - Dzvin, a de
jure competitor to Delta. Ukrainian army needs a common auto-
mated operational-level system for command headquarters to
ensure that the troops are covered by the command. The Ministry
of Defence tested Dzvin, which was supposed to solve this problem,
but the project was frozen in 2021. Prototypes were developed and
tested, but encountered bureaucratic obstacles related to the cost
of development, time, and product ownership.

It also started to engage foreign companies. The Ministry of Digital
Transformation engaged the developer Palantir. The US company
with a capitalisation of $16.6 billion has contracts with the CIA, and
the US and British defence departments. In Ukraine, Palantir will
work with the Ministry of Defence and the General Staff to provide
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SAIS of various levels. They help to process and combine information
from satellites, drones, and other sources, and make faster decisions.

The functions of Delta in Russia are partially performed by the
Acacia-M system, but it is more focused on troop management than
on frontline awareness. The Russian Ministry of Defence spent RUB
(P)20 billion ($318 million) to purchase 32 sets of the Acacia-M mobile
troop management system in 2018. It is supposed to collect informa-
tion from other systems for different branches of the armed forces
and speed up decision-making at operational and tactical levels.

3.2.2. Operation System Kropyva

The Kropyva tactical command and control system is
a software for creating intelligent maps in combination with devices
and instruments designed to plan and guide missions. It was devel-
oped by Logika Design Bureau LLC, a member of the League of
Defence Enterprises of Ukraine.

The development, integration, and testing of the system began
in 2014 at the beginning of Russia’s war against Ukraine as a vol-
unteer project, when a group of developers from the Army SOS
volunteer organisation began supplying tablets to armed forces.
Between 2014 and 2023, 10,000 units of software were installed,
and a technical and software support service was set up [25].

The system provides:

* access to an digital map of the area with your own GPS position,

+ data exchange with other system subscribers. Data generally
includes positions of allied units, coordinates of detected targets,
and short text messages,

+ solving individual calculation tasks, such as calculating the march,
fire area, or artillery corrections,

« ensuring the interaction and transfer of data from reconnais-
sance assets: unmanned aerial vehicles (UAVs), radar, and sonar
systems in an automatic mode.

Equipment required to use the system:

* tablet computer with GPS,
+ drone,

+ radio station,

*+ binoculars,

+ laser rangefinder,

+ thermal imager.
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The Kropyva system is used by 90-95% of artillerymen. Kropyva
is also used by the Land Forces of the Armed Forces of Ukraine -
armoured vehicles, infantry or reconnaissance units, etc. Because of
the development, the time to deploy an artillery battery is reduced
by fivefold, the time to hit an unplanned target is reduced by almost
threefold, and the time to open counter-battery fire is reduced by
tenfold, compared to Soviet calculators.

The Kropyva system is an Android application that enters the coor-
dinates of an enemy target, which is received by the nearest artil-
lery battery, which then strikes.

In the course of development, the application has been updated
with additional functionality. It updates geometric information
about the front line on a daily basis. Soldiers can see where the
enemy is and where they are, exchange positions and intelligence,
and communicate with the command post. It also includes a navi-
gator, a map with accurate elevations, the distance from one object
to another, and the calculation of the range of a gun to an object.

The data from Kropyva is not stored centrally on servers to be
streamed to all devices. Each tablet has information only on the
positions and weapons it needs.

3.2.3. Bronia System
Bronia is the system that allows firing without a direct line
of sight to the enemy. It is used by armoured troops.

When a tank enters a firing position, it has to determine its orien-
tation. This data is transmitted to the platoon commander, who
enters it into a tablet application. The parameters of the shells
are also entered there and meteorological data is automatically
analysed.

The firing positions are calculated at the command post for several
tanks simultaneously. For example, for three tanks, this takes 5-7
min, and manually without application, it takes 20-25 min. The com-
mander transmits two parameters of the azimuth pointer and the
lateral level to the crew for firing.

The programmers have provided the ability to switch from satellite
maps to the general staff maps while retaining information about
the targets. The general staff maps show not only that it is a partic-
ular road but also the width of the roadway and its surface.
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All volunteer solutions were developed on a bottom-up basis,
responding quickly to the needs of the military.

3.3. The Situation Centre in the Structure of SAIS

An important component of SA during a military conflict
is decision-making based on situational centres. ‘Aerorozvidka’
unit is developing situational centres that provide SA for all repre-
sentatives of the security and defence sector at all levels. They are
implementing the intelligence, surveillance, target acquisition and
reconnaissance (ISTAR) process in Ukrainian army, which has been
introduced in NATO countries since the 1990s.

The situation centre is a technological hub that integrates and coor-
dinates intelligence assets and helps to conduct effectively joint
operations. Based on this information, headquarters can plan oper-
ations much more efficiently, including joint operations involving
different units and even agencies. Sharing intelligence assets helps
to optimise the resources available to the security and defence
forces.

The first situation centre was set up in Kyiv within days of the start
of the full-scale invasion. Interacting with the civil-military adminis-
tration of Kyiv, the situation centre team formed a comprehensive
overview of the condition of the city’s infrastructure and the region.
Coordination was also established between checkpoints and patrols
to avoid conflicts over the use of UAVs and the movement of crews
near the location of Ukrainian units [26].

The information gathered was used to plan the actions of defend-
ers, establish effective cooperation between different units, and
form an operational picture for the leadership of the Ministry of
Defence and the military-civilian administration of Kyiv (Figure 4).

Currently, there are eight situation centres in Ukraine; each collects
information on its own area of the frontline. The situation centres
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Figure 4. Data analysis model based on the situation centre [27].

www.acigjournal.com — ACIG, VOL. 3, NO.1,2024 — DOI: 10.60097/ACIG/190341

[137]


www.acigjournal.com�

Viktor Putrenko and Nataliia Pashynska

E ACIG

APPLIED
CYBERSECURITY
&INTERNET
GOVERNANCE

are located in Kyiv, Mykolaiv, Kherson, Zaporizhzhia, Kryvyi Rih,
Kharkiv, Sumy, Chernihiv, and Donbas. Waging NCW, in which the
main advantage over the enemy is achieved in the information
component, allows for faster operations, faster management, and
greater effectiveness in defeating enemy forces. SA in the context
of modern threats is the basis of security, which makes it possible
to respond quickly to changes in the situation and have an advan-
tage over the enemy, even with fewer forces and means.

NATO's security system includes the Situation Information Centre
(NATO: SITCEN), which provides SA during times of peace, tension,
and crisis as well as during strategic exercises. SITCEN receives,
processes, and disseminates data from all available internal and
external resources. The system also acts as a link to similar facil-
ities in Allied countries and NATO’s high command. SITCEN was
founded in 1968, but has since been restructured several times to
adapt to the demands of the times. Through its various divisions,
the centre operates around the clock and provides information to
the Alliance’s leadership to ensure informed decision-making.

SITCEN Watch provides NATO headquarters with round-the-clock
SA of incidents and events around the world. The staff consists of
a team of officers and assistants who are on duty in 12-h shifts,
24 h a day, 7 days a week. They monitor and disseminate informa-
tion and intelligence on the international, political, economic, and
military situations, including developments that could affect the
Alliance. Watch alerts the relevant military or civilian authorities
at headquarters to important developments identified from both
covert and open sources.

SITCEN Watch also monitors NATO's ballistic missile early warn-
ing systems, supports crisis management organisations and task
forces, and assists the NATO security management office in its mis-
sions abroad.

The geospatial division provides integrated geographic services to
NATO headquarters across land, sea, air, and space. This can range
from rapid mapping to providing the most up-to-date overall oper-
ational picture. The division also manages geoportals on various
networks to build training scenarios during exercises.

The Situational Awareness Integration Team (SAIT), established in
March 2020, is dedicated to developing a comprehensive shared
understanding of the global and regional security environment
and its impact on the Alliance, NATO Allies, and partners. The team
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contributes to SA by pooling knowledge and expertise and analys-
ing current topics and issues relevant to the Alliance’s interests and
missions. Among its many tasks, it prepares, coordinates, and hosts
the chiefs of staff meeting, which brings together senior officials
from NATO headquarters.

The situational awareness integration team also conducts quali-
tative and quantitative research and brings together stakeholders
from across NATO member states. For its research and coordina-
tion work, it uses and applies the latest developments in informa-
tion science.

— 3.4. Communication Infrastructure

Effective use of the SAIS should not have been possible
without the provision of communication infrastructure on the front
line. In Ukrainian army, the deployed Starlink system played such
arole.

Starlink is a broadband satellite-enabled Internet developed by
SpaceX, which makes Ukrainian forces independent from fibre optic
cables or mobile networks vulnerable to Russian attack. Currently,
there are approximately 20,000 Starlink terminals in Ukraine, most
of which are funded by western support [17]. The terminals are cru-
cial for their ability to conduct NCW in Ukraine.

The critical characteristic of Starlink is that its satellite-based
design is more resilient towards jamming than regular radio sig-
nals. Furthermore, owing to quick installation time, approximately
15 min, Ukrainian forces can maintain a high level of communica-
tion without relying on Internet cables. Therefore, access to Starlink
hardware is crucial to enhance and sustain Ukrainian NCW capa-
bility through the Delta system. In addition, drones use Starlink to
keep connected when Ukraine lacks Internet and power because of
Russian artillery targeting its critical infrastructure.

As the system highly depends on western support, there is a rea-
son to assume that NATO countries are interested in its operational
capability to counter Russian threats.

—— 3.5. Civilian Component of Military Situational Awareness
Since the outbreak of the war, civic initiatives to interac-
tively inform the public about military operations and warn of air
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threats have developed actively. A number of web and mobile
applications are made available to the public to provide SA to the
population. Many information elements are implemented in these
applications for the first time for civilian purposes. These applica-
tions include DeepStateMap.Live, alerts.in.ua, and the mobile appli-
cations eTrivoga, AirAlert, and Povitriana trivoga.

3.5.1 Project DeepStateMap.Live [28].

Based on non-profit OpenStreetMaps, DeepStateMap.Live
is an interactive online map of the fighting in Ukraine that allows
you to follow the changes in the front line and the course of hostil-
ities in the Russian-Ukrainian war. In the spring of 2023, the com-
pany launched its own app for Android and IOS.

The map has the following conventional symbols:

* territory de-occupied in the last 2 weeks - blue,

+ de-occupied territory - green,

+ territory that requires clarification - grey,

* territory captured by Russian troops - red,

« territory of the occupied Crimea and ORDLO - dark red,

* territories of other states occupied by Russia - light pink,

* enemy unit -a uniticon according to NATO standards or a ‘pig’ icon,

* enemy headquarters - the icon of enemy headquarters accord-
ing to NATO standards or the icon of a tent,

+ enemy airfields - an icon of an airfield according to NATO stan-
dards or an airfield icon,

+ directions of enemy attacks - a red arrow.

You can view the map in different formats. Available map formats are:

« standard,
+ topographic,
+ satellite.

It is possible to enable the display of fire points based on data from
the National Aeronautics and Space Administration (NASA) firms
system and compare them with the front line.

Owing to a special mode, it is possible to measure the range of
various artillery systems: HIMARS, M777, CAESAR, etc. along the
entire front line. A special mathematical modelling of the force
of a nuclear explosion of different masses across the map is
developed.
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The map has a ruler for determining the distance between points in
metres. It is possible to build a broken line, which is calculated in
total between all points. If the line is closed, you can calculate the
area of the created shape. The radiation monitoring points have
been added to the map in partnership with SaveDnipro. The appli-
cation shows enemy fortifications available in open sources since
16 June 2023 [29].

Owing to cooperation with Griselda, an automated military data
processing system, on 13 November 2022, the Patogen function-
ality was launched, which shows modified data on the concentra-
tion of enemy numbers along all front lines for civilians, based
on classified data. Cooperation with the Griselda system also
affects the accuracy of front line mapping, as it allows teams to
share operational data. There is a table showing the percentage
of liberated and occupied territories since the beginning of the
invasion.

There is a closed map functionality for access only to military, with
a map of enemy trenches and the ability to calculate azimuth. Since
1 June 2023, regular users have been able to locate their location.
A publicly available weather viewer was added on 9 November 2023.

The map of application is widely quoted and used to visualise the
fighting in Ukrainian and international media.

3.5.2. Alerts.in.ua
Alerts.in.ua is an online service that visualises information
about air alerts and other threats on the map of Ukraine [30].

The main part of the site is a map of Ukraine, which highlights in
real time the regions where air alerts or other threats are declared.

The application supports five types of threats:

* air raid alert,

+ threat of shelling,

+ threat of street fighting,
* chemical threat,

* radiation threat.

Additionally, information about shelling and other dangerous

events, such as explosions, demining is published on the basis of
media reports.
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The service uses the following information sources by default:

1. The official Air Alert Telegram channel from Ajax Systems, which
reports airborne alarms and other threats.

2. Official Telegram channels of regional military administrations,
public broadcasting, the state emergency service, and their spe-
cialised channels for alerting about alarms at the regional level.

3. Official air alert map.

4. Official Telegram channel of the Air Force of Ukraine.

Most of civilian applications are volunteer developments that, if
popular, are actively supported by the state government. These
apps aggregate data and transform information into a user-
friendly form based on cross-platform developments. In par-
allel, official state channels operate for informing about the
situation. Mobile operators support push notifications from the
state emergency service of Ukraine. However, government ser-
vices are often not customer-oriented. Therefore, citizens prefer
to use volunteer apps with better interface design and easier
usage.

—— 3.6. Cartographic Support

The main basis for the tasks of military and civilian SA is
an up-to-date cartographic basis and the use of geographic infor-
mation systems. Since 2014, Ukraine has been updating the topo-
graphic mapping of the eastern regions based on the USC-2000
coordinate system.

With the outbreak of war in 2022, the Ukrainian army faced a short-
age of its own mapping data for the northern part of Ukraine. The
use of NATO standards in Ukrainian army has led to a transition to
using coordinate systems for military cartography based on the
WGS-84 coordinate system. Most volunteer projects use open data
sources based on non-commercial OpenStreetMaps.

The lack of Ukraine’s own satellite remote sensing data on the ter-
ritory of Ukraine remains a problem. In particular, an attempt was
made to lease a radar satellite from the Finnish company ICEYE
to obtain intelligence data. The data operator was the Defence
Intelligence of Ukraine. The status of use of this data is currently
unknown. Ukraine’'s dependence on external sources of high-
resolution satellite data complicates the development of SAIS. This
is offset by the active use of reconnaissance UAVs of various types
at the frontline.
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—— 4. Conclusions

During the Russian-Ukrainian war, there was an urgent
need to develop various information systems to support SA at dif-
ferent levels of military and civilian management. This has led to
the appearance of many volunteer initiatives and the development
of state military systems for managing troops. Given the high level
of development of the IT sector in Ukraine and the unprecedented
scale of military conflict, many solutions in the SA sector have
become pioneering and visionary for the military of other coun-
tries. In particular, the use of modern web and mobile technologies
based on cloud infrastructures, accompanied by advanced encryp-
tion and cyber security methods, has become the basis of techno-
logical solutions for real-time data exchange.

The second trend was the construction of systems based on NATO
standards and the need for effective interaction with the systems,
tools, and data warehouses of the Alliance. In Ukrainian army,
SAIS are developed at different levels of command and control
and include the integration of data from UAVs, satellite imagery,
cartography, field data, and intelligence results. SAIS are classified
according to four levels of military command: fire control, tactical,
operational, and strategic levels. According to their purpose, SAIS
are classified by target users, level and geographical dimension of
coverage, degree of integration with information and communica-
tion platforms, and type of interaction based on them.

The results of the SWOT analysis of software development show
a high potential for the development of the existing systems in
Ukraine. At the same time, most existing projects are at risk because
they do not have ongoing government support. Duplication of work
by volunteer teams that do not have joint development manage-
ment remains a problem.

To date, the most promising systems developed have been Kropyva
at the operational and tactical level and Delta at the strategic man-
agement level.

A separate mention should be made of civilian initiatives to ensure
public awareness, which are divided into military situation monitor-
ing systems and rapid air raid response systems.

Perspective areas for the development of SAIS include standardisa-
tion and unification with NATO standards, improving cyber defence
and reliability of the systems. The use of systems in real-world com-
bat operations significantly improves their quality of development
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and creates conditions for further exchange of experience and
export of technologies in this area.

The further development of SA systems in Ukraine is to integrate
the existing systems, organise an ecosystem of military information
systems with the ability to exchange data through secure channels,
and a high level of cyber security. From a technological point of
view, the development of SAIS is focused on the use of Al tools, big
data processing algorithms, methods of forecasting and scenario
modelling of changes in the situation [31], and joint processing of
ground-based, airborne, maritime, and space-based information
sources. From an organisational perspective, products in this seg-
ment are aimed at unification and standardisation based on NATO
approaches. The process of public-private partnerships continues
in this technology sector. There is a high probability that software
and solution developers are structured to form vertically integrated
structures that may include weapon developers, IT companies,
innovation centres, and start-up incubators.
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—— Abstract

This article examines the Russian military’s Information
Warfare (IW) activities. The particular focus here is on the use by this
military of operations in cyberspace as a strategic force-multiplier.
It seeks to shed light on why such operations are so important to
this military and what goals it hopes to achieve through their use.
In particular, this article highlights the role played by what Russian
analysts refer to as cyber-psychological and cyber-technical opera-
tions. Having established the background to the Russian military’s
IW thinking, this article then goes on to examine the application of
its cyberspace operations against Ukraine: both before the 2022
invasion and as part of it. It is from this examination of the cyber-
attacks conducted against Ukraine that a better understanding of
the potential of Russian IW can be generated. As such, lessons can
be drawn from this conflict as to how, in the future, the Russian
military might employ IW specifically against NATO states as part
of a major kinetic confrontation. But, as this article notes, drawing
lessons as to the actual strength of Russian IW capabilities from the
Ukraine conflict may be a flawed process. It may be the case that
the Russian military might not have shown its true cyber hand in
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Ukraine. It may be saving its best cyber tools for any future conflict
with NATO itself.
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—— 1. Introduction

t has long been understood that when it comes to its

confrontation with NATO states, the Russian military
has been looking to operations in cyberspace to provide for signifi-
cant force-multiplier effect [1-3]. Such operations offer to have this
effect in two specific areas: in the realm of ideas and that of tech-
nology. The Russian military - perhaps the most important Russian
actor engaged in ‘malign’ cyberspace activity against NATO states -
refers to these two realms as the ‘cyber-psychological’ and the
‘cyber-technical’ [4]. The former realm uses cyber means to conduct
influence operations by playing on the consciousness of targets,
while the latter variant aims at disrupting, degrading, or destroying
the IT systems of targets. Such operations, in whatever realm - and
as this article explores - are perceived by the Russian military to be
vital tools in both the ongoing peacetime ‘competition’ [5] between
Russia and NATO states and any actual kinetic operations that may
at some point transpire; that is as part of major armed conflict
between the two [6]. This article seeks to highlight just how import-
ant these cyberspace operations are, in particular, to the Russian
military. It first provides the conceptual basis behind this military’s
emphasis on such operations and then goes on to discuss some
specific examples of their use. The focus where the examples are
concerned is on those cyberspace activities sourced to Russia that
have been used against Ukraine since 2014 and specifically during
the war that began in 2022. From such an analysis, this article then
sheds light on the specific Russian cyber capabilities that may, in
the future, threaten NATO states and the Alliance’s ability to prevail
in any potential future war with Russia.

—— 2. Conceptual Basis

It can be said that in Russian thinking ‘information’ has
a much larger role to play as a tool of ‘warfare’ (however under-
stood) than it does in the West. The notion of using information for
propaganda purposes during wartime dates back to Tsarist times
[7]. However, the more refined idea of using information as a stra-
tegic tool to generate major effect against state rivals first really
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began to be discussed in the later Soviet period. In 1960, Evgenii
Messner in his book, Myatezhvoyna (Rebellion war) was one of the
first to look upon ‘information warfare’ (IW) (or, in Russian, infor-
matsionnoe protivoborstvo) as a true strategic-level weapon [8].
Mere information, applied adroitly, could be weaponised by influ-
encing the consciousness of an adversary state’s population to
incite the said ‘rebellion’ against its own government. By such
means, that government could be brought down and replaced by
one more amenable to Moscow. In essence, that state would have
been ‘defeated’.

Of those Russian thinkers who followed in Messner’s footsteps in
terms of this thinking about the power of IW, Igor Panarin stands
out. In 1997, Panarin obtained his doctoral degree in political
science with a dissertation entitled, Information-psychological sup-
port of Russia’s national security [9]. And while it is difficult to deter-
mine the scope of the overall influence his writings have had on
the recent practice of Russian IW, it should be noted that Panarin’s
methodological framework for the theory of IW came to serve as
the capstone for the Information Security Doctrine of the Russian
Federation of 2000 [10].

It was Panarin - now operating in the era of IT systems - who first
divided IW into two distinct types: the ‘information-psychological’
and the ‘information-technical’. According to Panarin, these two
forms differ in terms of their target sets. The first, the information-
psychological, looks to influence two particular systems: the system of
elite decision-making and the system that relates to public conscious-
ness and thus to the forming of public opinion. This latter system
can then go on to influence elite decision-making as a second-order
effect. In terms of directly influencing the decision-making of state
elites, the targets can range from those at the politico-strategic level
right down, in the military sphere, to leaders at quite low levels in the
armed forces [11]. The ultimate objective, as Panarin [11] points out,
is to generate manipulation at the very highest level possible; that is,
‘to force the leader of the opposing side to act according with the
goal of information war’. This form of IW has now come to be known
in Russian circles as the ‘cyber-psychological’. This is because the
information being supplied to generate the required manipulation
will more than likely be coming across IT means.

The fact that, in theory, significant outcomes can be generated
at the strategic level through the use of mere information has, as
noted, attracted an audience in the Russian military. For this mili-
tary, information appears to offer the enticing possibility of actually
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winning ‘wars’ without kinetic engagement. This is important for
a Russian military that has, certainly over the last 20 or so years,
understood that it cannot hope to prevail against NATO forces in
any major conflict. It is not strong enough in conventional military
terms and it would have, it understands, to resort to nuclear weap-
ons to stave off defeat by NATO [12-14]. This is viewed as distinctly
undesirable [15]. Hence, the Russian military has accepted that it
has to look to asymmetric means - such as IW - if not to actually
win its wars with NATO, then at least to gain strategic advantage
vis-a-vis the Alliance [2, 16]. The second impetus behind this focus
on IW is the view that the Russian military must, as it sees it, match
and defend itself against NATO’s cognitive technologies which
could help NATO achieve a strategic victory, as the adviser to the
Russian Defence Minister, Andrei II'nitsky has suggested [17, 18].

Very senior Russian military officers have not only come to under-
stand the power of IW but also to actively advocate its use. General
Yuri Baluyevsky, the former head of the armed forces (from 2004 to
2008), was one of the first such senior officers to stress that trying
to win an information war was more important than trying to win
a classical military confrontation. The fact that information could
be used to produce significant effects against ‘the principal organs’
(the ‘elite decision-makers’) of an enemy state was a major attrac-
tion to him [19]. The current (as at March 2024) Chief of the General
Staff, General Valerii Gerasimov, has further elevated the impor-
tance of IW as a weapon of significant influence. He first pushed its
capabilities in a speech he made in 2013. This was summarised in
his important article entitled, ‘The value of science in foresight’ [20].
Similarly, influential senior serving, or retired military officers have
been repeatedly arguing in Russian military publications that the
main focus of peer-state warfare should be placed on destroying
adversary states from within using non-kinetic means, such as
IW, instead of trying to achieve such destruction by kinetic means
[21, 22]. Colonel (ret.) Aleksandr Barthosh [23, 24], in particular,
has proved influential. He has underlined recently the importance
of using information to shape the belief systems of an adversary
state’s population. As Bartosh [23] puts it, ‘the objective is to manip-
ulate the enemy state’s population’s beliefs’. Such beliefs will then
go on to drive the decision-making of the aforementioned elites.
He also looked at the way information could influence the ‘con-
sciousness’ (i.e. the morale) of an adversary state’s armed forces
personnel. His ideas were building on not just those presented ear-
lier by the likes of Messner and Panarin but also those of Sergey
P. Rastorguev [25]. But Bartosh [23] has perhaps more elegantly
understood that the power of IW applied at the strategic level

www.acigjournal.com — ACIG, VOL. 3, NO.1,2024 — DOI: 10.60097/ACIG/190142

[150]


www.acigjournal.com

The Use of Cyber Tools by the Russian Military

E ACIG

APPLIED
CYBERSECURITY
&INTERNET
GOVERNANCE

comes from combining influence operations deployed against the
mindsets of an adversary’s civilian population with those directed
at the state’s civilian and military leaders.

It is through the work of this series of influential Russian observ-
ers (and many others not mentioned here) that the power of IW as
a tool of warfare has become so ingrained in Russian military think-
ing. And certainly, this IW tool has become a part of such military
thinking in ways that are not mirrored by NATO militaries: these
tend to focus almost exclusively on generating kinetic effect, rather
than non-kinetic effect [26]. For instance, current Russian mili-
tary doctrine refers to the important role that inciting ‘the protest
potential of the population’ plays as a strategic tool (and it would, of
course, be incited through the use of IW techniques) [27]. No NATO
military doctrine would ever include reference to such a technique.

Today, of course, the inciting of such ‘protest’ is far more easily
generated given the role that social media now play in modern soci-
eties. Misinformation and disinformation can be disseminated very
easily across such media that aim to discredit western institutions
(including NATO) and to sow doubt and confusion about individual
western government’s means of/right to control their populations.
False narratives can also act to amplify the existing societal divi-
sions that serve to create damaging schisms. Social media also rep-
resent a convenient avenue of attack to weaken the unity of NATO
and ultimately to advance its own geopolitical and military interests
[24, 28-30]. Moreover, all of this targeting can be done today very
easily across IT systems [2].

Here then is the power of the cyber-psychological tool. However,
there is also the profound power today of the cyber-technical form
of attack. Such attacks target data transmission systems [11]. They
can serve to disrupt, deny, or degrade information flows that enable
everything from the effective functioning of adversary states’ critical
national infrastructures (CNIs) down to interfering with their militar-
ies’ battlefield systems at the tactical level. Russian analysts, however,
tend to concentrate on the strategic-level application of cyber-technical
means, given that they can also, like the cyber-psychological tools
discussed above, generate major strategic - perhaps, indeed, war-
winning - effects. Fundamentally, major cyber-technical attacks can
also be used with the aim of calling into question the ability of any
targeted state to be effectively governed [28, 31-33].

As several Russian sources also affirm, ideally strategic-level
cyber-psychological operations should be employed in coordination
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with strategic-level cyber-technical attacks. The hope is that
synergies would be created that maximise effect. According to
Panarin [11], ‘...sometimes the methods of information and tech-
nical influence are carried out in combination with the methods
of information and psychological confrontation.” Moreover, and
of course, by using cyber-based means, these effects can be gen-
erated, as the likes of Rastorguev [25] point out, in an extremely
resource-lite and cost-effective way.

It is this coordination, this combination of the two forms of attack
that is seen as key in generating the degree of dislocation that can
actually undermine adversary state governments from ‘within’.
The goal is to create what Bogdanov and Chekinov [22] refer to as
‘chaos’ within any targeted state. Examples here might be long-
term cyber-psychological activity designed to undermine a state
population’s faith in its own government which is then allied to and
exacerbated by attacks on that state’s CNI that create major dis-
ruption to everyday life (lights going out; no Internet; banks not
functioning, etc.). Power grids would here be a particular focus
for cyber-technical attack [34]. The popular discontent resulting
from both forms of attack may then incite the ‘protest potential
of the population’ that could bring down the government - to be
replaced, of course, by one more suited to Russian strategic inter-
ests. Another example of coordinated action would be the use of
cyber-technical means to undermine faith in the voting count in,
say, the general election of a NATO state, while at the same using
cyber-psychological means to call into question the right of the
winner of that election to govern - inventing a political scandal,
for instance. This may undermine freely elected governments.
An example here might be the Russian coordinated cyberattacks
using the two forms that sought to materially affect the French
presidential election of 2017 [35].

This attack on the French election was seen to be the work of the
GRU’s (Glavnoye Razvedyvatel'noye Upravleniye) Military Unit 26165 or
FancyBear [36]. The GRU is the principal intelligence arm of the mili-
tary. Russian cyberspace operations against adversary states - using
both cyber-psychological and cyber-technical variants of attack - are
also engaged in by the internal security force, the FSB (Federalnaya
Sluzhba Bezopasnosti), and the foreign intelligence service, the SVR
(Sluzhba Vneshney Razvedki) [37]. The GRU, being the most potent
and aggressive of these three, is seen, moreover, to be the con-
trolling body that coordinates cyberspace operations of both FSB
and SVR [38]. Obviously, and particularly when mass effect is called
for (such as with distributed denial-of-service [DDoS] attacks), these
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three agencies can call on assistance from Russian civilian hackers -
whether voluntary or forced. Other, non-state actors, such as the
Wagner Group (and its successors) can also contribute [38, 39].

Overall, when looking at this issue of Russian IW and how to oper-
ationalise it through cyber means, it needs to be understood just
how much emphasis that the Russian military is putting on it as
a strategic tool - and as, indeed, a potentially war-winning tool.
As Margarita Simonyan, the then editor-in-chief of Russia Today,
put it even back in 2013, ‘...information weapons are comparable
to weapons of mass destruction’ [40]. After 10 years, this mind-
set might be seen to apply even more, given the across-the-world
increasing reliance on IT systems and the rise of social media. This
said, however, the question for NATO and its constituent states -
which are seemingly the main targets for Russian military IW - is,
can these cyber-psychological and the cyber-technical operations
really work to generate the effect that Russian analysts and observ-
ers have been advertising? Just how effective can these IW means
of ‘warfare’ be against NATO if ever they were to be employed syn-
ergistically against NATO states at times of high geopolitical tension
and particularly as part of any major kinetic conflict? This is one of
the major questions that NATO countries must be asking - and are
asking [41]. In light of such questions, it seems apposite to gauge
some sense of the threat posed to NATO by looking at Russian
activities in this IW field that have played a part in Moscow’s conflict
with Ukraine since 2014.

—— 3. Russian Cyberspace Operations in Ukraine

prior to the 2022 War

In the years before Russia’s full-scale invasion of Ukraine
in February 2022, Moscow’s exponents of offensive cyber engaged
in several significant operations designed to serve strategic ends
and which were an adjunct to kinetic activities. For instance, the
GRU's Military Unit 54777 (also known as the 72nd Special Service
Centre) [42] was known to be crafting an anti-Chechen informa-
tion campaign during the 1990s. There were also both cyber-
psychological and cyber-technical attacks against Georgian targets
conducted by GRU’s Unit 74455 (Sandworm) that were part of
the Russian invasion in 2008 [43]. More recently, Unit 54777 also
came to be involved in shaping the information environment
prior to Russia’s annexation of Crimea and later seizure of the
eastern Donbas in 2014. This was done using two of Unit 54777's
front organisations, namely, InfoRos and the Institute of Russian
Diaspora. The aim was to create an impression that Russian
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speakers in the regions in question wanted Moscow to intervene
to help them [44]. Thus, as expected and given the emphasis of the
writings on this subject over the last several years, Russian IW -
using both cyber-psychological and cyber-technical elements - has
had a significant role to play as part of the kinetic conflicts being
conducted in the service of Moscow'’s strategic interests.

However, in considering the use of IW to run alongside such kinetic
operations, it must be remembered, of course, that the Russian
state, before the initiation of such operations, will also have been
engaging in what might be looked upon as more long-term pre-
paratory activity in the cyber-psychological realm. There will have
been a kind of ‘softening-up’/‘preparing the ground’ process
designed to reduce opposition in any targeted area/state. Such
preparatory cyber-psychological operations can also, of course, be
used in tandem with long-term cyber-technical attacks. Such a com-
bination can clearly be noted when considering Russian cyberspace
operations against Ukraine before 2022. There were noted to be
dozens of significant cyber-psychological attacks in the months pre-
ceding the invasion [45] and several major cyber-technical attacks,
chiefly targeted at Ukraine’s CNI, notably its power grid [46].

Among the most significant of the pre-2022 cyber-technical oper-
ations were those conducted by the Sandworm group. This is
also a GRU entity and otherwise known as Military Unit 744551 or
Voodoo Bear. It works out of the GRU's Main Center for Special
Technologies (Glavnyi Tsentr Spetsialnykh Tekhnologii or GTsST). This
unit has been linked to some of the most destructive cyberattacks
worldwide [47]. It was Sandworm that stood accused, along with
a range of cyber-espionage activities, of conducting the cyberat-
tacks against Ukraine’s CNI (particularly its power grid) that began
soon after the Euromaidan demonstrations in Kyiv in 2014. The most
prominent of these were the BlackEnergy3 attack in 2015 (exploit-
ing Microsoft Word's macro-feature) and the Industroyer malware
applied in 2016 [46, 48]. One of the best-documented instances,
however, of Sandworm'’s activities was its deployment of the notori-
ous NotPetya malware in 2017. Although Ukrainian CNI was the ini-
tial target, the virus involved spread to create damage to IT systems
worldwide, including in Russia itself. Major financial losses were
incurred both within Ukraine and internationally, most notably by
the Danish Maersk shipping company [49]. The work of Sandworm
demonstrated a notable level of sophistication, marked by coordina-
tion of a series of attacks and by meticulous consideration of poten-
tial mitigation activities engaged in by the targeted entity [46, 48].
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The GRU's Fancy Bear group was also engaged in significant cyber
operations prior to the war. Most prominent were those designed
to interfere with the everyday lives of as many ordinary Ukrainians
as possible. Spearphishing, brute-force, and ‘password spraying’
attacks targeted individuals' accounts [50]. The SVR’s CozyBear unit
also conducted cyber-attacks against the Ukrainian military, politi-
cal parties, diplomatic agencies, think tanks, and non-profit organi-
sations during the conflict in Ukraine.

By the beginning of 2022, it could be said that Ukraine had been
subjected to a series of cyberattacks from a variety of Russian agen-
cies that were looking to create a sense of political and societal dis-
location to weaken the bonds that held the country together. To
exacerbate the situation, and just before the February 2022 inva-
sion, Russian cyber-technical attacks against Ukraine ‘soared’ [51].
This is what should be expected as part of any prelude to an actual
Russian kinetic attack (it was the case in Georgia in 2008 as well).
By the middle of February 2022 (with the invasion itself beginning
on 24 February), cyberattacks were bringing down the websites of
Ukrainian government departments and data-wiping malware was
being used against over 100 commercial enterprises. In line with
the thinking of Bogdanov and Chekinov, the aim was said to be to
sow a degree of ‘chaos’ within the country [51].

—— 4. Russian Cyberspace Operations during

the 2022 War

According to Russian doctrinal approaches, it would, of
course, be expected that the actual movement of Russian troops
across the Ukrainian border on 24 February 2022 would be accom-
panied by significant cyberspace activity. This would contribute to
the generation of disruption and dislocation - if not actual chaos -
which would assist the movement of troops on the ground and the
gaining of strategic objectives.

When looking specifically at Russian operations in the cyber-
technical realm, it will doubtless be the case that the Ukrainian
authorities (and NATO itself) would not want to advertise any
successful (or even unsuccessful) hacks into Ukrainian military IT
systems. This would be sensitive information that would need to
be kept from the Russians in order to make, in effect, their battle-
damage assessment (BDA) in this cyber-technical realm more dif-
ficult to quantify. Given this situation, providing a true analysis of
actual Russian hacking activities in this field is difficult.
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This said, however, there were known major cyber-technical attacks
in the initial period of the invasion. Of note in this regard was the
ViaSat KA-SAT hack, which could hardly be hidden. This took place
just before the invasion began and was patently designed to be
coordinated with it [52]. It was an attack on the downlink ground
terminals of the ViaSat satellite network serving Ukraine [53, 54].
While affecting millions of civilian users in Ukraine (and across east-
ern Europe), it also, crucially, denied information, surveillance, com-
mand and control, and communication means to Ukrainian forces
and acted to limit their operational capabilities [55]. This did create
a military advantage for Russian forces [56].

The use of such cyberattacks so early in the invasion would, as can
be understood, be designed to have two particular effects in the
strategic realm. Both relate to the sowing of confusion, the gener-
ation of chaos. Certainly, the ability of the Ukrainian armed forces
to function effectively as a counter to the invasion would be one.
However, government structures would also be a target. The Kyiv
authorities needed to be seen to be in control in the invasion’s
early stages when rumours and counter-rumours would be run-
ning rife. Slow government reaction - such as in terms of reassur-
ing the population and to creating a sense of the state itself still
actually existing - could be fatal in any invasion’s first few hours.
Anything, thus, that interfered with the ability of both military and
government to act quickly would allow scope for a vacuum of con-
trol to exist which Russian forces could take advantage of. For in
such an invasion as this, the prime goal for Moscow would be to
try and have its forces seize the seat of government and impose
a Moscow-appointed administration as soon as possible. Anything
that would slow down the reaction of the Kyiv authorities - military
and government - would work to Moscow’s advantage; and here
both cyber-psychological and cyber-technical attacks can be seen
to have had a role to play.

As it happened, the government in Kyiv was able to maintain con-
trol. An attempted FSB coup de main operation to seize government
structures in the centre of Kyiv on the first day of the invasion was
thwarted. Also blocked in the first few days was an attempt to seize
Hostomel airfield, close to Kyiv, by Russian Airborne Forces (VDV).
This prevented any push by these VDV to the centre of Kyiv and
thus to gain control of the capital [57]. Ukrainian forces retained
enough command-and-control and coordination capacity to at least
hold back this initial assault. Hence, it may be said that whatever
Russian cyber-technical attacks were applied in this initial period
were not successful: the degree of Ukrainian control was greater
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than the degree of chaos that Russian cyberattacks attempted to
generate.

In the cyber-psychological realm, there were a number of attempts,
in the invasion’s early days, to deploy misinformation and dis-
information that targeted the consciousness of the Ukrainian
population [58]. Particular aims were to undermine support for
individual political and military leaders. Their reputations and their
right to control the government/armed forces were called into
question [59]. Note should be taken, in this regard, of one partic-
ular operation conducted by the Russians. This could have proved
very telling in the conflict’s initial stages. This was the creation of a
deepfake of Ukrainian President Volodymyr Zelensky. It appeared
on 16 March 2022 in a video on Facebook and YouTube. Deepfakes
are a combination of both cyber-psychological and cyber-technical
means. The idea behind them is to artificially generate an image/
video of a particular leading or influential figure - one of the elite
decision-makers - and to have ‘them’ be seen as acting in ways
that suit, in this case, Moscow’s ends. The deepfake of Zelensky
had ‘him’ making a speech in which he was calling on Ukrainian
troops to ‘surrender’ [59]. Here, writ large, is the kind of effect
that the Russian proponents of IW would see as its ability, using
such as this deepfake tool, to have a major strategic, indeed, war-
winning effect. If this deepfake had actually gained traction among
the Ukrainian population/military, then it could have led to the
country’s defeat. As it happens, it did not. This was, in part, down
to the fact that a few days before the video appeared, Ukraine's
Center for Strategic Communication had warned that a deepfake
of Zelensky would appear. The authorities were thus prepared for
it, and it could be countered. But what this deepfake lacked most of
all was veracity; it did not look ‘right’. It was clumsy and maladroit.
Still, though, Zelensky was forced into making a ‘real’ appearance
and to deny it was ‘him’ [59]. Beyond its clumsiness, what also
seems to have been a mistake here is that this deepfake only made
an appearance a few weeks into the war. If it had appeared in the
first few hours, or at least the first few days when the situation was
at its most ‘chaotic’, then it could have had more effect within the
general confusion pervading at that time.

Beyond the cyberspace operations that were evident in the initial
days and weeks of Moscow’s ‘special military operation’, many
more have continued throughout the conflict. A particular increase
in their use was noted from January 2023 onwards [6]. The GRU'’s
Sandworm group has resurfaced several times. Where this body is
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concerned, Mandiant Intelligence has documented the consistent
deployment of a standardised and replicable common set of tac-
tics, techniques, and procedures (TTPs) employed during the con-
flict [60]. A GRU ‘playbook’ has been seen to be at work. Despite
an extended period of aggressive and high-tempo operational use,
this playbook appears to have exhibited remarkable resilience.
There are five noted elements in this playbook:

1. Living on the edge: Here, there is exploitation of compromised
edge infrastructure, such as routers, virtual private networks
(VPNs), firewalls, and mail servers where interventions are chal-
lenging to detect.

2. Living off the land: In this approach, there is the employment
of inherent tools, such as operating system components or
pre-installed software, which can be used for activities such as
reconnaissance and information theft. The malware footprint is
minimal, which means detection is often difficult.

3. Group policy objects (GPO): Here, the policy settings within
file systems are targeted, enabling the deployment of wipers
through GPOs.

4. Disrupt and deny: With this technique, ‘pure’ wipers are utilised
alongside other low-equity disruptive tools, such as ransom-
ware, tailored to various contexts and scenarios to disrupt and
deny targeted systems.

5. Telegraphing success: Where cyber-psychological operations
have attained a degree of success, this tends to be amplified
through a series of hacktivist personas on Telegram (widely
used in Russia).’

In terms, specifically, of cyber-technical attacks, there is also evi-
dence of their being combined with kinetic activity. In October 2022,
for instance, Sandworm orchestrated a cyber-induced blackout of
Ukraine's power grid concurrently with kinetic missile strikes (from
the Air Force) on elements of this same grid. Details of the cyberat-
tack were disclosed by Mandiant, which emphasised Sandworm’s
use of a ‘living off the land’ (LotL) approach (see above) [61]. In this
case, previously planted data-destroying wiper malware, which had
evaded detection, was activated once the missile strikes on the grid
had gone in. Sandworm’s malware erased data content across the
utility’s network that hindered any repair of the initial damage. The
blackout thus lasted longer [62].
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This particular above example is indicative of the type of attack
that seeks to create the synergies that Panarin first called for in
his idea of fusing cyber-technical and cyber-psychological opera-
tions. What initially looks like a cyber-technical operation can be
seen to morph into a cyber-psychological operation, given the
effects that it subsequently can create. The overall Russian aim -
where a series of attacks on CNI is involved - would be to sap civil-
ian morale that then leads populations to look to their government
to seek an end to their suffering - that is, to call an end to the war.
In a similar vein, on 12 December 2023, there was a large-scale
cyberattack on Ukraine’s mobile phone provider Kyivstar. This left
more than 24 million subscribers without cell phone services for
several days [63]. Kyivstar subscribers were also unable to man-
ually change their data connection to that of another provider,
meaning they were only able to purchase SIM cards from other
providers, causing large queues [63]. Around 1.1 million people live
in remote locations in Ukraine where Kyivstar is the only provider
available [63]. Again, creating such an outage would be geared to
undermining the population’s capacity to put up with the exigen-
cies of the war.

The above Sandworm example is also indicative of the ability of
Russian hackers to adapt and to evolve their forms of attack. Over
the course of the conflict, Sandworm’s tactics have changed from
using highly customised malware (such as the Industroyer malware
used to target CNI in real time) to the use of more agile LotL tech-
niques [62]. Another example of cyberspace adaptation is that con-
ducted by another GRU hacker entity known as Cadet Blizzard. This
was first identified by Microsoft in June 2023 [64, 65]. This group,
operating without bespoke malware, functions as a conventional
network operator, seeking public signals to disrupt with the over-
all aim of generating morale-sapping intimidation. It engages in
the likes of website defacements and hack-and-leak operations. It
has been targeting not just Ukraine but also NATO member states
supporting Ukraine [66]. Microsoft’s report identifies Cadet Blizzard
as a significant actor in the Russian cyber threat landscape [66].
The examples of Sandworm and Cadet Blizzard indicate that the
Russian agencies involved in cyberspace operations can be seen as
adaptive, as learning organisations [67].

All this said, however, when looking at Russian offensive cyber
activities in the war in Ukraine, it should be noted that they have
not been as devastating as might have been expected. Given the
noted emphasis in Russian military circles on the importance
of offensive cyber as a tool of warfare - and given the noted
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capabilities that Russia appears to have in the cyber realm [68-
70] - the number of hacking attempts and their sophistication
during this war has been, perhaps, limited. They have not proved
as damaging as was predicted by many observers before the
war [71]. This may be the result of an overestimation of the likes
of the GRU’s capabilities. It may also be down to stronger than
expected Ukrainian cyber defences (which had been honed with
the assistance of NATO countries since 2014) [72]. However, there
is also a further possible cause here. This is that Russia may be
wanting to basically ‘hide’ its true cyber capabilities in this Ukraine
war because it does not want to show them to its NATO adver-
sary. It may be holding these capabilities back to save them for
a much more important future conflict with NATO. If NATO were
to be forearmed about the real extent of Russian cyber expertise,
by witnessing them being used against Ukraine, then NATO could
develop its own defences. As Kofman et al. [73] expressed it, ‘high-
end cyber capabilities may have been held in reserve for conflict
with the United States and NATO'.

—— 5. Cyberspace Operations against Satellites

One characteristic of Russian cyberspace activities during
the war, and one which should have specific resonance for NATO
planners, has been the attacks against satellite links. Such links
have to pass through the IT systems of ground stations and so they
can be vulnerable to hacking. Data to or from any satellite can be
blocked, corrupted, or spoofed. Moreover, the actual movements of
individual satellites or even whole arrays can be controlled through
cyber intervention [74]. This can ‘induce harmful satellite manoeu-
vres' [75]. As David Burbach sums up, ‘an invulnerable satellite fleet
[up in orbit] is irrelevant if cyberattacks can impair its ground-based
control systems and user access’ [76].

The Ukrainian military has made much use of western satellite feeds
(for navigation, guidance, communications, etc.). The Ukrainian
population has also been looking to satellite-supplied data to aid
in the conduct of their everyday lives. The temptation for Russian
hackers to target satellites is therefore great - resource-lite cyber-
attacks can produce some profound results. It is not only the GRU
involved here in such anti-satellite (ASAT) attacks but also, it seems,
affiliates, such as the ‘cyber troops’ of the (former) Wagner organi-
sation [77]. The ViaSat hack in the first few days of the invasion has
been mentioned above but there have been other notable exam-
ples. Elon Musk’s Starlink system of satellites was also, for instance,
subject to hacking attempts [78].
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It appears, though, and as with wider Russian cyberspace opera-
tions, that the degree of attempted hacking of satellite links during
the war has not been as high as might have been expected [79].
This may, again, be a case of overestimating capabilities or that
Ukrainian cyber defences are better than expected. And it may
also be because Russian cyber capabilities in this field are being
husbanded for use in a future major war. However, other spe-
cific issues are also involved here. Firstly, the Russian economy,
at least to some degree, itself relies on the data supplied by west-
ern satellites. Russian high-tech industries look, in particular, to
the Global Positioning System (GPS) to provide a very precise tim-
ing mechanism. Such a benefit appears to be restricting Russian
cyber-interference with the GPS. This does mean that GPS-guided
Ukrainian missiles and drones are not being prevented from hit-
ting their targets, including within Russian territory. Additionally,
the Russian military itself also looks, in part, to GPS for navigation
and guidance and would be hindering its own capabilities if GPS
became subject to a cyberattack [80].

This issue, though, of the hacking of satellite systems could be
a major problem for NATO in any future major conflict with Russia
[81]. A host of NATO capabilities that outmatch those of the Russian
military (mostly related to C4ISR and weapons' guidance) rely on
unfettered access to satellite signals. If these signals are interfered
with, then it could profoundly affect NATO's military strength. Given
what is at stake, Russia will inevitably be involved in what a leaked
report from the US Central Intelligence Agency noted that China
was already doing. Beijing was said to be ‘building cyber weap-
ons to hack into enemy satellites that would render them useless
during wartime’ [82].

—— 6. A Warning to NATO

Beyond the issue of its satellites being potentially ‘ren-
dered useless’ by Russian hacking, NATO states could (will?), in
the future, be faced by much wider threats from the Russian mili-
tary’s use of IW applied over cyber means. This military is one, as
noted, that looks upon IW as a major force-multiplier to a degree
that NATO does not. The Russian military has a specific focus on
how cyber-psychological and cyber-technical operations can be
utilised to create strategic, perhaps even war-winning, effect. The
cyber-psychological methods generally look to generate the long-
term undermining of state adversaries; to weaken them from
within using influence operations. The cyber-technical means will,
in peacetime, largely be looking for weaknesses within western
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IT systems that can be exploited later and used especially during
actual kinetic conflict. Ideally, according to Russian thinking and
when necessary, the two methods - cyber-psychological and
cyber-technical - can be combined to create synergies of effect.
This would be seen as especially productive in the very early stages
of any major kinetic conflict when the coordinated activities of the
two types could, at least theoretically, produce strategically import-
ant results.

There are a number of issues which NATO states should be spe-
cifically aware of in regard to future Russian offensive cyber-
space operations. The first is that, because these operations are
so important to the Russian military - they are deeply ingrained
in its doctrinal logic - that they will doubtless be invested in and
improved in the coming years. Lessons must have been learnt from
experience in Ukraine. The likes of the GRU and other agencies will
have understood, what works and what does not; where Ukrainian
cyber defences are strong and where they might be weak. As a con-
sequence, these Russian cyber agencies can also probably extrapo-
late and go on to establish where NATO cyber defences might also
be strong and where weaknesses might lie.

It should be expected that, in the coming years, NATO states will
experience more refined ‘softening up’ cyber-psychological attacks
from the Russian military quarter. Western governments, elec-
tions, and even whole populations will be subjected to increased
attempted ‘manipulation’ activities to degrees not seen before. This
may result, as anticipated in the Russian military literature on this
subject, in a long-term weakening of western institutions (NATO,
European Union [EU], etc.) and a general undermining of the ability
of individual NATO states to govern themselves effectively. Political
vacuums could be created that might allow Moscow-leaning
administrations to come to power. It should also be expected that
cyber-technical attacks will continue against NATO states. These,
though, will largely be confined to cyber-espionage activity seeking
out weaknesses that can be exploited later and when necessary.

And then there is Al Al will come to play a major part in the refin-
ing of future Russian IW activities. As its capabilities increasingly
come to be utilised, Al will elevate the potency of all aspects of
Russian cyberspace operations [83]. Cyber-psychological offen-
sives that make use of social media can, with the application of
Al, come to be far more targeted and more effective than hith-
erto. And Al-enhanced deepfakes of ‘elite decision-makers’ may
become indistinguishable from the ‘real’ person and hence totally
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believable [84]. Cyber-technical attacks, enhanced by Al, could
potentially be of an unimagined scale and impossible to counter.

But it is, of course, at times of very high geopolitical tension, or
maybe even as preparation for major kinetic conflict with NATO,
that Russian cyberspace operations may provide the greatest
threat to NATO states. At such a time, a host of attacks - in com-
bination and coordinated - using both cyber-psychological and
cyber-technical means can be expected - from highly believable
deepfakes to attacks that cripple a range of CNI targets (proba-
bly using previously planted malware). NATO states may then be
unable to function as states. And if the state cannot function, then
how can its military organisations? How then can NATO ‘win’ in
a major kinetic conflict with Russia? And it may all be down to mere
information.
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—— Abstract

The socio-economic development that has taken place in
recent years takes into account cybersecurity issues. Cybersecurity
has many different dimensions, including the economic dimension.
The Russian-Ukrainian conflict has shown that modern war is not
only conventional, but also cybernetic. Earlier, the massive shift to
remote communication systems forced by COVID also increased
the demand for cybersecurity. This means that cybersecurity com-
panies receive new orders, which can have a positive impact on
their financial results. In the opinion of many experts, investing in
such companies could be a good business. The research conducted
in this article focuses on testing assumptions related to the rec-
ognition of investments in technology companies as prospective
investments. Therefore, this study examines the impact of Russia-
Ukraine war (from February 2022 to December 2024) and the COVID
pandemic (from March 2020 to February 2022) on the valuation of
cybersecurity companies. The period from January 2015 to February
2020 was used as the comparative period. The research material
consists of companies and stock indices from the American and
Polish markets. The results of the research are inconclusive. In
fact, there are some examples of companies that took advantage
of the Russian-Ukrainian conflict to achieve above-average returns.
Such a business is risky, which is why these companies are achiev-
ing above-average returns with increased shares price volatility.
However, it turns out that automatically assigning a company to the

www.acigjournal.com — ACIG, VOL. 3, NO.1,2024 — DOI: 10.60097/ACIG/190342

Received: 18.03.2024

Accepted: 01.06.2024
Published: 18.07.2024

Cite this article as:

G. Przekota “Investment
in cybersecurity
companies in times of
political and economic
instability,” ACIG, vol.
3,no. 1, 2024, DOL:
10.60097/ACIG/190342

Corresponding author:
Grzegorz Przekota,
Koszalin University of
Technology, Poland.
E-mail: grzegorz.
przekota@tu.koszalin.pl;
0000-0002-9173-2658

Copyright:

Some rights reserved
(cc-BY):

Grzegorz Przekota
Publisher NASK



Investment in Cybersecurity Companies in Times of Political and Economic Instability

E ACIG

APPLIED
CYBERSECURITY
&INTERNET
GOVERNANCE

cyber or IT category does not mean that it will be a good invest-
ment in times of war or pandemic.

——  Keywords
cybersecurity threat, enterprise development, investments, stock
exchange

—— 1. Introduction
In recent years, the importance of concepts such as the
computerisation of the economy, modern technologies,
the Internet of things, information security, and cybersecurity has
been particularly emphasised [1]. They are related to modern pro-
duction processes that are increasingly computerised, in the provi-
sion of both material goods and services.

The last few years in the Eastern European region have been years of
anxiety related to the Russian-Ukrainian conflict. This is an event that
directly or indirectly has affected all European countries and a signif-
icant number of non-European countries. The war has affected the
world not only in the physical dimension but also in the cyberspace
dimension. Modern conflicts are not only conducted in a conven-
tional way but also in a hybrid way, and the parties to the conflict
make extensive use of the cyber world. Governments, companies,
and individuals are being attacked through information technology
(IT) networks. Cyberattacks have prompted decision-makers and
companies to take active steps to limit the impact of cyberattacks. On
the one hand, society is being made aware of media manipulation,
which is most easily carried out via Internet media, and on the other
hand, systems and software are being built to protect against cyber-
attacks. This is where business issues come into play. On the one
hand, war results in significant human and material losses, on the
other hand, it is a profitable industry for both arms and IT sectors.

External threats that negatively impact cybersecurity have quickly
become an extreme risk and threat to global development [2].
Addressing this challenge from a global perspective requires appro-
priate and focused resolve [3].

Cybersecurity is associated with technical security measures and
solutions, such as encryption, intrusion prevention systems, and
access control to IT systems. The business aspects of cybersecurity
have been growing for at least 40 years [4]. In his reflections at the
time, Courtney stated that the decision whether to protect against
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IT attacks requires weighing all the costs and benefits, and that
security controls should not be implemented if they cost more than
tolerating the problem. This approach is related to the neoclassical
approach to economic problems, which is dominated by rational-
ity and optimisation of behaviour [5]. Reality, however, is more sto-
chastic and uncertain, and information is not perfect.

A World Economic Forum report identified cybersecurity failures
as a clear and present threat. The scale of cybersecurity threat is
difficult to estimate [6]. Different sources come up with different
calculations. According to data, by 2020, the cost of cybercrime
was estimated at $1 trillion and investments in cybersecurity stood
at $145 billion [7], with these values growing rapidly from year to
year [8]. The difficulty in estimating the cost of cybercrime is primar-
ily due to the complexity of the problem, while economic models
simplify reality. Therefore, all research that addresses the issue of
cybercrime and cybersecurity develops the perception of the prob-
lem and shows the extent of its impact, both direct and indirect.

Cybersecurity is a very broad concept. It is defined differently in the
literature on the subject. From the point of view of this study, it can
be assumed that cybersecurity includes various procedures that
create a secure environment by protecting assets, and an asset is
anything that has a certain value [9]. Assets are those things that
require special protection against illegal access, use, disclosure,
modification, destruction, and/or theft that could result in loss to
the organisation. Because assets are of different types, the scope
of cybercrime is very broad, ranging from the theft of data or the
disclosure of confidential or compromising information to attacks
on physical assets.

A broad economic view of cybersecurity is proposed by Rathod
and Hamalainen, who formulate public policy recommendations
aimed at adapting policies and regulations to ensure trust in the
digital environment, and also postulate a combination of eco-
nomic and cybersecurity analysis that provides reference points
for the economic assessment of national and international cyber-
security audits and standards [10]. Meanwhile, Ahmed notes that
cybercrime costs companies and countries significant amounts of
money and disrupts economic and financial activities around the
world [11]. Estimates of the financial and physical costs associated
with cybercrime motivate investment in cybersecurity. While it is
the responsibility of governments to ensure that laws are in place
to combat cybercrime, all organisations need to take protective
measures commensurate with the threat. This is where companies
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that develop and supply software to protect organisations’ assets
come into play. This is undoubtedly a developing industry. For
example, in Poland, the participation of Section ] (Information
and Communication) in gross domestic product (GDP), which
includes Section 62 - Activities related to software and IT consul-
tancy and related activities - was at a record high of 4.92% of GDP
in 2022, increasing by more than 1 percentage point over the last
decade [12].

There are reports and publications on news websites and special-
ised websites that suggest that investing in cybersecurity com-
panies is currently one of the best forms of investing capital (see,
Websites). Such studies are an important part of financial markets
because they influence investor’s opinion.

Organisations defend themselves against cyber threats in a variety
of ways. There is some debate in the literature about how the level of
security depends on the design of the system, whether the defence
depends on the efforts of the laziest defender, the bravest defender,
or the sum of all defenders [13]. Basically, it corrects the idea that
a software company should hire fewer but better programmers,
more testers, and the best security architect it can find [14]. From
the point of view of investors in a company’s shares, it is extremely
difficult to assess, but this can be done indirectly by assessing the
market success of the software that the company sells.

Based on the suggestion that investing in cybersecurity companies is
a profitable business, following are the three objectives for this study:

1. To test whether software companies, especially those that pro-
vide protection against cyber threats, perform better than stock
market indices that reflect the overall market situation.

2. To check whether the situation regarding investments in cyber
companies in Poland, which is nearer to the Russian-Ukrainian
conflict, is different from that in the United States.

3. To examine the impact of the war, compared to the impact of
the COVID pandemic.

These are three issues that helped to test the recommendations for
investing in technology companies.

—— 2. Methods
The research focused on the rates of return for four
American and four Polish companies. The choice of companies
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was deliberate. In the case of the American companies, they are
the largest cybersecurity companies listed on the NASDAQ stock
exchange, including the following:

Cisco Systems (CSCO.US)

Palo Alto Networks Inc (PANW.US)

Fortinet (FTNT.US)

Check Point Software Technologies Ltd (CHKP.US)

ElR o

These companies were evaluated against the NASDAQ index.

In the case of the Polish Stock Exchange, these companies are
involved in the development and supply of software. The condi-
tion for participation in the study was that the company had been
operating as a listed company for at least 9 years, including the
following:

1. Asseco Poland SA (ACP)
2. Comarch SA (CMR)

3. Sygnity SA (SGN)

4. LSI Software SA (LSI)

These companies were evaluated against the Warsaw Stock
Exchange General (WIG) index.

The period of the research covers the years 2015-2023 and is
divided into the following three sub-periods:

1. January 2015-February 2020
2. March 2020-February 2022
3. February 2022-December 2023

Weekly frequency data was examined.

The division of periods coincided with the COVID pandemic and
beginning of Russia’s military operations in Ukraine, and the inter-
est lies in determining the difference in the statistics of the compa-
nies’ quotations against the relevant stock market indices during
pandemic and after the start of hostilities, compared to the previ-
ous period.

The research is divided into two stages:

1. Price formation of share stock in relation to stock market indi-
ces. The data is presented in logarithmic form. This method
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makes it easy to assess the rate of increase in the value of the
quotations, as small differences can be seen:

In -In :Inyt—HzM:—1
Yen—INY; v ¥,
The graph uses a main unit of 0.5, which represents an increase
in the value of the quotes of approximately 65%, regardless of
the level. Separate graphs show the relative increases in price.
These graphs show the strength of the changes and highlight
periods of above-average change.
2. Overview of the descriptive statistics of the return rate series:
+ Mean - average of weekly returns interpreted as average
weekly income;
+ St. Dev. - standard deviation of weekly returns, allowing the
assessment of the absolute strength of diversification of
returns, interpreted as total risk.

The research is supplemented by graphical representation of the
company’s return and risk on a risk-return graph in three time
intervals.

—— 3. Results

Figure 1 shows the share prices of the US-listed compa-
nies against the backdrop of the NASDAQ index. The NASDAQ index
was in an upward trend until the end of 2021. However, from the
beginning of 2022, it entered a short downward phase that lasted
for 1 year. In 2023, the NASDAQ index began to recover, but the
growth rate was quite slow and 2023 ended at a lower level than
the 2021 peak.

The American market is a very large market and the companies
listed there tend to be global companies. Therefore, the start of
military operations in Ukraine may have caused some pessimism
among investors about the possibility of further positive develop-
ments. This uncertainty was reflected in index declines in 2022.
What experts often emphasise is that societies have become accus-
tomed to certain situations, including tragic ones. This habit and
the adaptation of companies to the new situation led to this nega-
tive trend being replaced by a moderately positive trend from 2023.

Interesting is how the cybersecurity companies, for whom the

threat of cyberattacks is the basis for building commercial strategies
and protection against cyberattacks is the main source of revenue,
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Figure 1. Share price performance of the US technology companies, 2015-2023.
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have coped with this situation. It turns out that, in general, all the
companies recorded an increase in value throughout the period,
but the pace of this increase varied, with the highest being PANW
and FTNT, and the clearly weaker being CSCO and CHKP. PANW and
FTNT grew at a rate well above that of the NASDAQ index, the third
at a similar rate to the NASDAQ and the last at a much slower rate.
Therefore, the mere qualification as a modern technology company
was not enough to achieve a good growth rate, which proves the
rationality of investors who make decisions based on other infor-
mation as well. It should be noted that all four companies are being
promoted in the media as potentially good investments.

The COVID pandemic did not stop this growing trend, but rather
strengthened it. The disruption was only temporary at the begin-
ning of the pandemic announcement, but the short-term declines
were significant; then there were increases.

What happened after the outbreak of hostilities in Ukraine is par-
ticularly interesting. In the period following the outbreak of war,
PANW was the best performer, with a spectacular increase in value.
The company is constantly monitoring the situation regarding
cyberattacks related to the Russian-Ukrainian war [15].

The graphs on the right side show the rates of return. The most
interesting concern is the volatility following Russia’s invasion of
Ukraine. There is a slightly larger increase in volatility. However,
even in the period up to 2022, there are sub-periods with increased
volatility, such as the pandemic period. In general, it is natural for
any period of economic or political uncertainty to increase volatility
in capital markets.

The situation on the Polish stock market was different (Figure 2).
First, until the end of 2021, the WIG index was in a very weak
upward trend. The year 2022, similar to the NASDAQ, was a year of
decline, but the year 2023 brought a strong recovery in value, and
the WIG index saw the end of 2023 with a record value.

The COVID pandemic initially caused a significant drop, but then
WIG prices started to rise. However, companies behaved differently.

It is worth noting that Polish companies do not have the same influ-
ence as American companies. In terms of capitalisation, the Polish
companies analysed are clearly inferior to their American counter-
parts. The fourth American company analysed by capitalisation,
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Figure 2. Share price performance of Polish technology companies, 2015-2023.
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CHKP, has a capitalisation ten times higher than the largest Polish
company analysed, ACP.

Taking into account the situation after Russia’s aggression against
Ukraine, the best Polish company is SGN, which intensively imple-
ments software in Ukraine as well.

The characteristics noted in the graphs are translated into rates of
return descriptive statistics (Table 1). First of all, we observed that
the range of average returns increases in the pandemic period and
after Russia’s invasion of Ukraine:

+ For the American market:
+ Until March 2020 - the range was between 0.18% for CHKP and
0.59% for FTNT.
+ Between March 2020 and February 2022 - the range was
between 0.17% for CHKP and 1.14% for FTNT.
* From February 2022 - the range was between -0.05% for CSCO
and 0.82% for PANW.
+ For the Polish market:
+ Until March 2020 - the range was between -0.25% for SGN and
0.80% for LSI.
+ Between March 2020 and February 2022 - the range was
between -0.13% for LSI and 1.17% for SGN.
* From February 2022 - the range was between 0.03% for LSI and
1.75% for SGN.

Table 1. Descriptive statistics of time series of weekly returns.

Index/ 01.2015-03.2020 03.2020-02.2022 02.2022-12.2023
company

Mean (%) St.Dev. Mean (%) St.Dev. Mean (%) St.Dev.

NDQ 0.29 213 0.40 3.50 0.16 3.27
CSCO.US 0.30 3.1 0.33 3.68 -0.05 3.42
PANW.US 0.36 4.52 0.83 5.89 0.82 5.83
FTNT.US 0.59 4.37 1.14 6.33 0.19 6.41
CHKP.US 0.18 2.69 0.17 3.54 0.21 3.05
WIG 0.06 1.87 0.20 3.72 0.23 2.84
ACP 0.25 2.88 0.31 3.31 0.05 3.05
CMR 0.31 3.96 0.02 4.63 0.25 4.38
SGN -0.25 6.80 1.17 6.87 1.75 7.59
LSI 0.80 5.80 -0.13 6.42 0.03 3.86
www.acigjournal.com — ACIG, VOL.3,NO.1,2024 — DOI: 10.60097/ACIG/190342
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These results intend that the pandemic and the war have signifi-
cantly widened the gap between companies’ average weekly
returns, compared to the previous period. Companies are therefore
coping with political and economic instability in very different ways,
with some being benefitted and others losing out.

For all US companies, the standard deviation increases after 2020
and 2022. Similarly for all Polish companies until 2020, and for three
of the four Polish companies after 2022 (except LSI). The value of
standard deviation for the whole stock market (standard deviation
of the indices) also increases. Interestingly, however, the volatility
measured by the standard deviation from February 2022 is lower
for the Polish stock exchange, which is closer to the conflict, than
for the American stock exchange.

In general, it would appear that modern IT companies achieve
better financial results after the outbreak of hostilities and the
increased number of cyberattacks, which is reflected in above-av-
erage increases in share prices. This assumption is also consistent
with many of the articles cited above, which encourage investment
in technology companies. However, the situation is more compli-
cated. This is shown in Figure 3.

The COVID pandemic situation and the subsequent war in Ukraine
have changed the stock market situation for cybersecurity compa-
nies. Every company behaves differently.

Taking into account the detailed objectives of the research, it can
be said that technology companies in the period of economic and
political stabilisation do not stand out from the stock market indi-
ces as companies with above-average returns. However, the eco-
nomic destabilisation that took place during the COVID pandemic,
or the political destabilisation that has taken place since the war
in Ukraine, causes the results of the companies to become more
uneven, with some performing better and others worse. The war
and the pandemic have increased the overall volatility in both
Poland and the United States. Capital markets are global markets,
so stock market reactions are often similar, even if they are in dif-
ferent regions of the world.

Companies that have benefited from the COVID pandemic include
FTNT and PANW in the United States and SGN in Poland. Of them,
PANW from the United States and SGN from Poland increase in
value during war. In general, the situation of PANW from the US
market and SGN from the Polish market can be described as classic.
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Figure 3. Risk-return map for technology companies in the United States and Poland.

On the charts, these companies are located in the upper right cor-

ner (03.2020-02.2022 and 02.2022-12.2023). The position of the

risk-return map in the upper right corner of the chart means that

such a company has achieved high returns with significant price

volatility. This is a classic situation for companies involved in risky

projects, such as cyber threats related to the Russian-Ukrainian

conflict. The situation of other companies is very different. Some

have lost their growth momentum after 2022, others have gained.

Each company has its own specificities, and it is not possible here to

generalise the same.
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—— 4. Conclusions

The war industry has always been seen as a harbinger
of economic change. Countries that fought wars to gain a military
advantage developed techniques and technologies. This develop-
ment was later transferred to the production of civilian goods and
services. Today’'s warfare has not only a classical dimension but
also a cybernetic one. And, it is the cybernetic advantage that often
gives rise to the conventional advantage. One of the manifestations
of cyber warfare is cyberattacks and cyber threats. The cybernet-
ics industry, both those used to attack and those used to defend
against attacks, is one of the fastest growing industries today. As
a result, articles appear in the specialised press, encouraging inves-
tors to take an interest in cyber and IT companies.

Modern warfare is certainly changing the perception of high-tech,
IT, and cyber companies. The use of drones itself shows that IT is
crucial in such a war. Another expressions of this interest are the
events related to cyberattacks, remote shutdown of equipment,
data theft, destabilisation of banking systems, attacks on govern-
ment institutions, etc. Any company dealing with high technologies
is considered crucial in such conditions, and its solutions are ana-
lysed and implemented by decision-makers. The decision-makers
themselves try to support and promote the development of cyber-
netic solutions and thus cyber companies.

It is against this background that the effectiveness of the activities
of high-tech companies should now be assessed. Not every solu-
tion proposed by such companies is accepted by decision-makers
or the market. This makes running such a business potentially very
profitable, but also very risky. The research conducted in this thesis
clearly shows that the mere fact that a company belongs to a group
of companies involved in IT, cybersecurity, or high technology does
not guarantee a successful investment. This can be seen in both
American and Polish markets. However, taking into account the
importance of the Russian-Ukrainian war in the company’'s strat-
egy and implementing business solutions that take into account the
economic changes caused by the war can contribute to greater mar-
ket success. Investors should therefore critically assess the compa-
ny’s development potential and make decisions on this basis, rather
than relying solely on press reports about the company’s potential.
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—— Abstract

Nowadays, the number of sophisticated cyberattacks
targeting critical infrastructure or banking systems is increas-
ing. Cases of successful attacks are not uncommon, as statistics in
Ukraine demonstrate, and they are becoming more frequent and
advanced. This results in an increased risk for companies listed on
the stock exchange. The article provides examples of cyberattacks
in Ukraine, including those using ransomware, attempts to infiltrate
energy systems, and attacks on government institutions. It is noted
that the presence of cyber threats is strongly linked to the politi-
cal and international situation of the country. Analyses conducted
focus on the examination of cyber threat events in Ukraine and their
impact on the WIG_UKRAIN stock index from 2015 to 2023. The evalu-
ation includes the index’s return rates on the day of the cyber threat
occurrence, the following day, and the average return rate within five
sessions after the threat. An analogous study for the WIG index is
adopted as a benchmark. Based on the obtained results, it can be
said that before the year 2022, cyberattacks on Ukraine did not have a
significant impact on the value of the Ukrainian company stock index.
The situation changed after 2022, where each potentially economi-
cally harmful cyberattack contributed to the decrease in the value of
Ukrainian-listed companies. Generally, the start of hostilities in 2022
significantly increased the volatility of the WIG_UKRAIN index quota-
tions. This is to be expected, as markets react badly to uncertainty.
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—— 1. Introduction

he sectors of the economy, such as transportation,

energy, healthcare, and finance, are becoming increas-
ingly dependent on digital technologies in their core activities. The
digital era creates vast opportunities and brings unparalleled eco-
nomic growth, connecting businesses worldwide and supporting
innovation. However, these interconnections have also exposed
organisations and society to a constant threat of cyberattacks.

Cyberattacks are becoming more frequent and sophisticated
throughout Europe. The surge in ransomware and cyberattacks
increased by over 150% throughout the entirety of 2020. This signi-
fies that cyber insurance is becoming a less profitable business for
insurers [1]. According to forecasts, by 2025, as many as 41 billion
devices worldwide will be connected to the Internet of Things.
Therefore, decisive actions towards cybersecurity can enhance
the credibility of digital tools and services, primarily ensuring the
security of businesses operating in a cyber environment on a daily
basis.

Ukrainian publicly traded companies, like many others worldwide,
face the challenge of navigating the complex landscape of cyberse-
curity. The article presents the cybersecurity landscape of Ukrainian
publicly traded companies, examining the threats they face, the
measures they take, and the need for constant vigilance in the dig-
ital age.

The conducted analysis covers specific cases of cyberattacks, their
complexity, economic consequences, and the financial market’s
response. The overview of events underscores the role of geopo-
litical situations in shaping the market'’s sensitivity to cyber threats.
The ultimate aim is to provide a comprehensive understanding of
how cyber threats impact the stock value of Ukrainian companies
and to indicate potential remedial actions for businesses facing
increasing cyber risks.

—— 11. The Essence of Cybersecurity and Cyber Threats

In today’s world, where technology plays a crucial role in
all aspects of life, cybersecurity is becoming increasingly import-
ant for individuals, businesses, institutions, and nations seeking to
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effectively protect their digital assets from threats. It is worth not-
ing that security is perceived as an objective state, characterised by
the absence of threat, subjectively felt by individuals and groups [2].
In common understanding, security may denote a state in which an
individual has a sense of certainty in a smoothly functioning legal
and economic system. Security should not be treated as an inde-
pendent variable, as it has a dynamic nature and can change due to
complex phenomena [3].

Cybersecurity involves the resilience of information systems against
actions that violate the confidentiality, integrity, availability, and
authenticity of processed data or related services offered by these
systems. The goal of cybersecurity is to secure information tech-
nology (IT) infrastructure, software, personal data, and ensure the
integrity, availability, and confidentiality of information.

The communication space created by Internet-related linkages
(cyberspace) is where processes threatening security are embed-
ded. Cybersecurity threats are potential causes of incidents, and
the vulnerability of an IT system is a characteristic that can be
exploited by cybersecurity threats. According to the definition for-
mulated by the US Department of Defense, cyberspace is a ‘global
domain within the information environment consisting of the inter-
dependent networks of information technology infrastructure (IT)
and data contained therein, including the Internet, telecommuni-
cation networks, computer systems, and embedded processors
and controllers’ [4]. Thus, cyberspace constitutes a kind of commu-
nication space created by Internet-related linkages [5]. Analysing
the features of this cyber space indicates that it is a unique techno-
system of global social communication, shaped by the integration
of forms of information transmission and presentation, leading to
digitalisation and the creation of a global integrated teleinformatics
platform [6].

The opposite of security is a state of threat, the nature of which is
associated with an objective category of risk that always exists inde-
pendent of human awareness. Awareness of threat becomes a key
decision criterion in every area of human and economic entity func-
tioning, subject to management [7]. In the literature of economics
and finance, risk is defined differently [8, 9]. Events in the geopoliti-
cal sphere confirm that risk is embedded in a dynamic evolutionary
model of the world. Risk is associated not only with the realisation
of specific intentions but also with the desire to maintain the exist-
ing state of affairs, that is, not taking or refraining from certain
actions [10].
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It is different from uncertainty, which relates to events or changes
that are difficult to estimate, and the probability is completely
unknown [11]. This phenomenon has caused the number and
severity of cyber threats in recent years to be unprecedented, and
the costs of cyberattacks for corporate boards and other external
and internal stakeholders are enormous. The consequences caused
in cyberspace by unauthorised users lead to dangerous social
and economic consequences. Institutions and companies are tak-
ing initiatives to protect data, critical business processes, and the
availability and integrity of information systems. The constantly
evolving cyber threats, including those related to the armed con-
flict in Ukraine and the recent acceleration of digitisation, are key
factors driving the need to develop app