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—— Abstract

A honeypot is used to attract and monitor attacker activities
and capture valuable information that can be used to help practice
good cybersecurity. Predictive modelling of a honeypot system
based on a Markov decision process (MDP) and a partially observable
Markov decision process (POMDP) is performed in this paper. Analyses
over a finite planning horizon and an infinite planning horizon for
a discounted MDP are respectively conducted. Four methods, includ-
ing value iteration (vi), policy iteration (p1), linear programming (LP),
and Q-learning, are used in the analyses over an infinite planning
horizon for the discounted mDP. The results of the various methods
are compared to evaluate the validity of the created mbp model and
the parameters in the model. The optimal policy to maximise the to-
tal expected reward of the states of the honeypot system is achieved,
based on the MmDP model employed. In the modelling over an infinite
planning horizon for the discounted pomDP of the honeypot system,
the effects of the observation probability of receiving commands,
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the probability of attacking the honeypot, the probability of the hon-
eypot being disclosed, and transition rewards on the total expected
reward of the honeypot system are studied.

Keywords
cybersecurity, honeypot, machine learning, Markov decision process,
partially observable Markov decision process, Q-learning

—— 1. Introduction

ybersecurity is concerned with the privacy and se-

curity of computers or electronic devices, networks,
and any information that is stored, processed, or exchanged by
information systems [1]. Parameter design, monitoring, and network
maintenance are important to network cybersecurity. The detection
and prevention of attacks are generally more significant than any
subsequent actions taken after being attacked [2]. It is helpful to ob-
tain as much information as possible from attacks to defend against
attackers and improve the cybersecurity of information systems [3].
A honeypot system can collect information from an attack about
the attackers and may aid in the practice of robust cybersecurity.
A honeypotis used to attract attackers and record their activities [4].

Attackers can be attracted to a fake system by a honeypot in the net-
work infrastructure; valuable information can be obtained from them;
and the information can then be used to improve network security
[4]. A honeypot constitutes a useful technique or tool to observe the
spread of malware and the emergence of new exploits. An attacker
tries to avoid connecting to a honeypot as it can disclose the attacker’s
tools, methods, and exploits [5]. A honeypot is also a source that can
be leveraged to build high-quality intelligence against threats, provid-
ing a means for monitoring attacks and discovering zero-day exploits
[6]. A network honeypot is often used by information security teams
to measure the threat landscape for the security of their networks
[7]. One example of a stochastic process method, the MDP, has been
used for decision-making in cybersecurity. The MDP assumes that
both defenders and attackers have observable information, although
this is not true in many applications [8]. In actuality, there may be
partial observability or an agent's inability to fully observe the state of
its environment in numerous real situations [9]. In many real-world
problems, their environmental models are not known. There is a con-
siderable need for reinforcement learning to solve problems where
agents partially observe the states of their environments (possibly
due to noise in the observed data). This leaves the outcomes of ac-
tions under uncertainty more dependent on the signal of the current
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state. The poMDP extends the MDP by permitting a decision-making
process under uncertain or partial observability [10]. The artificial
intelligence (A1) world has shown a huge leap recently in the research
area of the pompP model [11].

An MDP model for interaction honeypots was created and
an analytic formula of the gain was derived. The optimal policy was
decided based on comparing the calculated gain of each policy and
selecting the one with a maximal gain. The model was then extended
using a poMDP. One approach to solving the pomDP problem was
proposed. In this method, the system state was replaced with the
belief state and the poMDP problem was converted into an Mpp
problem [12]. The efforts in the research of this paper were to fulfil
predictive modelling of the honeypot system, based on the MbP and
the pomDP. Various methods and algorithms were used, including vi,
PI, LP, and Q-learning in the analyses of the discounted MDP over an
infinite planning horizon. The results of these algorithms were eval-
uated to validate the created MDP model and its parameters. In the
modelling of the discounted POoMDP over an infinite planning horizon,
the effects of several important parameters on the system'’s total
expected reward were studied. These parameters include the obser-
vation probability of receiving commands, the probability of attack-
ing the honeypot, the probability of the honeypot being disclosed,
and the transition rewards. The analyses of the MbpP and POMDP in
this paper were conducted using the R language and R functions.
This paper is organised as follows: the second section introduces the
methods of MDP and POMDP; Section 3 presents a created MDP model
of the system and the parameters in the model; Section 4 shows the
analyses of the system based on the MDP method; Section 5 presents
analyses of the system based on the pomDP method, and the final
section is the conclusion.

—— 2. Methods

2.1 The MDP

The mpp method is one of the most significant methods
employed in artificial intelligence (especially machine learning). The
MDP is described using the tuple <, 4, T, R, > [13-15]:

. S is the states’ set.

*  Aisthe actions set.

*  Tisthe transition probability from the state s to the state s” (s
€ S, s’ € S5) after action a (a € A).

*  Risanimmediate reward after action a, and

* 7y (0<y<1)isthediscounted factor.
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An optimal policy is the goal of the MmDP that maximises the total
expected reward. An optimal policy over a finite planning horizon
maximises the vector of the total expected reward until the horizon
ends. The total expected reward (discounted) for an infinite planning
horizon is employed to evaluate the gain of the discounted MDP in
this paper.

—— 2.2. The Algorithms of the MDP

VI, P1, LP, and Q-learning have been the algorithms utilised
to find an optimal policy for the mbp. Theoretically, the results of the
four kinds of algorithms should be the same. However, the results
obtained using the algorithms may potentially differ with a great
value, or convergence problems may potentially occur during the
iterative process if the created MDP model is unreasonable, owing
to unsuitable structure or incorrect model parameters. Thus, all the
algorithms are employed, and their results are evaluated to validate
the model constructed in this paper.

vI: An optimal policy for the MDP can be achieved by utilizing viwhen
the planning horizon is finite. In principle, the four algorithms (v1, p1,
Lp, and Q-learning) can be employed to find the optimal policy when
the planning horizon is infinite. vI utilises the following equation of
value iterations [16-18] to calculate the total expected reward for
each state:

Vi(s)=max,), T(s, a, s")R(s, a,s’) + yV(s)) (1)

where T(s, a, s’) is the transition probability from state s to state s’
after action a. R(s, a, s) is the immediate reward of the transition.
V(s) and V(s’) are the total expected reward in state s and state s’,
respectively. When the value difference between two consecutive
iterative steps is lower than the given tolerance, the iteration will
be stopped.

PI: A better policy is found using PI, through comparing the current
policy to the previous one. pPI generally begins arbitrarily with an
initial policy and then policy evaluation and policy improvement are
followed. The process of iterations continues until the same policy
is obtained for two successive policy iterations, indicating that the
optimal policy has been achieved. For each state s, Equation (2) is
used for policy evaluation and Equation (3) is used for updating the
policy (policy improvement) [16, 18].

Vis) :=max, Y T(s, 7t(s), s")(R(s, 7z(s), s") + YV (s')) (2)
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where 7z(s) is an optimal policy of states.
7t(s) = argmax, (L. T (s, a, s')R(s, a, s") + yV(s))) (3)
LP: Since the MDP can be expressed as a linear program, the Lp can

find a static policy through solving the linear program. The following
Lp formulation [19] is used to find the optimal value function:

Solve
min Zgy V(s) 4)
Vv
subject to
V()2 R(s,a,8)+V Zoes T(s,a,s’) V(s') (5)

Q-LEARNING: It is used to achieve the best policy with the greatest
reward. It is a reinforcement learning method and allows an agent
to learn the Q-value function that is an optimal action-value func-
tion. Q-learning can also be applied to non-mbpP domains [20]. The
action-value function

Q(s, a) is expressed as follows [21]:
(s, a)=Z,T (s, a,s)R(s,a,s)+yV(s)) (6)

Q(s, a) can be initialised arbitrarily (for example, O(s, a) = 0, Vs € S, Va
€ A). From state s to state s’, a Q-learning update can be defined as
follows [21, 22]:

Q (s, a):=(1-p)O(s, a) + B [R(s, a) + ymax O (s’, a)] (7)

where 3 € (0, 1) represents the learning rate. The best action a at
state s can be chosen according to the optimal policy 7z(s). The iter-
ative process continues until the final step of episode. The optimal
policy is described as follows:

7t(s) = arg max Q (s, a) (8)
a€A

—— 2.3. The poMDP

A POMDP can be thought as a generalisation of an mpp,
permitting state uncertainty in a Markov process [23]. In POMDP ap-
plications, the objective is generally to obtain a decision rule or policy
to maximise the expected long-term reward [24]. In the POMDP, the
belief state is a distribution of probabilities over all possible states.
An optimal action relies only on the current belief state [25].
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The poMDP was defined as a tuple <S, 4, T, R, O, B, y>[26]:
. O ={04, 05, ...,0,} is an observation set.

e Bis aset of conditional observation probabilities B(o|s’, a). s” is
the new state after the state transitions —s’, 0 € O.

. S, A, T, R, and y are the same as those in the tuple of MDP.

After having taken the action a and observing o, the belief state
needs to be updated. If b(s) is the previous belief state, then the new
belief state [25]) is given by

b'(s’) = aP(ols”) 3, P(s’|s, a) b(s) 9)
where « is a normalizing constant that makes the belief state sum to 1.

The goal of pOoMDP planning is to obtain a sequence of actions
{ay, ay, ...,a} at time steps that maximise the total expected reward [27],
i.e., we choose actions that give

max E [Y2,V'R(s,, ay)] (10)
where s, and g, are the state and the action at time ¢, respectively.

The optimal policy brings up the greatest expected reward for each
belief state, which is the solution to the Bellman optimality equation
through iterations beginning at an initial value function for an initial
belief state. The equation can be formulated as [12]:

V(b) =max,ec 4 [b()R(s, a)+ VY ,eoPlo|b,a)V(b")] (11)

—— 3. The MDP Model of the Honeypot System

3.1 The Structure of the MDP Model

The honeypot system is a network-attached system that is
put in place to lure attackers. A botnet is utilised to forward spam,
steal data, etc. A botmaster keeps a bot online. A honeypot has three
states [12]:

*  State 1: Not attacked yet (waiting for an attack to join the
botnet).

. State 2: Compromised (becoming a member of the botnet).

. State 3: Disclosed (not the botnet’'s member anymore) due
to the real identity having been discovered or interactions
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with the botmaster having been lost for an extended period
of time.

A honeypot can take one of the following actions at each state:

*  Action 1: Allows a botmaster to compromise the honeypot
system and to implement commands.

*  Action 2: Does not allow the botmaster to compromise the
system.

¢ Action 3: Reinitialised as a new honeypot and reset to the
initial state.

A model of the honeypot system is established based on the mDP. Fig.
1 shows the state transitions of the states (1, 2, and 3) resulted from
each of the actions (Action 1, Action 2, and Action 3).

Q-
Qo O

(a) (b)

Figure 1. The state transitions due to each of the three actions: (a) Action 1, (b)
Action 2, and (c) Action 3.

—— 3.2. State Transition Matrix and Reward Matrix

The transitions between the states in the created model of
the system rely on one of the actions and on two important proba-
bilities [12]. State 1 cannot be transitioned to State 3 directly; State 3
cannot be transitioned to State 2. The probability of a transition from
State 3 to State 1 is O (under Action 1 or Action 2) or 1 (under Action
3). The following is a description of the two important probabilities:

1. P, the probability of attacking the honeypot.
2. P the probability of the honeypot being disclosed.

The benefit and expenses due to the state transitions or self-transi-
tions are as follows [12]:
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1. E,: the operation expense due to running, deploying, and
controlling a honeypot.

2. E.:theexpense in reinitializing a honeypot.
3.  Ejthe expense in liability when a honeypot operator becomes
liable for implementing a botmaster’'s commands if those

commands include illicit actions.

4.  B;: the benefit of information when a honeypot collects an
attacker’s information regarding techniques, codes, and tools.

The state transition probability matrix T and the reward matrix R
under each action are formulated as follows:

1. T and R under Action 1 are

[1-P, P, O (12)
T = 0 1 0

L O 0 1

[-Eq  Bi-Ey 0 (13)
R = 0 Bi_EO_El 0

L 0 0 -Eg

2. TandR under Action 2 are

K 0 0 (14)
T=10 1 _Pd Pd

10 0 1

[-Eq 0 0 (15)
R = 0 B,'—Eo B,--EO

L 0 0 -Eg

3. T andRunder Action 3 are

1 00 (16)
T=|1 00

10 0 O

[-E, 0 0 (17)
R=| Bi-E, 0 0

L —E, 0 0
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—— 4. Analyses of the Honeypot System

Based on MDP

4.1 MDP-based Analyses over an Infinite Planning Horizon
LetP,=0.6,P,=0.6, E,=1,E,=2.5,B;=16, E= 14, and y = 0.85. Analyses
are performed using the R language and its functions. By substi-
tuting the data into equations (12-17), the values of T'and R under
various actions (due to various policies) can be computed:

T and R under Action 1 become

04 06 O -1 15 0
T=|0 1 0}, R=|0 1 0
0 0 1 0o 0 -1

T and R under Action 2 are

0O 0 O -1 0 O
T=|0 04 06|, R=]0 15-17
0 O 1 0 0 -

0 -25 0 0
0, R=-1850 0
1 -25 0 0

Various policies are evaluated, and Tab. 1 shows the result of the
total expected rewards for states with various policies. For example,
the policy c (1, 1, 3) indicates that Action 1, Action 1, and Action 3 are
taken on State 1, State 2, and State 3, respectively. 11, V2, and V'3
represent the total expected reward for State 1, State 2, and State 3,
respectively.

Table 1. The total expected reward of each state for four various policies (¥ = 0.85).

Policy c(1,1,2) c(1,1,3) c(1,2,3) c(2,1,3)
V1 18.1818 18.1818 13.4431 -6.6667
V2 6.6667 6.6667 0.5342 6.6667
V3 -6.6667 12.9545 8.9266 -8.1667

The four kinds of algorithms (v1, PI, LP, and Q-learning) can be im-
plemented using the values of Tand R under various actions. These
algorithms are used in this paper and the optimal policy achieved
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using the four algorithms is c (1, 1, 3) in each case. The results for the
total expected rewards for each state are compared to evaluate the
validity of the MmDP model in this paper. The results of the honeypot
system (based on a discounted mDP with = 0.85) over an infinite
planning horizon are shown in Tab. 2.

VI consists of solving Bellman’s equation iteratively. Jacob's algorithm
and Gauss-Seidel’s algorithm are employed in the vi method respec-
tively, so that there are two variants of vI algorithm employed. In
Gauss-Seidel’s value iterations, V(k+1) is used instead of (k) when-
ever this value has been calculated; k is the iteration number. In this
situation, the convergence speed is enhanced. It is also shown that
its accuracy is improved in comparison to Jacob’s algorithm (Tab. 2.).
The result of Gauss-Seidel’s value iteration algorithm shows that
the total expected reward is 18.1818 (the highest value) if the MDP
starts in state 1 while it is 6.6667 (the lowest value) if the MDP starts
in state 2. The Q-learning result in Table 2 was obtained when the
number of iterations was 150,000. The results of the vI (Gauss-Seidel
algorithm), p1, and LP are the same, and very close to the Q-learning
result, indicating the MDP model created is valid, and that the model
parameters are indeed suitable.

Table 2. Analyses of the honeypot system based on various algorithms over an

infinite planning horizon (y = 0.85)

Algorithm V1 V2 V3

VI (Jacob algorithm) 17.9622 6.4470 12.7349
VI (Gauss-Seidel algorithm) 18.1818 6.6667 12.9545
PI 18.1818 6.6667 12.9545
LP 18.1818 6.6667 12.9545
Q-learning 18.1699 6.6667 12.9206

—— 4.2. The MDP-based Analysis for the Honeypot

System over a Finite Planning Horizon

The above data regarding probabilities, the benefit, and ex-
penses (i.e., P, P, E,_ E, B;, and E)) are also utilised in the analysis of
the system with the discount y = 0.85 over a finite planning horizon
based on the MmDP method. Tab. 3 shows the total expected rewards
of the three states that were calculated using value iterations over
a 50-step planning horizon. V1(n), V2(n), and V3(n) are the total ex-
pected reward at step n for State 1, State 2, and State 3, respectively.
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It is shown that the total expected rewards V1(n), V2(n), and VV3(n) are
very close to 171, 12, and V'3 for the infinite planning horizon in Tab. 2
when epoch n < 20.

Table 3. Total expected rewards for three states calculated using value iterations

over a 50-step planning horizon (y = 0.85).

Epochn Vi(n) V2(n) V3(n)

0 18.1798 6.6647 6.6647
5 18.1774 6.6622 6.6622
10 18.1718 6.6567 6.6567
15 18.1592 6.6441 6.6441
20 18.1309 6.6158 6.6158
25 18.0672 6.5520 6.5520
30 17.9234 6.4083 6.4083
35 17.5995 6.0843 6.0843
40 16.8691 5.3542 5.3542
45 15.1715 3.7086 3.7086
46 14.5479 3.1866 3.1866
47 13.6351 2.5725 2.5725
48 12.0340 1.8500 1.8500
49 8.6 1.0 1.0
50 0 0 0

—— 5. Analyses of the Honeypot System

Based on the POMDP

5.1 Observations and Observation Probabilities

in the Honeypot System

The poMDP model of the system is based on the MmDP model
shown in Fig. 1, and observations as well as observation probabilities
are considered to model uncertainty in the PoMDP model. Three
observations [12] are employed to compute and monitor the system
belief state:
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*  Unchanged: The honeypot does not have any observed change,
indicating it is still in the waiting state (State 1).

*  Absence: It means an absence of botmasters’ commands after
the honeypot was compromised. This situation can be due to
1) the honeypot being detected and disconnected from the
botnet, or 2) botmasters being busy with other things (for ex-
ample, compromising other machines), leading to uncertainty in
determining whether the honeypot is in State 2 (compromised)
or State 3 (disclosed).

*  Commands: After the honeypot is compromised, it receives the
command information from a botmaster, indicating that it is not
disclosed yet and still in State 2.

In State 2, the probability of receiving commands is denoted by Po1,
while the probability of absence is denoted by Po2. Therefore, we
have the following observation probabilities:

For the honeypot in State 1:
P(Unchanged) = 1, P(Commands) = P(Absence) = 0

For the honeypot in State 2:
P(Unchanged) = 0, P(Commands) =Po1
P(Absence) = Po2 =1 - Pol

For the honeypot in State 3:
P(Unchanged) = P(Commands) = 0, P(Absence) = 1

—— 5.2. Analyses Based on Various Solution Methods

of the POMDP over An Infinite Planning Horizon

Analyses over an infinite planning horizon for a discounted
pomDP of the honeypot system are performed. Let P,= 0.6, P,= 0.6,
E,=1,E,=25,B;=16, E= 14, and -y = 0.85. The following solution
methods or algorithms [23, 24, 26-29, 30] are used to solve the
POMDP problem: Grid, Enumeration, Two Pass, Witness, Incremental
Pruning, and sArRsOP. The total expected reward of the honeypot
system based on poMDP is denoted by V in this paper. The values
of V, at three different observation probabilities of receiving com-
mands (Pol = 0.5, 0.6, and 0.7) are computed using various solution
methods of pPoMDP. The result of V, is shown in Tab. 4. The values
of Incremental Pruning and SARSOP are very close to the results of
the other four methods and the results of the four methods are
the same.
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Table 4. The total expected reward of the honeypot system based on various
solution methods of POoMDP.

Methods V.(P,=0.5) V:(P,1=0.6) V.(P,=0.7)
Grid 9.850447 10.187263 10.449232
Enumeration 9.850447 10.187263 10.449232
Two Pass 9.850447 10.187263 10.449232
Witness 9.850447 10.187263 10.449232
Incremental Pruning 9.848475 10.185292 10.447260
SARSOP 9.850403 10.187213 10.449210

—— 5.3. The Analysis for the Honeypot System with Various

Observation Probabilities of Receiving Commands

The total expected reward V, of the honeypot system with var-
ious observation probabilities of receiving commands (Po1) is analysed
for the discounted poMDP over an infinite planning horizon. Grid is used
to solve the POMDP problem. It tries to approximate the value function
over an entire state space according to the estimation for a finite num-
ber of belief states on the chosen grid [31]. The following data are used
in the analysis: P,=0.6, P,=0.6, E,=1,E,=2.5, B~ 16, E=14,and -y = 0.85;
Po1=0.1,0.2,0.3, ..., 0.9. Figure 2 shows that the total expected reward
V, of the honeypot system increases as the observation probability
(Po1) of receiving commands rises. In the following sections of this
paper, the Grid method is also used in solving the pPoMDP problem.

Figure 2. The total expected reward V' of the honeypot system at various Pol.

—— 5.4. Analyses for the System with Various P, and P,
An analysis for the discounted PomDP with various P, over an
infinite planning horizon is conducted. The following data are utilised:
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P,=06,E,=1,E,=25,B;=16,E=14,and v = 0.8 5. The total expected
reward V, of the honeypot system at various P, for various Pol is
analysed and the result is shown in Fig. 3. V, increases with higher
values of P,, although the rate of increase steadily diminishes. The
increased P, provides the honeypot with more opportunities for
collecting valuable information about attackers. V, is larger when
Pol is larger.

Figure 3. The total expected reward ¥, of the honeypot system at various P,.

LetP,=0.6,E,=1,E,=25,6B;=16,E;=14,and = 0.85. The I, at various
P, for various Pol is analysed over an infinite planning horizon, and
Figure 4 shows the results. V; is higher when Po1 is higher, but the
value of ¥, when Pol = 0.1 is very close to that of ¥/, when Pol = 0.5
(if P, < 0.5). For Po1 = 0.1, ¥, falls as P, is increased from 0.1 to 0.8 and is
unchanged when P, moves from 0.8 to 0.9; for P,. = 0.5, V, decreases
as P, is increased from 0.1 to 0.6 and is unchanged as P, goes from
0.6 to 0.9; for Pol = 0.9, V, declines as P, is increased from 0.1 to 0.5,
though it does not change as P, moves from 0.5 to 0.9. There is no
significant difference in ¥, for Pol = 0.5 and Pol = 0.9 when P, changes
from 0.5 to 0.9.

Figure 4. The total expected reward V, of the honeypot system at various P,.
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—— 5.5. Analyses for the System with Various

Transition Rewards

Analyses for the honeypot system with various transition
rewards over an infinite planning horizon are performed. The fol-
lowing data are utilised: P,= 0.6, P,= 0.6, E,= 1, E,= 2.5, E;= 14, and
¥ = 0.85. The total expected reward V; at various P, for various Pol
is analysed, and the results are shown in Fig. 5. V; initially increases
slightly (B; < 14) and then more rapidly (B; > 14) with the increase of
B,. V, for various Po1(0.1, 0.5, and 0.9) is the same when B, = 10, 11, and
12.V,is the same for Pol = 0.1 and 0.5 when B; = 13. When Bi > 13, V,is
larger if P, is larger.

Figure 5. The total expected reward V] of the honeypot system V; at various B;.

LetP,= 0.6, P,=0.6, E,= 1, E,= 2.5, B;= 16, and = 0.85. The total
expected reward V, at various E, for various Pol is analysed over an
infinite planning horizon and Figure 6 shows the results. V, decreases
when E; is increased from 12 to 16. V, is the same for Po1 = 0.1 and
0.5 as E,rises from 17 to 20. It is the same for all the three values of
P01(0.1, 0.5, and 0.9) when E, goes from 19 to 20.

Figure 6. The total expected reward V, of the honeypot system at various E|.
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—— 6. Conclusion

The mbp-based predictive modelling for the honeypot sys-
tem has demonstrated that the model and algorithms in this paper
are suitable for performing analyses over both a finite planning
horizon and an infinite planning horizon (for a discounted mppr), and
that they are effective at finding an optimal policy and maximizing
the total expected rewards of the states of the honeypot system. The
results of the total expected reward using Gauss-Seidel’s algorithm
of v1, PI, and LP are the same, and the result of Q-learning is very
close to the same result, indicating the mbp model created in this
paper is valid and that the model parameters are suitable.

In the predictive modelling of the honeypot system based on the
discounted POMDP over an infinite planning horizon, the total expect-
ed reward V; of the honeypot system increases with the increase of
the observation probability of receiving commands (Pol). It also
rises as P, is increased or B, is increased. The increased P, leads to
more opportunities for the honeypot to collect valuable information
about attackers. As P, increases, V, declines at first and then levels
out. As E, increases, V, decreases by successively smaller amounts
until it eventually flattens out.

Declaration of Competing Interest
The authors in this paper do not have any competing interest.

Data availability
No database or dataset was used or generated in the research of
this article.

Acknowledgments
This paper is based upon work supported by Mississippi State
University (Msu) in the usA.

—— References
m McKenzie, T. M. (2017). Is Cyber Deterrence Possible?, Air University Press.
[2] S. Srujana, P. Sreeja, G. Swetha, H. Shanmugasundaram, “Cutting edge technol-

ogies for improved cybersecurity model: A survey,” International Conference on
Applied Artificial Intelligence and Computing (ICAAIC), 2022, pp. 1392-1396.

www.acigjournal.com - ACIG,VOL.2,N0.1,2023 - DoOI:10.5604/01.3001.0016.2027

47



Lidong Wang — Reed Mosher ____ Patti Duett ___ Terril Falls

E ACIG

APPLIED
CYBERSECURITY
&INTERNET
GOVERNANCE

[31

[4]

[5]

[6]

[7]

[8]

[9]

[10]

[11]

[12]

[13]

[14]

L. Vokorokos, A. Pekar, N. Adam, P. Darényi, “Yet another attempt in user authen-

tication,” Acta Polytechnica Hungarica, vol. 10, no. 3, pp. 37-50, 2013.

J. Pal8a, J. Hurtuk, E. Chovancova, M. Havira, “Configuration honeypots with an
emphasis on logging of the attacks and redundancy,” IEce 20th Jubilee World
Symposium on Applied Machine Intelligence and Informatics (sami), 2022, pp.
000073-000076, doi: 10.1109/5AM154271.2022.9780801

F. Franzen, L. Steger, J. Zirngibl, P. Sattler, “Looking for honey once again: Detecting
RDP and sMB honeypots on the Internet,” IEEE Looking European Symposium on

Security and Privacy Workshops (EuroS&pw), 2022.

M. Boffa, G. Milan, L. Vassio, I. Drago, M. Mellia, Z.B. Houidi, “Towards NLP-based
processing of honeypot logs,” IEEe European Symposium on Security and Privacy
Workshops (EuroS&pw), 2022, pp. 314-321

Z. Shamsi, D. Zhang, D. Kyoung, A. Liu, ,Measuring and Clustering Network
Attackers using Medium-Interaction Honeypots,” in 1EEe European Symposium
on Security and Privacy Workshops (EuroS&pw), 2022, pp. 294-306.

X. Liu, H. Zhang, S. Dong, Y. Zhang, ,Network Defense Decision-Making Based on
a Stochastic Game System and a Deep Recurrent Q-Network,” Computers & Security,
vol. 111, p. 102480, 2021, doi: 10.1016/j.cose.2021.102480.

H. Itoh, H. Nakano, R. Tokushima, H. Fukumoto, ,A Partially Observable Markov
Decision Process-Based Blackboard Architecture for Cognitive Agents in Partially
Observable Environments,” IEee Transactions on Cognitive and Developmental
Systems, 2020, doi: 10.1109/7¢Ds.2020.3034428.

M. Haklidir, H. Temeltas, ,Guided Soft Actor Critic: A Guided Deep Reinforcement
Learning Approach for Partially Observable Markov Decision Processes,” IEEE
Access, vol. 9, pp. 159672-159683, 2021, doi: 10.1109/AcCESS.2021.3131772.

A.R. Cassandra, ,A Survey of POMDP Applications,” 2003. [Online]. Available: http://

www.cassandra.org/arc/papers/applications.pdf. [Accessed: Nov. 27, 2022].

O. Hayatle, H. Otrok, A. Youssef, ,A Markov Decision Process Model for High
Interaction Honeypots,” Information Security Journal: A Global Perspective, vol. 22,
no. 4, pp. 159-170, 2013.

M. Mohri, A. Rostamrdeh, A. Talwalkar, Foundations of Machine Learning.

Cambridge, Massachusetts: MIT Press, 2012.

M.A. Alsheikh, D.T. Hoang, D. Niyato, H.P. Tan, S. Lin, ,Markov Decision Processes

with Applications in Wireless Sensor Networks: A Survey,” IEEE Communications

www.acigjournal.com - ACIG,VOL.2,N0.1,2023 - DoOI:10.5604/01.3001.0016.2027

48



Predictive Modelling of a Honeypot System Based on a Markov Decision Process...

E ACIG

APPLIED
CYBERSECURITY
&INTERNET
GOVERNANCE

[15]

[16]

[17]

[18]

[19]

[20]

[21]

[22]

[23]

[24]

[25]

Surveys & Tutorials, vol. 17, no. 3, pp. 1239-1267, 2015, doi: 10.1109/
COMST.2015.2420686.

Y. Chen, J. Hong, C.C. Liu, ,Modeling of Intrusion and Defense for Assessment
of Cyber Security at Power Substations,” IEEE Transactions on Smart Grid, vol. 9,
no. 4, pp. 2541-2552, 2018.

R.S. Sutton, A.G. Barto, Reinforcement Learning: An Introduction. Cambridge,

Massachusetts: MIT Press, 2018.

M. van Otterlo, ,Markov Decision Processes: Concepts and Algorithms,”
in Reinforcement Learning: Adaptation, Learning, and Optimization, vol. 12,
M. Wiering and M. van Otterlo, Eds. Berlin, Heidelberg: Springer, doi:
10.1007/978-3-642-27645-3_1.

M. van Otterlo, M. Wiering, ,Reinforcement Learning and Markov Decision
Processes,” in Reinforcement Learning: Adaptation, Learning, and Optimization,
vol. 12, M. Wiering and M. van Otterlo, Eds. Berlin, Heidelberg: Springer, pp. 3-42,
doi: 10.1007/978-3-642-27645-3_1.

O. Sigaud, O. Buffet, Markov Decision Processes in Artificial Intelligence. Hoboken,

New Jersey: John Wiley & Sons, 2013.

S.J. Majeed, M. Hutter, ,On Q-learning Convergence for Non-Markov Decision
Processes,” in Proceedings of the International Joint Conference on Artificial
Intelligence (1ycAl), pp. 2546-2552, 2018, doi: 10.24963/ijcai.2018/353.

E. Zanini, Markov Decision Processes. Berlin, Heidelberg: Springer, 2014.

Y. Liu, H. Liu, B. Wang, ,Autonomous Exploration for Mobile Robot Using
Q-Learning,” in Proceedings of the 2nd International Conference on Advanced Robotics
and Mechatronics (ICARM), 2017, pp. 614-619, doi: 10.1109/1CARM.2017.8273233.

G.E. Monahan, ,State of the Art-A Survey of Partially Observable Markov Decision
Processes: Theory, Models, and Algorithms,” Management Science, vol. 28, no. 1,
pp. 1-16, 1982, doi: 10.1287/mnsc.28.1.1.

M.L. Littman, A.R. Cassandra, L.P. Kaelbling, ,Efficient Dynamic-Programming
Updates in Partially Observable Markov Decision Processes,” Department of

Computer Science. Providence, Rhode Island: Brown University, ¢s-95-19, 1995.

J. Stuart, P. Norvig, Artificial Intelligence: A Modern Approach, London: Pearson,
3rd ed., 2010.

www.acigjournal.com - ACIG,VOL.2,N0.1,2023 - DoOI:10.5604/01.3001.0016.2027

49



Lidong Wang — Reed Mosher ____ Patti Duett ___ Terril Falls

E ACIG

APPLIED
CYBERSECURITY
&INTERNET
GOVERNANCE

[26]

[27]

[28]

[29]

[30]

[31]

H. Kurniawati, D. Hsu, W.S. Lee, ,Sarsop: Efficient Point-Based PoMDP Planning
by Approximating Optimally Reachable Belief Spaces,” in Robotics: Science and
Systems, 2008.

J. Pineau, G. Gordon, S. Thrun, ,Point-Based Value Iteration: An Anytime Algorithm
for POMDPS,” in Proceedings of the International Joint Conference on Artificial
Intelligence (yca1), vol. 3, pp. 1025-1032, 2003.

E.J. Sondik, The Optimal Control of Partially Observable Markov Processes. Stanford,
California: Stanford University, 1971.

N.L. Zhang, W. Liu, ,Planning in Stochastic Domains: Problem Characteristics
and Approximation,” Department of Computer Science. Hong Kong: Hong Kong

University of Science and Technology, HKUST-C596-31, 1996.

A.R. Cassandra, M.L. Littman, N.L. Zhang, ,Incremental Pruning: A Simple, Fast,
Exact Method for Partially Observable Markov Decision Processes,” arXiv preprint
arXiv:1302.1525, 2013.

R.I. Brafman, ,A Heuristic Variable Grid Solution Method for pOomMDPs,” in

Proceedings of the AAAI/IAAL, 1997, pp. 727-733.

www.acigjournal.com - ACIG,VOL.2,N0.1,2023 - DoOI:10.5604/01.3001.0016.2027

50



	_GoBack
	Letter from the Editor-in-Chief
	Structured Field Coding and its Applications to National Risk and Cybersecurity Assessments
	William H. Dutton | Oxford Martin School, Oxford University, UK, ORCID: 0000-0002-0141-6804
	Ruth Shillair | Department of Media & Information Studies, Michigan State University, USA, ORCID: 0000-0003-0341-9096
	Louise Axon | Department of Computer Science, Oxford University, UK,ORCID: 0000-0001-5979-7630
	Carolin Weisser | Harris Global Cyber Security Capacity Centre, Oxford University, UK

	Artificial Immune Systems in Local and Network Cybersecurity: An Overview of Intrusion Detection Strategies
	Patryk Widuliński | Faculty of Electronics and Computer Science,Koszalin University of Technology, Poland, ORCID: 0000-0001-7258-3522

	Shielding the Spanish Cyberspace: An Interview with Spain’s National Cryptologic Centre (CCN)
	Rubén Arcos | University Rey Juan Carlos, Madrid, Spain, ORCID: 0000-0002-9665-5874

	Examining Supply Chain Risks in Autonomous Weapon Systems and Artificial Intelligence
	Austin Wyatt | RAND Australia, ORCID: 0000-0003-1901-8019

	Cyberwarfare against Critical Infrastructures: Russia and Iran in the Gray Zone
	Guillermo López-Rodríguez | Department of Political Science and Public Administration, University of Granada, Spain, ORCID: 0000 – 0001 – 8704 – 9007

	The Russia-Ukraine Conflict from 2014 to 2023 and the Significance of a Strategic Victory in Cyberspace
	Dominika Dziwisz | Jagiellonian University, ORCID: 0000-0002-5837-3446
	Błażej Sajduk | Jagiellonian University, ORCID: 0000-0002-2974-8173

	Tell Me Where You Live and I Will Tell Your P@Ssw0rd: Understanding the Macrosocial Variables Influencing Password’s Strength
	Andreanne Bergeron | GoSecure; University of Montreal, Canada,ORCID: 0000-0001-9013-6662

	Trust Framework on Exploitation of Humans as the Weakest Link in Cybersecurity
	Protection of the EU’s Critical Infrastructures: Results and Challenges
	Robert Mikac | Faculty of Political Science, University of Zagreb, Croatia, ORCID: 0000-0003-4568-6299

	Regulating Deep Fakes in the Artificial Intelligence Act
	Mateusz Łabuz | Ministry of Foreign Affairs of the Republic of Poland, Chemnitz University of Technology, Germany, ORCID: 0000-0002-6065-2188

	Creating a Repeatable Nontechnical Skills Curriculum for the University of Southern Maine (USM) Cybersecurity Ambassador Program (CAP)
	Lori L. Sussman | Department of Technology, University of Southern Maine, USA, ORCID: 0000-0003-3667-0340
	Zachary S. Leavitt | Department of Technology, University of Southern Maine, USA, ORCID: 0000-0003-3667-0340


