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Abstract
The article explores Russian engagement in cyberspace 

during the conflict with Ukraine. Many experts have been surprised 
not only by the lack of coordination between offensive military oper-
ations in cyberspace and other domains, but also by the absence of 
significant cyberattacks. The central argument revolves around the 
perceived inadequacy of Russian capabilities. However, the authors 
contend that such an assessment is flawed and stems from the 
imposition of Western expectations onto a non-Western actor. They 
argue that the Russians’ employment of cyberspace not only aligns 
with their strategic culture but also represents a continuation of their 
utilisation of cyber as a tool for disinformation, which was previously 
observed during the war with Georgia in 2008 and the initial phase 
of the conflict with Ukraine in 2014. The aim of the article is threefold. 
Firstly, it discusses the Western strategic discourse regarding the 
potential use of cyberspace in warfare. In contrast to the position of 
Western experts, the second part of the article presents the Russian 
approach. The third section describes how the application of Russian 
cyber warfare concepts has played out in practice during the conflict 
in Ukraine.
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1.	 Introduction

D uring the 2013 gathering of high-ranking Russian 
and US defence officials, General Nikolai Makarov 

derided the absence of information warfare in the mission of US 
Cyber Command (USCYBERCOM) [1]. In a bold speech, he told his coun-
terparts, “One uses information to destroy nations, not networks” 
and suggested that the Americans’ lack of emphasis on information 
warfare demonstrated their ignorance. This incident served as a clear 
indication of Russia’s cyberspace priorities, as subsequently reflected 
in their strategic documents and implemented during the Ukraine 
conflict in 2022.

Despite the ongoing war in Ukraine, significant breakthroughs on 
the battlefield resulting from cyberattacks have yet to materialise. 
During the Russian-Ukrainian conflict, many experts have expressed 
surprise at the lack of offensive cyber actions. However, an analysis of 
cyberattacks since 2014 indicates that the Russians never considered 
cyberspace as a decisive domain for offensive actions [2], [3], [4]. 
From 2000 to 2020, Russia primarily focused on intelligence activities. 
Approximately 61% of attributed incidents were centred on the acquisi-
tion of information rather than disruption or degradation of adversary 
systems [5]. Furthermore, coordination between cyber operations and 
military actions has not unfolded as expected. In contrast to initial 
attempts to synchronise cyber and kinetic forces at the beginning of 
the war, we now observe the independent use of these two Russian 
capabilities [2]. This discrepancy may be attributed to the different 
objectives assigned to Russian cyber operations and kinetic invasions. 
Cyber operations focus on information warfare, including disinforma-
tion, propaganda, and subversion, while kinetic actions aim to acquire 
territory. As a result, it can be deduced that the highly anticipated 

“cyber Pearl Harbor” event is unlikely, and Russia’s performance in 
cyber warfare is not worse than expected. This is primarily due to the 
fact that cyber weapons are not suited to circumstances in Ukraine.

The article reviews opinions regarding the role of cyberspace in 
Russian strategy. Attention was drawn to the divergent understand-
ing among Western experts regarding the strategic utilisation of 
cyberspace by the Russians. This discrepancy contradicted both 
earlier assessments and actual Russian actions, starting from the 
attacks on Estonia in 2007.

Consequently, the following research hypotheses have been adopted:

H1:	� A different understanding of the use of cyberspace for 
strategic purposes, compared to the Russian perspective, 
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led to the formation of numerous inaccurate expectations 
and forecasts regarding cyberspace use during the war 
in Ukraine.

H2:	� Cyberspace did not effectively serve Russia’s objective of 
territorial acquisition in Ukraine, because it is better suited 
as a domain for operating in the grey zone, specifically for 
informational purposes.

H3:	� Cyberspace was mostly utilised by the Russians in the ini-
tial phase of the war to deploy offensive weapons against 
Ukrainian command and control systems, as well as mas-
sive malware attacks.

To investigate these hypotheses, the authors conducted a detailed 
analysis of assumptions and predictions on significance of cyber-
space use for strategic objectives.

To conduct the study, a registry and database were developed, 
containing scientific articles, public writings, as well as reports from 
official think tanks and governments concerning the strategic use of 
cyberspace by the Russian Federation, with particular emphasis on 
publications related to cyber activities accompanying the conflicts in 
2014 and 2022. Based on this, a study of source material was carried 
out using a critical analysis method.

This paper will proceed as follows: The first section describes Western 
perceptions of cyberspace use during conflicts, starting from the 
cyber Pearl Harbor and ending with actions below the threshold of 
war. The second section discusses the Russian strategic discourse 
on the role of cyberspace during conflict and warfare. The third part 
deals with the issue of Russian offensive actions in cyberspace and 
their role in achieving strategic victory.

2.	 Western Strategic Discourse: From Cyber 
Pearl Harbor to the Cyber Grey Zone
War is a legally and morally exceptional state of affairs, well 

defined on the grounds of international law. However, predictions 
about the future of war follow narratives and intellectual trends. 
Various manifestations of war, e.g. hybrid war, cyberwar, grey zone 
confrontation, come to the forefront of academic debate when social 
circumstances become favourable. Moreover, the development of 
cyberwar-related topics has resulted in a division within the field 
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between “alarmists” who view cyber power as crucial in modern stra-
tegic affairs and “sceptics” who believe that cyber power possesses 
less potency. The multitude of views regarding the potential use of 
cyberspace in warfare, as well as the ambiguity surrounding the ter-
minology employed, may lead to, among others, a misunderstanding 
of Russian operational concepts.

The warning issued by US Defence Secretary Leon E. Panetta in 2012 
about an unavoidable “cyber Pearl Harbor”, an attack that would 
cause physical destruction and loss of life, influenced the under-
standing of conflicts in the digital realm, where the sole alternative 
to cyberwar is cyberpeace [1]. Since then, “exaggeration” has become 
an important characteristic of the cyberwar discourse (for example, 
exaggerating the effect of cyberattacks on Estonia in 2007 or the 
Russian invasion of Georgia in 2008) [6]. This concept found fertile 
ground, especially among high-ranking US military officials, particu-
larly as a means to rationalise heightened investment in cybersecu-
rity. In an unclassified memorandum dated 23 March 2012, General 
Keith Alexander provided a strategic assessment for operating in 
cyberspace and “Preventing a Pearl Harbor Environment” [7]. He 
shared his viewpoint on the potential occurrence of a cyber “Pearl 
Harbor” and delved into the perils associated with failures in the 
realm of cyberspace. This analogy and metaphor quickly caught 
on, not only in official speeches by government officials but also in 
media coverage, where they were uncritically repeated. It also heav-
ily influenced the global discourse on cybersecurity and strategic 
planning in the early 2000s [8]. However, this circumstance was not 
without adverse repercussions. The ease of using catchy metaphors 
in discussions about war encouraged the unquestioned expansion 
of a reasoning that appears effective in theory but lacks explanatory 
capability in practice. Those who overlook this tendency are prone 
to rely on metaphors to do their thinking for them [9].

The widespread adoption of terminology such as “cyber-doom”, “pow-
er grid shutdown”, “shock and awe”, and “worst-case scenarios” also 
garnered support from some researchers, particularly leading up to 
and during the onset of the Russian-Ukrainian war. Jason Healey, the 
former Director of the Atlantic Council’s Cyber Statecraft Initiative, 
predicted that “it will be the first time a state with real capabilities is 
willing to take risks and put it all on the line” [10], and that “a Russian 
cyber offensive might have far more impact on the battlefield, more 
coercive power, more lethal and widespread effect than many 
doubters would expect” [11]. William Courtney and Peter A. Wilson 
of the RAND Corporation wrote that a Russian invasion would “likely 
employ massive cyber and electronic warfare tools and long-range 
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PGMs to create ‘shock and awe,’ [and] causing Ukraine’s defences or 
will to fight to collapse” [12]. Keir Giles of Chatham House believes 
that “a destructive cyber onslaught could target military command 
and control systems or civilian critical infrastructure and pressure 
Kyiv into concessions and its friends abroad into meeting Russia’s 
demands” [13]. NATO analysts David Cattler and Daniel Black assert 
that “cyber-operations have been Russia’s biggest military success 
to date in the war in Ukraine” [14]. Despite some limitations, Russian 
cyberattacks on Ukrainian government and military command 
centres, logistics, emergency services, and crucial facilities such 
as border control stations were completely aligned with a strategy 
known as “thunder run”, aimed at generating chaos, confusion, and 
uncertainty, and ultimately to prevent a costly and prolonged war in 
Ukraine. It is worth noting that Russian cyber-units have showcased 
their capability to achieve success with minimal prior warning and 
guidance, despite the significant challenges impeding Russia’s mili-
tary endeavours [14].

Despite these radical predictions, cyber operations don’t appear 
to be playing a decisive role on the Russian-Ukrainian battlefield. 
Since the beginning of the war, various, sometimes contradictory, 
analyses have been published regarding use of the cyberspace in 
this conflict. However, most experts agree on one aspect – cyber 
operations did not significantly contribute to achieving Moscow’s 
campaign objectives. James Lewis from CSIS writes that “the so-far 
inept Russian invasion, where cyber operations have provided little 
benefit, raises questions about the balance between defence and of-
fense in cyberspace, the utility of offensive cyber operations, and the 
requirements for planning and coordination” [3]. Jon Bateman from 
the Carnegie Endowment for International Peace states that “Russia’s 
cyber operations in Ukraine have apparently not had much military 
impact”, and even goes so far to describe it as “Russia’s humbling 
experience” [15]. On the other hand, John Hultquist from Mandiant 
points out that “many of these attacks carried out were designed 
to affect the civilian populace rather than any military targets” [16]. 
Marcus Willetta from IISS was surprised that “Russia’s invasion of 
Ukraine in 2022 did not appear to be accompanied from the outset 
by Russian cyber operations aimed at extensively disabling Ukraine’s 
critical national infrastructure” [4].

Microsoft wrote about the “limited impact” of cyber operations and 
the sharp decline in their intensity and pace already at the beginning 
of March 2022 [4]. Researchers Nadiya Kostyuk and Erik Gartzke say 
that “while Russia has conducted some cyber operations in Ukraine, 
both in the lead-up to and after the February invasion, these have 
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neither supplanted nor significantly supplemented conventional 
combat activities” [2].

There are several factors that can explain the lack of spectacular 
successes by the Russians in cyberspace, including a lack of flexibility 
in army management, the desire to avoid risks associated with the 
uncontrolled spread of attacks to other countries, the plan for a swift 
victory in the early weeks of the war without the need to utilise cyber 
capabilities [18], as well as the lack of coordination between cyber and 
kinetic operations [2]. There are also voices suggesting that Russian 
military strategists set the bar too high for cyber operations, basing 
their planning on observations from wars fought in the 1990s and the 
beginning of the current century, without adapting them to the condi-
tions of total war [19]. There was a lack of ideas (and possibly processing 
power or capability) for coordinating actions across different domains of 
warfare. Despite attempts in the early weeks of the invasion, currently, 
we can only observe independent utilisation of Russian capabilities [17].

However, another explanation for the absence of a cyber Pearl 
Harbor cannot be ruled out. Namely, that from the very beginning, 
the Russians did not plan for wide-scale use of direct cyber capabil-
ities against critical infrastructure objects, not due to a lack of such 
capabilities, but rather because of other strategic assumptions that 
perceive the cyberspace as most useful for achieving informational 
objectives. If this is the case, Russia may have different strategic 
goals for the use of cyberspace. This also fits into the current decline 
in popularity of the term “cyberwar”, as multiple non-military per-
spectives on understanding cyberpower are emerging. A review of 
the state of the art has shown that competition below the threshold 
of armed aggression is constantly gaining in importance. The empha-
sis on activities in the grey zone appears in, e.g. strategic documents 
of the largest cyber rivals – the US, Russia and China – but also in 
national security strategies of other countries, including Australia, 
Germany, Great Britain, and Indonesia [20]. The most contemporary 
approach perceives cyberpower mostly as a form of intelligence 
activity [21] and cyberpower exercises as a state of “unpeace” [22], 
an equivalent of the terms: “grey zone” between war and peace [23], 
[24] (the most popular), “non‐war military activities” [25],“warfare 
during peacetime” [26], [27], “subliminal aggression”, “persistent 
cyberspace confrontation”, or “non-war” [20], [28]. All these terms 
refer to actions below the threshold of armed aggression and usu-
ally cover the entire spectrum of possible actions, not only those 
in cyberspace. Therefore, besides deriving offensive and defensive 
strategies from the study of war, in practice, cyber conflict has been 
low in intensity, remaining below the threshold of armed conflict [21].
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However, the ongoing war confirms that the unquestionable benefits 
of cyber operations during a conflict below the threshold of war lose 
significance when the conflict becomes “hot”. The key advantage of 
cyber actions, or attribution – the clear indication of the attacking 
entity in cyberspace – loses significance when both sides are already 
in physical confrontation, and their mutual intentions are clear. In 
other words, deniability and ambiguity, which define grey zone 
conflicts, do not apply during times of war.

One of the advantages of conducting hostile operations in cyber-
space is the ease of disrupting enemy information exchange, which 
can be more effectively achieved, for example, through missile 
attacks on telecommunication infrastructure elements. The third 
advantage is their non-territorial nature, meaning they can be car-
ried out from any location on Earth, but this loses significance when 
kinetic targets can be attacked throughout the enemy’s territory, as 
the Russians are doing by targeting objectives across Ukraine. In 
the current phase of the war, Russia continues to utilise cyberspace 
to conduct operations in the grey zone against states supporting 
Ukraine. As a result, one can expect an intensification of disinfor-
mation and intelligence activities. This is reflected in opinions from 
Microsoft experts, who indicate that hostile Russian actions aimed 
at states supporting Ukraine primarily have an intelligence character. 
For instance, the attacks targeting Polish entities were not intended 
to damage systems as much as to gather information about the 
logistics process related to providing assistance to Ukraine.

Despite the aforementioned factors, which prevent categorising 
current cyber activities of the war as “grey zone” actions, the tech-
niques employed in Ukraine remain similar to those utilised prior to 
24 February 2022, once the element of surprise is excluded.

3.	 Russian Strategic Discourse – 
Information as a Weapon
To comprehensively grasp the broader context of Russian 

activities in cyberspace during the war with Ukraine, it becomes 
imperative to delve into how Russia defines and assigns significance 
to these activities at a strategic level. Undoubtedly, perception of 
this role is influenced by a longstanding tradition rooted in the 
development of doctrines pertaining to the active utilisation of intel-
ligence and subversive operations, tracing back to the eras of Tsarist 
Russia and the Soviet Union. Russia’s modern armed forces exhibit 
a creative continuity of this tradition. The very notion of “information 
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warfare” can be viewed as a natural extension of concepts formulat-
ed in the 1920s regarding active intelligence and counterintelligence. 
As posited by Jolanda Darczewska, this concept signifies “not so much 
a change in the theory of its conduct (the changes mainly relate to 
the form of its description, and not the content), but rather a clinging 
to old methods (sabotage, diversionary tactics, disinformation, state 
terror, manipulation, aggressive propaganda, exploiting the poten-
tial for protest among the local population)” [29].

Historical heritage played a significantly larger role in contemporary 
Russian military strategic thought. This is because it is influenced 
by two conflicting perspectives. According to Dimitri Minic, on one 
hand, it is shaped by arguments advocating the traditional definition 
of war as “the direct and open use of armed violence”. The opposing 
view posits that the central issue is the “bypassing of armed struggle” 
through the use of “indirect, non-armed violence”, including activities 
in the cyber sphere [30]. This duality in defining the role of non-kinet-
ic actions conducted in cyberspace (as well as the infosphere) at the 
strategic level may explain the limited role of cyber offensive actions 
during the hot phase of the conflict with Ukraine.

In addition to considering the historical context and distinctive 
strategic culture, the Russian approach to information and its role in 
achieving objectives within international politics and internal security 
is shaped and refined through numerous official documents [31]. 
These documents unequivocally indicate Russia’s awareness of being 
perceived as a threat by numerous countries. Concurrently, Russia 
is cognizant of its relatively disadvantaged position in the event of 
a confrontation with NATO. This is particularly evident in the 2021 
National Security Strategy of the Russian Federation, wherein explicit 
mention is made of foreign global internet companies that dissem-
inate disinformation and orchestrate social protests based on “the 
objective social and economic difficulties in the Russian Federation” 
[32]. Moreover, the Russian strategic culture perpetually portrays 
Russia as a besieged fortress [33], with the country’s power elite 
steadfastly believing that it faces an incessant threat of cyberattacks 
from the West, particularly NATO [34].

These factors create a foundation for the underlying assumptions 
of the Russian strategy in global competition, wherein continuous 
competition in the information domain is viewed as a permanent 
aspect of Russia’s exertion of pressure on Western states [35]. As 
a comparatively weaker actor, Russia must maintain a persistent 
and proactive approach in influencing other countries. This strategic 
outlook is operationalised at the military level through a collection 
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of concepts known as “Gerasimov’s Doctrine” [36], which was 
largely a reaction to US offensive actions, according to Moscow [37]. 
A crucial component of this doctrine is the belief in the necessity of 
conducting “active defence”, which entails employing non-military 
means and indirect approaches to maintain constant pressure on ad-
versaries [38]. The concept of “active defence” encompasses a wide 
array of activities aimed at systematically destabilising the social, 
political, and military systems of the opponent over an extended 
period, preceding any kinetic actions. Key elements for exerting this 
pressure involve non-military means utilised below the threshold of 
war, such as psychological warfare and subversion.

When discussing the evolution of warfare, Russian sources indicate 
that the current sixth generation of warfare involves “high-preci-
sion weapons based on land-air-sea”, with cyberspace assuming 
a reduced role as “informational-space support” [38]. The Russians 
classify information warfare activities into two interconnected and 
complementary categories: information operations and cyber oper-
ations (i.e. offensive operations in cyberspace as defined by NATO) 
[39]. The latter further encompasses two distinct strands: cyber-psy-
chological and cyber-technical operations. Cyber-psychological 
operations primarily leverage platforms, such as social media, to 
disseminate disinformation and propaganda, intending to exert 
long-term influence on societies and potentially destabilise hostile 
states. On the other hand, cyber-technical operations include a broad 
range of activities targeting enemy infrastructure. In the Western 
paradigm, however, greater emphasis is placed on destructive of-
fensive cyber operations targeting critical infrastructure, rather than 
information operations [40]. It is essential to note that Russian military 
terminology distinguishes their approach to information warfare, 
which extends beyond activities conducted solely during or immedi-
ately preceding kinetic warfare, in contrast to the Western approach 
that focuses on the tactical utilisation of information warfare during 
ongoing conflicts [41]. In this regard, Keir Giles astutely observed that 
the Russian term “kibervoyna” (cyber war) is only used when referenc-
ing Western thinking rather than Russian approaches [42].

During a conflict, Russia focuses on enhancing its armed forces to 
conduct strikes against critical infrastructure. However, the primary 
role of this task falls under long-range strike capabilities, specifically 
cruise and ballistic missiles, with cyber capabilities providing sup-
porting roles [43]. It is worth noting that “It remains unclear how 
cyber weapons fit into Russian thinking on strategic operations and 
SODCIT (Strategic Operation for the Destruction of Critically Important 
Targets) in particular” [43]. Despite this, artillery remains a significant 
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component in Russia’s “non-contact warfare” [38] approach, relegat-
ing cyberspace to a secondary position. According to a report from 
the RAND Corporation, “Russian military officers and analysts believe 
that augmenting capabilities in EW, space, and cyber could fully 
compensate for a lack of conventional theatre strike capacity” [44]. 
In the Russian armed forces, cyberspace is not regarded as a novel 
weapon category that fundamentally alters the nature of temporal 
activities on the battlefield. Instead, it is viewed as a tool primarily 
for subversion and enhancing its effectiveness. This perspective has 
guided the approach of the Russian Federation’s armed forces in 
recent years.

4.	 Russia’s Utilisation of Cyberspace 
During an Armed Conflict
When examining the utilisation of cyberspace in warfare, 

a crucial aspect pertains to its application during military inter-
ventions conducted by Russia against neighbouring countries. The 
Russian power elite justified these interventions as defensive actions 
aimed at safeguarding Russia through what they perceived as limit-
ed-scale defensive wars [45]. In this regard, the actions taken against 
Estonia in 2007 are particularly important, but did not cross the 
threshold of physical interference by armed forces. Additionally, the 
armed conflicts with Georgia in 2008 and Ukraine in 2014 exemplify 
Russia’s approach.

In Estonia, the pressure exerted was primarily achieved through 
successful yet temporary distributed denial-of-service (DDoS) attacks 
targeting government IT systems. However, no substantial cyber-
attacks have been officially confirmed, and experts have noted the 
absence of such attacks in Moscow’s arsenal. During the war with 
Georgia, cyber activities were predominantly ancillary to kinetic 
operations. Similar to the cyberattack on Estonia, instances of DDoS 
attacks and website defacements against official institutions were re-
ported. Nonetheless, the Georgia conflict in 2008 demonstrated that 
offensive operations in cyberspace need not occur at the “speed of 
cyber” [46]. The coordination of such operations with other domains 
poses a challenge that is difficult for most armed forces worldwide to 
manage. In the context of the Georgia conflict, Erik Gartzke astutely 
noted that Russia relied on conventional forces rather than cybernet-
ic forces to achieve success [47].

In a similar vein, during the initial phase of the conflict with Ukraine 
in 2014, the utilisation of offensive actions in cyberspace did not 
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hold significant importance in warfare [48]. Researchers and ana-
lysts posed the question: “Why was there no cyberwar in Ukraine?” 
[49]. James A. Lewis, when evaluating Russian offensive activities in 
cyberspace targeting Ukraine in 2015, observed “Cyberattacks are 
a support weapon and will shape the battlefield, but by themselves 
they will not produce victory” [50]. Subsequent cyberattacks on the 
Ukrainian power grid in 2015 and 2016 were primarily employed to 
exert pressure on Ukrainian society and the government in Kiev [51]. 
The NotPetya attack in 2017 aligns with the same logic of activities in 
the grey zone. It is important to emphasise that none of these actions 
changed the course pursued by authorities in Tallinn, Tbilisi, or Kiev. 
This fact certainly did not escape the attention of the Kremlin’s ruling 
elite. Hence, it appears that Russian expectations regarding activities 
in cyberspace are much more modest than assumed in the West, 
a notion seemingly substantiated by the progression of the Russian 
invasion of Ukraine in 2022. This is consistent with the conclusions 
drawn by analysts at CSIS in 2023: “Moscow appears to view using 
cyber operations more as a means of harassing Ukraine and support-
ing information operations than as a war-winning weapon indicative 
of the thunder run strategy (…) Cyber operations remain a weak 
coercive instrument for Moscow despite their frequent use” [52].

The shift by Russia from operations in the grey zone to a kinetic 
military operation can be explained not only by the ineffectiveness 
of such actions but also by Russia’s increased assertiveness in 
international relations over the past decade and Vladimir Putin’s 
growing acceptance of higher risk levels, particularly in actions 
directed against Russia’s immediate surroundings [53]. Additionally, 
Tor Bukkvoll highlights that Putin’s willingness to take on more risk 
stems from the “prospect theory”, which posits that individuals who 
fear losses are more inclined to engage in risky actions compared 
to those pursuing profit [54]. Consequently, it can be assumed that 
the fear of conflict escalation did not constrain Russian activities in 
cyberspace, and if Russia possessed effective cyber weapons, they 
would have undoubtedly been employed already. The level of tactical 
planning is evident in Russian actions, as the dominant attack tools 
were modified and gradually adapted in preparation for the impend-
ing invasion. Kenneth Geers noted in this regard that the beginning 
of 2022 witnessed a prevalence of defacement attacks, followed by 
intensified distributed denial-of-service (DDoS) attacks just before 
the invasion, and massive-scale malware usage during the kinetic 
phase of the operation [55].

Equally important in understanding the role of cyberspace activities 
in kinetic conflicts is Russia’s extensive employment of malware. 

150

Dominika Dziwisz    Błażej Sajduk



www.acigjournal.com    ACIG, VOL. 2, NO. 1, 2023    DOI: 0.60097/ACIG/162842

Microsoft has identified at least eight families of malware utilised in 
the initial weeks of the attack [56]. However, determining the extent 
of their coordination with kinetic assaults poses challenges [15]. This 
aligns with the fact that cyberspace activities are subject to limita-
tions that require a choice between mutually exclusive attributes 
such as speed, intensity, or control. Lennart Maschmeyer referred 
to this predicament as the subversive trilemma [57]. It appears that 
Russia, in this trilemma, prioritised intensity at the expense of the 
other factors, recognising that leaving the grey zone would hinder 
their ability to maintain coordinated speed between cyberspace ac-
tivities and operations in other domains. Similarly, they relinquished 
the control component. Nonetheless, these limitations restrict the 
ability of cyber operations to successfully produce independent 
strategic utility. Herbert Lin suggests that a potential solution could 
involve increasing the scale of cyberattacks at the expense of quality, 
selecting tactics that “go forth and damage Ukrainian institutions 
that provide government, military, and economic functions, that 
inform the Ukrainian public, or that constitute Ukrainian critical 
infrastructure” [58]. However, this approach has its limitations, 
as the Russians were unable to sustain the same intensity after 
the initial phase of cyberattacks from January to April 2022 [59]. 
The offensive role of cyberspace activities was likely constrained, 
partly because the Russians focused on psychological impact and 
information warfare, inadvertently exposing their covert access to 
Ukrainian IT systems, which could have adverse consequences for 
future offensive cyber operations. This suggests that this strategy 
might make it impossible to reue vulnerabilities and accesses gained 
during grey zone operations in a full-scale war, as the adversary 
may update their systems and bolster defences [61]. However, this 
may indicate a deliberate Russian prioritisation of grey zone conflict 
characteristics in cyberspace. The extensive use of malware resulted 
in some targets being infected with both malware and subjected to 
kinetic attacks, which could create the illusion of a partial correlation 
between offensive cyberspace and kinetic actions. This raised doubts 
among certain Western experts [17]. Nevertheless, it is evident that 
even if highly coordinated, the impact of cyberspace activities on 
the overall course of the war has thus far been limited. Despite the 
increased number of Russian cyberattacks in the initial phase, most 
proved unsuccessful: “only 29 percent of the attacks breached the 
targeted networks – in Ukraine, the United States, Poland and the 
Baltic nations (…) only a quarter of those resulted in data being 
stolen” [62].

It is noteworthy that the Russians did not show significant interest in 
synchronising their state-of-the-art electronic warfare systems with 
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other types of weapons. Jack Watling and Nick Reynolds observed 
that “Interestingly, there is minimal interest among Russian crews in 
synchronising these effects with other activities or with deconflicting 
their effects” [63]. This lack of synchronisation may have followed 
a similar logic in the use of offensive cyberspace activities. The 
objective was to deploy malware extensively without attempting 
to achieve deep synchronisation across different domains. Such 
a course of action aligns with the principles of Russian warfare, which 
place importance on the initial phase of war, preemptive measures 
[64], and information operations conducted in the grey zone.

Conclusions
The shortcomings of the Russian army during the so-called 

Special Operation against Ukraine launched in February 2022 can be 
observed with the naked eye. However, in the cyber domain, there 
was one exception, indirectly indicating Russia’s high offensive ca-
pabilities. Expert attention focused on the sole officially confirmed 
and successful offensive cyberattack on Viasat, a satellite internet 
provider. The objective of this attack was to undermine the Ukrainian 
military’s command and control system (C2). Notably, this attack oc-
curred just hours before the invasion commenced, garnering interest 
from Western analysts as an example of cross-domain coordination. 
While the internet blockade posed difficulties in defending Kiev 
during the early days of the war, it did not grant Russia enough of 
a military advantage to capture the Ukrainian capital or significantly 
influence the course of the conflict. The absence of other document-
ed instances of effective Russian cyber operations during this conflict 
makes it easier to interpret Russian failures in cyberspace as part of 
the overall bardak within Russia. However, it appears that Russian 
strategic goals in cyberspace were much more modest than what 
Western experts had imagined.

The text argues that this is because the Russians acted in accordance 
with their strategic culture, wherein information warfare is crucial for 
hybrid warfare, but not instrumental in gaining territory. Offensive 
actions in cyberspace may hold tactical significance but lack strategic 
importance. The concept of cyberwar, as envisioned by Western 
analysts, involving offensive actions against the enemy’s critical 
infrastructure during kinetic warfare, did not materialise. This was 
evident not only in 2022 but also in earlier conflicts such as the 2008 
war with Georgia and the 2014 armed conflict with Ukraine. Russian 
offensive activities in cyberspace aimed at achieving strategic victory 
primarily involved mass malware attacks in the initial phase, but later 
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shifted towards intelligence activities and disinformation campaigns. 
Decisive cyberattacks are not the most important element of this 
strategy. It seems that Russia acknowledges the limited role of cy-
berspace in kinetic warfare, primarily focusing on intelligence and 
subversion, assigning more significance to it. And it will most likely 
stay that way in the future.
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