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—— Abstract

Much of the cyber conflict literature is heavily focused on
state-on-state cyber conflict. Yet, data is available indicating that the
most vulnerable are the non-state actors who comprise civil-society
organisations, religious, cultural, or political minorities who seek ref-
uge in diaspora communities. The communities and individuals who
seek refuge in third-party nations with more permissive legal envi-
ronments are increasingly being targeted by the regimes in their
origin states via cyber means. These attacks meant to safequard
the ‘sovereignty’ or will of the attacking (home) nation, undermine
the sovereignty and security of the harbouring nation, and the
rights of the people residing within it. This analysis examines how
cyber conflict extending across borders, but not targeting foreign
governments, is an increasingly common and pernicious phenom-
enon. These attacks are clandestine in nature and meant to under-
mine domestic adversaries residing abroad. This paper examines
why and how states target these populations and the implications
of these attacks on host nation sovereignty. The analysis seeks to
expand the cyber conflict literature by presenting data and cases on
cyber conflicts targeting the weakest members of the global com-
munity, those seeking refuge from oppressive regimes.
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—— 1. Shifting the Focus

yberspace is often referred to as a global domain. This

global nature that connects and facilitates the creation
of ad hoc networks that is both the source of its value and its threat to
nation states. Much of the literature on cyber conflict focuses on state-
on-state [1-4] or even proxy actors operating on behalf of the state
[5, 6]. Yet when the black box of the state is opened, and the level of
analysis shifts downward, therein resides a category of actors who are
frequently overlooked within discussions of state-on-state cyber con-
flict. These actors comprise human and democracy rights activists, dis-
sidents, non-national political opposition figures, and others who are
often forced to seek refuge outside their home states but are none-
the-less subject to external exertions of state power via networked
technologies. While the connectivity of cyberspace has enabled new
forms of conflict [7, 8] and intelligence [9, 10], a smaller group of schol-
ars has focused on the impact of evolving digitally networked actors
who frequently become the targets of states but are not states them-
selves [11-16]. Broadly, this category of actors constitutes what is best
termed as digitally enabled civil society actors residing in third-party
states. These actors have long been targeted by the state outside of
digital spaces [17, 18]. Yet the rise of connected networked digital tech-
nologies has provided foreign states new tools to target individuals
deemed to be threats to national security. At the same time, these indi-
viduals are frequently unprepared and unable to maintain a level of
digital security commensurate with the threats they face.

Understanding the threats that refuge-seeking civil society actors
face in third-party nations constitutes a critical and underexamined
area of cyber conflict studies. The targeting of these individuals
undermines norms of sovereignty, results in violations of human
rights, and poses spillover risks that threaten both the national
security of the host state and its citizens. This analysis examines the
concept of sovereignty in cyberspace and the logic of state actions
within the context of transnational digital repression. The paper
asks three related research questions: why are states so willing to
engage transnational targeting; how do they conduct this targeting;
and does the extraterritorial targeting of individuals in cyberspace
constitute a violation of established norms of sovereignty? This
paper answers these three questions through an examination of
the logic of extraterritorial targeting, case examples of targeting,
and secondary source data analysis on the use of cyber-enabled
means to target nationals residing in foreign jurisdictions.

The paper proceeds in three sections below. The first section exam-
ines why nations engage in transnational digital repression against
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non-state actors. The second section examines how nations engage
in transnational digital repression. This section uses cases and data
to demonstrate both how individuals and groups are targeted and
reinforces why these groups are targeted. The final section draws
the why and how together and builds an argument for understand-
ing transnational digital repression as a violation of the sovereignty
of the host nation and discusses the implications of ignoring cyber-
attacks against non-state refuge-seeking actors.

—— 2. Why nation states use cyber means to target
non-state actors?

At first glance, it might be surprising that states devote
any resources towards targeting non-state actors seeking refuge
in third-party states. Yet the act of targeting is both not new and
not surprising when considering the role and influence of such
actors on the stability of the domestic polity within authoritarian
and authoritarian-leaning regimes. The targeting of what we now
refer to as civil society actors in foreign states has been ongoing for
centuries. Refuge-seeking civil society actors in third-party nations
play a role in the domestic politics of the state from which they are
seeking refuge [19, 20]. They also often play a role in the domes-
tic politics and foreign policy of the state in which they are seeking
refuge [21]. The increased targeting of these individuals via digital
means is a form of cyber conflict that strikes at the core of liberal
democratic principles, and undermines the protections of the rule
of law and the sovereignty of a host state.

Bueno de Mesquita famously outlined the logic of authoritarian
survival by distinguishing between the winning coalition, the selec-
torate, and the residents of a state [22]. In his analysis, he defines
the winning coalition as those persons essential to the political
survival of a regime, and the selectorate as the pool of individuals
who can vote or participate in the election of a ruling party or indi-
vidual. In authoritarian states, this selectorate becomes nominal in
nature. Bueno de Mesquita and Smith go on to further refine their
analysis by providing five rules a leader (dictator) should utilise to
retain power. Among the groups identified are the nominal selec-
torate, not as a voting block, but rather as a group of individuals
capable of replacing dissenters within the winning coalition [23].
The selectorate acts as a group of potentially willing replacements
to those in positions of power. Yet, it is Zimmerman who outlines
the fourth group, the ‘ejectorate’, as ‘those people with the power
to remove through extralegal means such as rallies and coups’ the
individual(s) in power [24]. For the purposes of this paper, the term
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‘ejectorate’ is extended. It is extended in part because members
within this grouping are often not true threats to regime’s stability.
Rather it is their significance as individual or collective voices
that positions them as real or imagined members of this group.
Members of the ejectorate need not be political, rather they can
be religious, social, cultural, and at times athletic icons who either
implicitly or explicitly challenge or are perceived to challenge the
home state’s winning coalition. For the purposes of this analysis,
many of the individuals, or groups targeted extraterritorially, are
rightly or wrongly, identified by the targeting state as members of
this ejectorate. These individuals alone or in organisational struc-
tures are in some way perceived to threaten regime’s survival or
the stability of the winning coalition or the viability of a nominal or
co-opted selectorate.

These fears are not without merit. There is ample evidence on the
role and influence of foreign-based members of the ejectorate who
engage in civil society or journalism-related activities to challenge
actively the legitimacy of the ruling regime from which they seek
refuge. Individuals and groups within the diaspora or seeking ref-
uge from a targeting state can and do influence the foreign policy
of the host state [21]. Moreover, these groups, as will be demon-
strated here, often play a central role in the domestic politics of
the targeting state [19, 20, 25]. It is not uncommon for members of
the ejectorate to co-opt the resources of the host state with either
implicit or explicit support.

The ejectorate class is an inclusive category that comprises politi-
cians, athletes, artists, musicians, intellectuals, journalists, and reli-
gious figures. The unifying characteristic of each of these individuals
is their ability to inspire or mobilise collective actions that run
counter to the stated objectives of the ruling regime. Collective
actions do not need to be mobilisations to protest in physical or dig-
ital space. Often, those most threatening to a regime are individuals
whose actions challenge the social or political order as defined by
the state. The Cold War presented numerous examples of individ-
uals whose creativity and openness on issues of social and politi-
cal importance undermined the narrative of the state and thereby
constituted a threat to the established order. Individuals, such as
Poet Joseph Brodsky, physicist Andrei Sakharov, writer Alexander
Ginzburg, poet Mykola Rudenko, writer Vasyl Stus, and many oth-
ers, were sentenced to gulags, and many were subsequently exiled.
There are numerous post-Soviet examples of exiles, including Queer
artist Slava Mogutin, and even chess champion Gary Kasparov.
Soviet and Russian exiles are not alone, and the same phenomena
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of intellectuals and artists being targeted by the state is plainly visi-
ble within Chinese dissident circles as well. The list of famous intel-
lectuals and artists from China is as long as the Russian/Soviet lists
and includes the famous artist Ai Weiwei, author and musician Bei
Ling, writer Gui Minhai, poet Bei Dao, and many others. Iran too has
many artists in exile, including artist Alireza Shojaian, artist Shirin
Neshat, and Tereneh Hemami. The point is not to write an exhaus-
tive list, but rather to highlight the diversity of actors who comprise
the community of individuals within the ejectorate.

What is the logic of targeting these individuals? The literature is
replete with a multitude of answers ranging from econometric cal-
culations of cost-benefit analysis that weighs the cost of punishment
against the cost of inaction [26] to historical lessons or experiences
with dissidents [27]. Examples abound of multiple types of actors,
each requiring home government responses based on both real
and imagined sources of risk. States that arose from revolution-
ary movements born or cultivated abroad in exile are likely to be
extremely concerned about similar movements threatening regime
stability [28]. Generally, the concern that plagues members of the
ejectorate class is their potential risk to the stability of the regime
from which they seek protection. The extent to which the home
government will expend resources to attack them in the nation of
refuge is context-dependent and predicated on the perceived risk
a given individual or group of individuals pose to the survivability
of the state, the reputational damage an individual or group can
cause to a state, or their influence within international discourses
that affect the international politics of other states which interact
with the home government.

Refuge-seeking actors can and are often used by their host states
for self-interested political gains, which can be deleterious to the
home government. This often leads to calls for individuals in ref-
uge-granting states to be returned [28]. It is not uncommon for
less-than-democratic refuge-providing states to acquiesce to
authoritarian state requests for the return of citizens deemed
hostile by a home government. One population that has suf-
fered increasingly under such requests are the Uyghurs, who, at
the request of the Chinese state, have been forcibly returned by
multiple countries, including Turkey [29]. What's more is that while
some actors have clearly defined political or cultural significance,
most Uyghurs who seek refuge abroad have little-to-no political
or cultural influence within China or in their nations of refuge. Yet,
their very presence is deemed by the Chinese state to be a potential
threat. The targeting and identification of Uyghur populations are
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largely facilitated through digital means, including directed digital
surveillance and social engineering [29].

Targeting non-impactful, non-ejectorate individuals residing out-
side their home state is also increasing. This suggests that the
cost-benefit ratio of such targeting is shifting. Whereas previously
individuals targeted by the state had some relative political, eco-
nomic, or socio-cultural influence, shifts in technology are enabling
home states to exert their power extraterritorially more efficiently
through both physical and digital spaces. This expanded target-
ing is having broad-reaching effects well beyond individuals and
is instead focused on entire communities and broad swaths of the
diaspora [30]. China's targeting of Uyghurs who have sought ref-
uge as described above serves as both a mechanism to dampen
social activism with diaspora communities and as a mechanism of
social control for domestic populations who might still be in contact
with members of the diaspora.

The question as to why nation states use cyber means to target
non-state actors extraterritorially is answered in two parts. First,
networked technologies enable members of the ejectorate and
extended communities to amplify their voices both internationally
and within the home nation. Networked technologies have elevated
once obscure voices of dissent in ways that pose a direct challenge
to the winning coalition of the home state. This challenge is both
real in its ability to enable collective action or undermine political,
social, or cultural constraints imposed by the home government. It
is also imagined in its scale of impact translatable to actual physi-
cal mobilisation. The reality of translating online connectivity into
offline repertoires of contention [31, 32] is at best mixed or over-
blown. At times, these digitally enabled repertoires of contention
are filled with hyperbole and need to be rooted in more concrete
social and political analysis [33-36]. Frequently, there are direct cor-
relations or implicit causal relationships between ejectorate mobil-
isation and domestic physical mobilisation [37]. Sometimes the
relationship between online mobilisation and physical mobilisation
results in increasing physical turnout and broader public knowledge
on political or social issues both domestically and globally. This was
the case in Ukraine in 2013-2014 during the Revolution of Dignity
(also known as Euromaidan). As social media posts in Ukrainian,
Russian, and English amplified knowledge of the political situa-
tion on the ground, they garnered both international and domes-
tic political support in the form international mediation efforts
and physical protestor turnout [37]. At other times, the mobilising
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power of online repertoires of contention fails to align with the real-
ity on the ground, as was the case in Egypt and Tunisia [34].

Distinguishing between social mobilisation in domestic and foreign
digital spaces is difficult. Authoritarian regimes often view collec-
tive action as a threat to their power and stability. The result is that
states, fearing collective action, frequently implement domestic
controls over the information communications technologies within
the domestic digital space to prevent collective action [38, 39].
Yet, these controls are often insufficient to prevent all forms of
collective action. Domestic actors and members of the ejectorate
are increasingly skilled in the use of circumvention technologies
to avoid domestic censorship, surveillance, and network controls
using proxies, virtual private networks (VPNs), The Onion Router
(TOR), and encrypted messaging applications. The result is the
blending of foreign and domestic digital spaces. Because commu-
nications can flow in and out of domestic and foreign spaces, the
state views actors residing beyond in territorial jurisdictions as an
inherent threat to the regime. They can and often do view infor-
mation communications technologies as mechanisms for collective
social action. Differentiating between real and imagined threats
is difficult in an increasingly networked world. The result is that
states, fearing the impact of the ejectorate on the survivability of
the winning coalition and the nominal selectorate, can and often do
increase the targeting of individuals and groups within and poten-
tial members of and beyond the ejectorate. Where digital controls
are incomplete or unable to control completely the domestic digi-
tal environment, it becomes increasingly necessary to exert control
extraterritorially. By constraining both domestic and foreign digital
spaces, regimes attempt to further strengthen domestic controls.
In this sense the more fearful a regime is of regime change, the
more likely they are to aggressively target members of the ejector-
ate abroad, even where such targeting may constitute a violation of
the sovereignty of the state in which the member of the ejectorate
resides.

Targeting often occurs because of the issues identified above per-
taining to the linking of domestic and foreign digital spaces. The
targeting of individuals in the ejectorate and beyond is enabled by
contributing factors, including convenience, and efficiency. States
can and have reduced the relative costs of targeting members of
the ejectorate and broader communities that might pose or chal-
lenge the power structure of the home state through attacks orig-
inating in or proceeding through networked technologies [40, 41].
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Large surveillance programmes using social engineering, spyware,
and other techniques enable a broad and sweeping approach to
both identifying and targeting members of both the known ejector-
ate and individuals beyond that ejectorate who might be deemed
a potential threat. Large-scale surveillance programmes combined
with data analytics and machine learning can help the regime sift
through large volumes of data and prioritise targets. In effect, a
state can tailor their approach to repression based on the perceived
risk posed by different types of actors and their ability to foster
collective action. Generally, mild levels of surveillance and repres-
sion have an immense chilling effect on diaspora populations.
The result is that for a limited cost, members of diaspora groups
can be effectively silenced through efforts to discredit their mes-
sage, undermine social or cultural connections, or through social
pressures exerted on family, friends, or community members who
remained within the home country. When these nudges towards
regime conformity fail, particularly with more outspoken members
of the ejectorate, more robust targeting is often deemed warranted.
Such targeting can and often does begin in digital spaces through
targeted malware attacks. These attacks are of low cost relative to
the use of human surveillance and can help a regime in dismantling
networks of contention. Targeted attacks can also provide valuable
information, resulting in physical targeting of individuals.

Controlling, minimising, undermining, or eliminating members of the
ejectorate and their extended networks or potential networks of sup-
porters extraterritorially remain the same as it did prior to the advent
of the Internet. Moreover, the resources of the state in comparison to
the resources of individuals within the ejectorate are incommensu-
rate. This resource imbalance between the targeted and the target-
ing parties makes an eventual breach of members of the ejectorate’s
digital systems a near certainty. Often members of the ejectorate
will seek or be offered assistance from civil society organisations or
non-governmental organisations with digital security expertise within
the nation of refuge. Organisations such as the National Democratic
Institute, Electronic Frontier Foundation (EFF), Guardian Project, and
numerous others provide resources and trainings to dissidents and
opposition members. Yet the threat is ever-present, and the reality
is that even with consistent security efforts, individuals targeted by a
state are usually compromised in the long run.

Understanding that members of the ejectorate utilise networked
technologies, and that home states similarly use these same tech-
nologies to cross purposes, the stage is set for a conflict of inter-
ests that results in the undermining of the norms of sovereignty
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and human rights. Yet simply recognising this imbalance fails to
elucidate how this imbalance comes to fruition. The next section
examines the means of exploitation. How states undermine human
rights will become increasingly clear as the means of state target-
ing of ejectorate members residing abroad are analysed.

—— 3. How nation states target non-state actors?

The technical realities of networked environments can be
beneficial to both members of the winning coalition and the ejector-
ate. But the capacity of the winning coalition of the home state can
generally be assumed to exceed the capacity of members of the ejec-
torate. This is not a new phenomenon and has been demonstrated
previously in analyses examining the rise of state-based oppression
in online environments [42]. There is a fundamental imbalance in
capacity arising from both de jure and de facto reality of networked
environments. Despite early prognostications or utopian visions of
networks being a great equaliser [43] or of the power of networked
technologies to elevate the voices of the oppressed [44, 45], the real-
ity has been quite different [46]. Instead, what has arisen is a world in
which the collection of data on individuals has become increasingly
ubiquitous [47]. The collection, aggregation, and analysis of data is
of benefit to both the firm and the state and has fostered what many
in the US intelligence community have referred to as a ‘'new golden
age’ of espionage [48]. This new golden age arises out of the abil-
ity for the state in collaboration with, or often in opposition to firm
involvement, to collect large amounts of data on individuals with
minimal effort relative to prior intelligence collection methods [10].
Moreover, the state can not only collect data on individuals or groups
but it can limit the reach of the information disseminated by them
through extensive social and technical censorship efforts [49].

The capacity of states to leverage large-scale data collection from
firms both within and beyond their sovereign boundaries cre-
ates efficiencies of scale in surveillance and repression. Although
some states or transnational bodies have begun to implement
programmes to reduce the individual exposure to data collection
and by extension surveillance and exploitation, the effects of these
efforts are uncertain [50]. Despite rapid advances in data protec-
tion, there is a disconnect between concepts of human rights and
privacy in digital spaces and those same rights in physical spaces
[51, 52]. The persistent and pervasive intrusion of digital devices
into the daily lives of individuals is often obscured and exposes
members of the ejectorate and the extended community to a host
of technologies [53, 54]. Even within liberal democracies, debates
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pertaining to the constraint of the state are extensive [55]. These
same constraints are not present in authoritarian regimes, which
seek to consistently collect, analyse, and control both their domes-
tic and international information environments [56].

There are a wide range of tools and techniques available to oppres-
sive states who repress members of the ejectorate and extended
networks. The most basic framework for digital or digitally enabled
extraterritorial repression revolves around three core strategies:
social, technical, and diplomatic. These strategies roughly approx-
imate to the Diplomatic Informational Military Economic (DIME)
framework used by the US Military but notably exclude military
actions that would fall outside of the types of targeting being exam-
ined here. Figure 1 provides some examples of each repression

strategy, tactic, and severity.

Repression Attack Tactic Description Severity
Strategy Examples
Social Disinformation The deliberate dissemination through overt and covert means of High
knowingly false information to manipulate public opinion on a topic,
person(s) or group(s).
Misinformation The deliberate or accidental dissemination through overt and Medium
covert means of incorrect or misleading information designed to
manipulate public opinion on a topic, person(s), or group(s)
Domestic Actions that demean, humiliate, or embarrass family, friends, or High
contact acquaintances of individuals residing home country of the being
harassment targeted abroad. Actions can include physical harassment in the
form of searches of persons and property, removal from positions
of employment, restrictions on travel, the conduct of active digital
or physical surveillance, and imprisonment or detention without
reasonable cause.
Technical Social The psychological manipulation of individuals to gain private High
engineering information or access.
Spyware A subset of malware designed to undermine the security of a device High
and exfiltrate information.
Big data The systematic collection and analysis of all public actions of an Medium
surveillance individual in digital spaces.
Malware The umbrella term for code that undermines the confidentiality, High
integrity, or availability of a target’s devices or systems.
Diplomatic Ministerial The use of intergovernmental discussions/actions to force the host High
state to acquiesce to the targeting state’s demands.
Economic The use of intergovernmental discussion/actions or High

nongovernmental, commonly business-related issues/interests to
force the host state to acquiesce to the targeting state’s demands.

Figure 1. Repression Strategy Framework.
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Figure 1 is not an exhaustive framework. The first two repression
strategies have unambiguous digital methods and directly relate
to the informational attribute of the DIME framework. This analysis
disaggregates the informational component between social and
technical to provide greater insights into the specific strategies and
tactics being employed by the targeting state. The third strategy
identified here pairs the diplomatic and economic attributes of the
framework. Whereas the information portion of the framework is
disaggregated, the diplomatic and economic are often intricately
interwoven and can be subtle tools to undermine the ejectorate.
Rarely are targeting states likely to impose sanctions to gain access
to members of an ejectorate. Yet their assertion of a combined dip-
lomatic/economic pressure can be extremely impactful and under-
mine the position of members of an ejectorate residing within
certain host states. States seeking to target their ejectorate can
leverage a wide range of technical, social, and diplomatic/economic
tools.

One of the best-known cases of a state targeting its ejectorate
arose with the discovery of a tailored social engineering and mal-
ware dissemination campaign directed against the Dalai Lama
and extended Tibetan opposition networks and institutions.
The investigation first initiated at the Computer Laboratory at
Cambridge University [57] and concurrently with the Citizen Lab
and The SecDev Group resulted in the publication of a series of
reports detailing what eventually became known as the GhostNet
campaign [58]." Through direct interactions with the Tibetan
Government-in-Exile, the private office of the Dalai Lama, and
Tibetan non-governmental organisations (NGOs), the Cambridge
Computer Laboratory, Citizen Lab and The SecDev Group teams
were able to identify the extensive compromise of networks and
systems. These systems compromised a targeted piece of malware
known as ghOst RAT (Remote Access Trojan). This trojan allowed the
perpetrator to gain access to and control infected systems [58]. The
teams identified e-mail as the point source of the infection and its
subsequent proliferation within the network. By the conclusion of
the investigation, thousands of systems were discovered to have
been compromised. This compromise highlights the increased effi-
ciency enabled by networked technologies. Where once a human
agent or more tailored intelligence collection methods might have
been used to gain information on the Dalai Lama and his network,
by 2009, social engineering and malware exposed nearly the entire
network in a matter of months. By all measures, the Dalai Lama and
the Tibetan Government-in-Exile are not the typical weak actors.
Yet, they highlight the power of networked technologies to enable
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contention over where
the investigation of the
cyberattack on the Office
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2009.
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the extraterritorial targeting of members of the ejectorate. In total,
the teams discovered breaches of systems in more than 103 coun-
tries [58]. Moreover, rather than simply leveraging the existing
data sources, the Chinese government utilised the networks them-
selves to deliver tailored code to targeted systems, which subse-
quently provided immense insights into the targeted network. All
the perpetrators of this action needed to do was to wait until the
data began to flow back to their own servers. Once control was
achieved and data was flowing, analysis could be done domesti-
cally within China. This case is a clear and demonstrated example
of a type of malware, a RAT, being used to gain a beachhead into
the digital systems of an ejectorate group. GhostNet constituted an
advanced persistent threat (APT) capable of infecting systems and
staying in those systems over a long period of time. This aligns with
the logic of state targeting of ejectorates that indicates not simple
one and done surveillance practices but rather a long-term effort
to control actors both extraterritorially and domestically. The Dalai
Lama was and is seen as a threat to Chinese rule over Tibet and its
state-imposed selection of a religious leader. The case confirms the
expectation that states are more likely to target individuals it sees
as a threat to the ruling regime, even if those individuals reside in a
third-party state.

GhostNet was not unique and in the years to follow many more
members of Chinese, Russian, Iranian, and dozens of other ejec-
torates would be targeted using both state-developed malware,
social engineering programmes, and privately acquired malware.
The intervening time between GhostNet and 2022 corresponded
with the increasing centrality of mobile phones as devices con-
taining immense repositories of information on their owners.
As mobile phones grew in popularity, their ability to facilitate the
activities of the ejectorate also increased. Tufekci documented the
role of mobile phones in social and political movements in Turkey
and elsewhere across the Middle East and found these devices
and associated platforms held enormous benefit to members of
the ejectorate [59]. Yet, as mobile phones rose to prominence as
tools of the ejectorate, states interested in constraining these newly
empowered voices took notice. As states took notice, private firms
saw financial opportunities.

The NSO Group is one of the most prominent firms seeking to profit
from privatised surveillance. The NSO Group, founded in 2010, is a
private firm with close ties to the Israeli military. Its most famous
software product, Pegasus, evolved into a unique ‘zero click’ exploit
that gave clients access to their targets’ mobile devices [60]. Unlike
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the previous exploit of Tibetan computer systems, Pegasus gave
extensive access to the individual mobile devices of users at a time
when those devices carried everything from personal, financial,
geolocation, and multiple other types of information [61]. Pegasus
gave states an efficient technical attack strategy leveraging a com-
prehensive form of spyware that could be used against nearly
any mobile product. This product was sold primarily to countries
that lacked substantial endogenous digital capabilities to conduct
extraterritorial digital surveillance. New exposures of hundreds of
human rights activists, dissidents, journalists, artists, and actors
around the world followed quickly [62].

One of the most notorious uses of this malware was the extrater-
ritorial targeting and subsequent assassination of Washington Post
journalist Jamal Khashoggi [63]. Khashoggi was an important mem-
ber of the ejectorate of Saudi Arabia. His brutal assassination by the
Saudi government was facilitated in part through digital means.
Although it is unknown whether Khashoggi’'s phone was pene-
trated with Pegasus, it is known that members of his family were
found to have Pegasus on their phones. He was targeted because
of his outspoken commentary on Crown Prince Mohammad Bin
Salman and the future direction of Saudi Arabia. As a journalist
and a target of Saudi Arabia, Khashoggi illustrates one of the main
arguments of this article, that the individual or even group mem-
bers of a potential ejectorate are technically weak, relative to the
power of their home state. As in the case of the Dalai Lama, Jamal
Khashoggi was seen as threatening to the Saudi regime. He spoke
and wrote frequently about regime practices and human rights
abuses. The case also demonstrates that digital repression is distin-
guished from physical repression or murder, and while most of the
repression occurred while Khashoggi was in one country, the phys-
ical repression occurred in another, where the risks to the state for
such actions were perceived to be less consequential.

The Khashoggi case was an early bellwether of the use of advanced
spyware against journalists, human rights activists, and even poli-
ticians. In 2021, Forbidden Stories and a consortium of journalists
released a series of investigative reports into a leaked list of 50,000
numbers targeted by Pegasus [64, 65]. The list included hundreds
of journalists and activists who were targeted by their home gov-
ernments. The attack showed a progression in the ability of states
to leverage malware to gain access to information on individuals
within their respective ejectorates. Pegasus shows a dramatic leap
in technical capacity over previous malware used to surveil devel-
oped by the Hacking Team, and Lench IT Solutions Plc. The unique
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nature of Pegasus was not in its exfiltration of data so much as in
its ability to exploit security measures on devices and enable the
installation of the malware [66].

Above were two public incidents of transnational targeting of mem-
bers of the ejectorate. Yet data from Freedom House and other
sources suggests that the phenomenon is more widespread than
is appreciated. Freedom House has developed a dataset indicating
854 direct transnational repression incidents between 2014 and
2022 [67]. In a 2020 report, Freedom House found ‘digital tools
make it easier than ever for authoritarian governments to control,
silence, and punish dissent across borders’ [68]. Freedom House
data suggests that China is the largest perpetrator of targeted
transnational repression and constitutes a sizeable 253 of the 854
incidents, while Turkey comes in second [69]. Other studies suggest
that high levels of transnational repression through digital means
are being undertaken by Iran [70] and other Middle Eastern and
North African states [71]. Nearly all states engaging in transnational
repression of ejectorates are less-than-democratic and more likely
to fear regime change. Below is the data from different sources
that helps to illustrate the scale and scope of transnational digital
repression. Figures 2A and 2B show the country of origin and host
country for individuals seeking refuge based on the data collected
by Freedom House.

Figures 2A and 2B highlight the geographic diversity of the issue
of transnational repression and the places to which many of those
seeking respite from repressive home states move. Interestingly,
often individuals repressed by their home state end up in equally or
near equally repressive states. Moving from one repressive state to
another might reduces direct domestic repression but makes them
more susceptible to transnational repression than if these same
individuals went to a liberal democracy.

Figure 3 identifies the profile characteristics of individuals seeking
refuge in host states. The data is non-exclusive, meaning that an
individual can be targeted across multiple dimensions. Yet, the data
indicates what has been discussed in above sections, that individ-
uals are targeted because of individual activities or on the basis of
personal characteristics that put them in direct opposition to the
status quo of their home state. It is these profile characteristics
that likely result in the home state perceiving these individuals as
a threat. This data helps to reinforce the reality that transnational
targeting is extremely broad in scope.
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Figure 2. (A) Country of origin from which Individuals are seeking refuge (darker region indicates more individuals

seeking refuge) [67]. (B) Host country of individuals seeking refuge (darker region indicates hosting of more individ-
uals) [67].
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Figure 3. Targeted individual profile data [67].

The literature on transnational repression documents the con-
tinuation and adaptation of historical legacies of extraterritorial
repression to modern digital contexts and is shifting towards a
combination of physical and information control with substantial
emphasis being placed on the later [72]. Despite a growing litera-
ture on the subject, accurate data collection and analysis remains
difficult [73]. The data on transnational repression spans qualitative
case analyses and quantitative collections. The most extensive data-
base on transnational digital repression centres on Chinese repres-
sion of Uyghur populations and has a collection of 7106 event data
points [73]. The Oxus Society for Central Asian Affairs developed the
Uyghur Human Rights Project (UHRP) and collected data on vari-
ous forms of transnational repression and categorised them into
three stages [74]. Oxus categorises their data into three distinct
stages of repression. Stage 1 constitutes ‘warnings and threats to
individuals and family members and arrest requests issued bilat-
erally or through international organisations, such as Interpol’;
stage 2 constitutes ‘long and short detention, imprisonment and
conviction overseas associated with suspected activities at home’;
and stage 3 constitutes formal extradition, informal rendition, dis-
appearance, serious attack, and assassination’ [11, 74]. Out of 7106
event data points, 5332 were documented in stage 1. This data
makes it clear that early-stage transnational digital repression is
a function of cost and convenience. Figure 4 illustrates the distri-
bution of repression type across 227 actors or actor groups from
2002 to 2021. Approximately 96% of these documented repression
attempts involve some digital component, with 50% including the
use of cyberattacks and malware. The data also aligns with the
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Use of proxies and threats to relatives 1%
Restrictions on free speech and assembly, — ‘
incl. attacks on journalists or public speakers 2%
Intimidations incl. active surveillance or threats 10%

Intelligence and data gathering
36%

—— Cyberattacking and malware
0%

Figure 4. Percentage of stage 1 repression attempts by repression type (out of 5532 documented repression

attempts, there are over 227 actors/actor groups).

above-proposed social, technical, and diplomatic/economic repres-
sion strategy framework in Figure 1.

Figure 5 illustrates the volume of stage 1 repression attempts by
year. According to the data authors, the dataset is incomplete and is
only a representative collection of all potential repression attempts.
Yet the data aligns with the work on transnational repression doc-
umented in other sources, including the work of Cain, who high-
lighted a substantial rise in police repression of Uyghur populations
in China and abroad. The volume of targeting attempts also largely
corresponds with collective actions by Uyghur groups, including the
Uyghur World Congress.

A macro view of digital transnational repressive activities against
ejectorates suggests an increasing mix of big data and targeted
campaigns. While the expansion of digitally enabled repressive
activities has substantially increased, it has not obviated all physical
incidents of repression. The pairing of physical and digitally repres-
sive activities fosters a perfect storm that undermines the human
rights of members of the ejectorate and the sovereign rights of the
host nations in which they reside. By all measures and across all
datasets, the volume and severity of transnational targeting of indi-
viduals via digital means is on the rise [75].

The technical sophistication of malware and big data efforts have
increased. Evolution in the use-targeted malware has progressed
significantly since Italy-based Hacking Team sold basic spyware
to states [76]. The targeting of individuals has even included the
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Figure 5. Volume of documented stage 1 repression attempts by year.

manipulation of hardware infrastructures through the use of
international mobile subscriber identity (IMSI) catchers that spoof
mobile towers in a hack that forces mobile phones to connect to
hostile networks in foreign capitals [77]. Such hacks had previously
been used to target Ukrainian service members engaged on the
front lines of the 2014-2022 conflict in the Donbas of Ukraine [78].
The persistence and complexity with which some states engage in
the targeting of actors who might constitute a threat to the rul-
ing regime establishes a concrete dynamics of cyberattacks that is
exceeded only by national security espionage attacks and cyber-
criminal activities. The cases above and the data suggest that
states are increasingly turning to digital means when they feel
threatened.

In contrast to attacks against state actors, the targeting of individ-
uals within diaspora and dissident communities who are perceived
to challenge the social, political, economic, cultural, or even ath-
letic dynamics of the home state are vulnerable in ways that on a
case-by-case basis resemble a Doctorow novel [79]. Individuals
and groups targeted by states lack the financial and human cap-
ital resources to engage in sustained cyber defences against
increasingly well-equipped states. The process of cyber defence
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for individuals and groups who fall within this potential ejector-
ate requires constant adaptation. Ejectorate members must main-
tain constant vigilance, often with minimal financial resources and
with the assistance of often underfunded NGOs, such as Amnesty
International, Access Now, the Electronic Frontier Foundation, and
other similar entities. Each of these entities builds tailored recom-
mendations for those who seek their assistance, yet they too are
ill-equipped to combat a motivated and resourced state intent on
targeting individuals deemed a threat in foreign host states. Not
only are the relative budgets of these defensive organisations insuf-
ficient to provide sustained defence, their human capital resources
are also constrained. Their best efforts are generally limited to pro-
viding trainings and recommendations that minimise risks.

This section focused on attacks that seek to collect data on or pen-
etrate the devices of members of the real or perceived ejector-
ate. Yet, an entire category of informational attacks has not been
addressed, dis-and-misinformation targeting members of the ejec-
torate abroad. These types of attacks seek to discredit ejectorate
members residing within third-party states. The rapidity and scale
with which states can counter the narratives and the informa-
tion generated by individuals deemed a threat to the state have
increased in scale and complexity. Advances in artificial intelli-
gence have led to new techniques to create and disseminate fake
images, videos, and text [80, 81]. These attacks are constitutive
of cyber-enabled information attacks but fall largely outside the
scope of this analysis. Their existence is raised here to demonstrate
that even within the narrow scope of cyberattacks and surveil-
lance, there remain multiple other vectors through which the home
state attempts to undermine and repress individuals and groups it
deems to be threats.

This section has demonstrated some of the many ways in which
states can and do target ejectorate actors that it deems threats.
By combining the logic of why states target members of the real
or perceived ejectorate with the how they target these individuals
and groups, the final section discusses the normative and national
security implications arising from the targeting of non-state actors
via cyber means and surveillance activities. Both prior sections
were constrained in scope and limited to those activities that most
closely approximated state-on-state cyberattacks but were instead
targeted against non-state ‘weak’ actors. The goal of the final sec-
tion is to link the levels of analysis - state and substate - to make
a robust case for the necessity of considering the ramifications of
cyber conflict beyond the commonly examined narratives.
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—— 4. The normative and national security

implications of transnational targeting

of non-state actors via cyber means

Cyberspace complicates notions of sovereignty. Despite
well-established and codified international legal precedents outlin-
ing both de jure and de facto attributes of sovereignty, the appli-
cation and understanding of sovereignty in digital spaces remains
contested. Although sovereignty remains contested, the funda-
mental assumption as indicated by the Tallin Manual 2.0 is that the
principle of state sovereignty applies in cyberspace [82]. Yet, unlike
state-on-state cyberattacks, which often cross national boundaries
through respective domestic Internet service providers, the target-
ing of non-state actors across boundaries remains complex. This
complexity is rooted in both the actor type and the logic with which
states justify cyberattacks. It is important to note that a member
of an ejectorate engaging via networked devices with individuals
within the home country can and often is interpreted as a perpetra-
tor of a cyberattack that violates what has increasingly been termed
information sovereignty [83]. The view that the transmission of
information and not the degradation, manipulation, or destruction
of networks or systems is a violation of sovereignty is not shared
between states. Most liberal democracies view freedom of speech
as extending beyond the rules and regulations of a single state's
right to information sovereignty. Yet most authoritarian states see
that a conflict arises out of Internet-based free expression that
is incommensurate with the views of liberal democracies [84]. As
a result, the free speech practices engaged in by members of the
ejectorate and affiliated or extended networks is seen as a violation
of sovereignty and a direct threat to regime’s security and stability.

Starting with the understanding that there is a fundamental dif-
ference of perspective on what constitutes a cyberattack and what
does not, places the actions of ejectorate members and extended
networks in a legal grey zone. While legally permitted to speak out
about issues of concern from their place of refuge, these speech
acts are considered attacks by the home government. The Tallin
Manual 2.0 further introduces complexity into this discussion in
Rule 2 - Internal Sovereignty:

A state enjoys sovereign authority with regard to the cyber
infrastructure, persons, and cyber activities located within its

territory, subject to its international legal obligations [11, 82].

Due to the transboundary and extraterritorial nature of online
activism by members of an ejectorate, diaspora, or network, the
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home government can and often does interpret itself as being tar-
geted. To combat this, it engages in activities via networked envi-
ronments to safeguard its domestic information environment.
Whereas these activities extend beyond the territorial jurisdictions
of the home state and into the networks and systems of actors
behind sovereign borders constitutes a violation of the norms of
sovereignty. Just as historically, the extraterritorial physical target-
ing of individuals was considered a violation of norms, so too is the
digital targeting of individuals. The result is a tit-for-tat exchange
of information and cyberattacks that leaves both sides feeling vio-
lated. Both home state and individual actors root their actions in
legal justifications. That these justifications are often at odds with
one another should not be surprising. The level of suffering is not
proportionate between members of the ejectorate and members
of the home state. The overwhelming accumulation of evidence
suggests that individuals violating the notion of information sover-
eignty of their home state are likely to be targeted and exposed to
substantial cyber, physical, and informational attacks.

The impact of the violation of norms of sovereignty is unlikely to
provoke a more widespread conflict [1]. This is an important point.
While much of the early discussion on cyber conflict focused on
escalation and the potential for wider cyber conflicts [85-87], the
reality remains that targeting members of real or imagined ejector-
ate communities is unlikely to provoke conflict and often transpires
below the public consciousness. The targeting of weak actors is not
completely out of sight and out of mind. There is a robust commu-
nity of NGOs and government organisations that continually strive
to raise awareness about issues of state targeting [88].

The effect targeting of individuals across boundaries is not isolated
to those being targeted. Rather, evidence suggests that directed tar-
geting against select or even more expansive groups of members
of the ejectorate or diaspora communities within refuge-providing
states can and does result in a ‘chilling effect’ [89]. This silencing
effect is widespread and affects diverse groups within refuge-pro-
viding states, including members of Chinese, Iranian, Russian,
Belarusian, Bahraini, Saudi, Palestinian, and other similar commu-
nities [90-92]. The explicit targeting via cyber means of individuals
constituting real or imagined ejectorates sends a signal to wider
socially and culturally affiliated groups that they are not safe from
the reach of the home state. This extended reach of the home state
can have political, social, cultural, and economic ramifications in the
state of refuge, in third-party states, and for family and friends within
the home state. Russian and Saudi incidents in recent years have
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demonstrated the interconnection between the digital targeting of
individuals in refuge-providing states and the physical targeting of
the same individuals in both refuge-providing state and third-party
states. Few examples of this interconnected targeting are more bru-
tal than that of the case of Jamal Khashoggi examined above.

The reach of states beyond their borders into diaspora and ejector-
ate communities is consequential within both the refuge-granting
state and the home state. Starting with the former, the ability of a
foreign power to stifle public debate [93], academic research [94],
cultural activities [93], or political involvement [93] undermines
the basic tenets of liberal democracies and harms political and
social freedoms. In contrast to the experiences arising from state-
sponsored cyberattacks against critical infrastructures, financial sys-
tems, or entertainment enterprises, the effect of targeting members
of the ejectorate and extended communities are pervasive and long-
lasting. The lasting effect of these attacks is an aggregate reduction
of civil liberties and the shifting of public discourse away from the
topics of national and geopolitical importance. Even the topics that
are not directly related to the survival or public interest of the tar-
geting state can be subsumed into an ‘all or nothing strategy’ of
control. As a result, foreign exchange students, visiting scholars, sci-
entists, and businesspersons who are not involved in commentary
or activities related to the state can and are still subjected to intense
state surveillance via digital and non-digital means [95].

When the lens is widened, the impact of targeting foreign-based
members of real or imagined ejectorates extends back to the home
state and undermines the potential for plural and inclusive societ-
ies rooted in civil discourse. The result is the hardening of author-
itarianism within the home state. A consequence of transnational
digital repression is a further reduction of internal dissent. The pair-
ing of external and internal repression results in the near complete
collapse of communities of dissent [96]. As dissent is eliminated,
the diversity of intellectual, political, economic, social, and cultural
views is constrained. This constraint is important both domestically
and in its impact on international relations.

Targeting the ‘weak’ is increasingly a function of convenience. The
relative costs of targeting individuals and groups has decreased
as networked technologies and the attack surfaces of individuals
through the utilisation of mobile and other devices have increased.
How individuals are targeted is situated within the broader context
of why they are targeted. Their targeting is of significance. The per-
nicious nature of the targeting of the weak is unlikely to raise alarm
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bells at the US Cyber Command, but its significance should not be
understated. The impact of such targeting on the norms of sover-
eignty is important, as are its impacts on broader social and politi-
cal stability within home and host nations.

Emphasis is frequently placed on cyberattacks occurring between
states. Fears of ‘cyberwar’, ‘cyber escalation’, ‘cyber espionage’,
and attacks against critical infrastructures are important and signif-
icant to an evolving debate on cyber conflict. Yet, this paper argues
that it is the cyber-enabled targeting of ‘weak’ actors, those actors
who seek refuge from a home government, whose voices of dis-
sent, religious, social, or cultural differences suffer severely and with
long-lasting impact. Moreover, this analysis identifies the targeting
of the ‘weak’ as a function of both the logic of state survival and the
relative efficiency gains achieved using networked technologies. The
targeting of individuals extraterritorially is a violation of the norms
of sovereignty as outlined by the Tallin Manual 2.0. This violation
of the norms of sovereignty is not new. It has been occurring since
prior to the advent of the Internet, yet the scale and scope of viola-
tion has increased in volume and breadth. State violations of norms
of sovereignty in digital spaces while not directly undermining the
physical infrastructure of the state in which individuals are being
targeted does undermine the social, cultural, and political infrastruc-
tures that are critical to societal resilience, plurality, and inclusion.
Regimes that feel threatened are more likely to engage in transna-
tional repression of members of the ejectorate. They are also more
likely to privilege domestic security concerns and regime survival
over perceived violations of sovereign of harbouring nations.
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