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—— Abstract

Rapid advances in artificial intelligence (AI) have signifi-
cantly impacted virtually all aspects of the global society, including
especially the labour markets. Al has the potential to transform
almost all occupations to various degrees, and in certain labour
market segments, has already started to drastically disrupt and
reshape the labour market. The optimal approach to the division of
labour between humans and Al has become one of the most fun-
damental focuses to achieve ideal human-Al collaborations. The
existing literature in the domain investigates usually at the level of
work process maps or job descriptions. In this paper, we present
the system architecture of Nexus of Work Operating System (NOW
0S), the first integrated end-to-end operation system that analyses
human-AI collaboration from the atomic task (the smallest unit of
real work tasks) level, and provides comprehensive functionalities
of structuring, governing, and optimising the task redesign, task
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assignment, and task process re-engineering, to achieve the opti-
mal human-AlI collaboration for the organisation. We present a con-
ceptual model for analysis of human-AI collaboration that serves as
the theoretic foundation for our proposed system architecture. We
detail the technical design of the proposed system functionalities,
with emphases on cybersecurity and governance functionalities,
and our approach to system performance evaluation. In addition,
we describe a sample case to illustrate how our proposed system
operates in a healthcare organisation, and how our proposed con-
ceptual metrics for performance evaluation can be implemented.
The future directions of the technical development and implemen-
tation of the proposed system are also discussed.

—— Keywords
integrated system, division of labour, nexus of work, human-Al
collaboration

—— 1. Introduction

he significance of artificial intelligence (AI) in today’s

global society is vast and fast-growing [1-3]. The rapid
advances in Al have produced tremendous evidence that with
proper implementation of human-Al collaborations, Al is capable
of driving greater efficiency, generating enhanced productivity,
enabling advanced decision-making, sparking novel innovation,
and, as a result, reshaping a wide array of industries [4, 5]. Rapid
advances in Al have significantly impacted almost all aspects of the
global society [6], including the labour markets [7, 8]. Al has the
potential to transform almost all occupations to various degrees,
and in certain labour market segments, has already started to dras-
tically disrupt and reshape the employment market [9-11]. Industry
practitioners have increasingly advocated the urgent need of an
optimal approach to leveraging the unique strengths of Al by inte-
grating Al into their job task performances and business processes
implementation, and optimising the human-AI collaborations in
terms of value generation for the organisation [12-14].

In the meantime, people have started identifying obstacles to the
optimisation of human-Al collaborations. Academic researchers
have long been interested in investigating the impacts of emerging
technologies on the nature of work and labour market, and have
applied their analyses to the case of Al [15]. Specifically for Al tech-
nology, however, due to the technology’s rapid, constant, and con-
tinuous advancement, and its potential to fundamentally change
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the nature of business processes and work tasks, to fully under-
stand Al's impacts on nature of work and labour market we must
address some unique challenges [16, 17]. Frank et al. have laid out
the main barriers facing the researchers in measuring the impacts
of Al on the future of work [18]: sparse skills data; limited modelling
of resilience; and places in isolation.

Sparse skills data refers to the current situation where sufficient
granularity of the job task data and job skills data is difficult to
obtain, and the high-resolution mapping between the task and skill
data is lacking. This barrier makes it difficult to produce a concise
mapping between job tasks and skill requirements, hinders the
analysis of the impacts of Al on specific job tasks, and thus fun-
damentally impedes the derivation of optimal division of labour
between human and Al Limited modelling of resilience refers to
the situation where there lacks a comprehensive model that illus-
trates the dynamics between human labour and Al labour in terms
of business process implementation and value generation for the
organisation. This barrier makes it difficult in assessing the various
approaches to division of labour between human and Al Places in
isolation refers to the lack of spatial as well as temporal data and
analytical model to investigate how AI impacts human labour over
time or how it impacts different geographic locations on a global
scale differently. It is worth noting that within an organisation
context, the first two main barriers (sparse skills data and limited
model of resilience) are the most directly relevant. They are also the
focal points of this paper.

It has become increasingly obvious that to optimally implement
human-AI collaborations within the organisation context, we need to
develop a system that addresses the two main barriers, and integrates
Al at both job task performance and business process implementa-
tion levels. In addition, throughout the implementation of human-Al
collaborations, cybersecurity and governance have been identified
as two most significant elements that determine the outcome of the
human-AI collaboration [19-21]. Therefore, we intend to address the
following research questions in this paper: (1) what is a good sys-
tem architecture for orchestrating labour between humans and Al
agents that overcome the identified barriers?; (2) how does the sys-
tem implement cybersecurity and Al governance to ensure successful
human-AI collaboration?; and (3) what would be the proper approach
to evaluating the performance of the proposed system?

In this paper, we propose Nexus of Work Operating System (NOW
0S), a modular, execution-grade operating system architecture for
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orchestrating labour between humans and Al agents within the
context of organisation, as solutions to the research questions. We
describe in detail the NOW OS architecture, components of NOW
OS, their functionalities, their performance evaluation approach,
and their mechanisms of implementing cybersecurity and Al gover-
nance. In this paper, we follow the design science/system-oriented
research paradigm, and aim to provide technical design details of
the NOW OS, including its functionalities (with emphasis on the
cybersecurity and governance related features), its performance
evaluation approach, and its implementation methods.

The rest of the paper proceed as follows: in Section 2, we present
our conceptual model for the analysis of human-AI collaborations;
followed by Section 3, where we address all our research questions.
We address research question 1 by detailing the components of
NOW OS and illustrating how those components are aligned with
our conceptual model and achieve the goal of optimal human-Al
collaborations; we address research question 2 by specifying the
NOW OS component features that address the cybersecurity and
Al governance issues; we address research question 3 by explain-
ing the proper approach to NOW OS performance evaluation. In
Section 4, we describe a sample case of implementation of NOW
OS in a healthcare organisation, with explanations of how NOW OS
functions to improve the operation of the organisation, how system
performance will be evaluated, and how cybersecurity and Al gov-
ernance have been implemented. We conclude in Section 5.

——— 2. Conceptual Framework

We suggest that to develop a comprehensive framework
to analyse the human-Al collaborations in today’s global labour
market, we need to specifically address the human-AI collaboration
issues from three levels: micro-, meso-, and macro-level. We pro-
pose our conceptual model of the analysis of human-AlI collabora-
tion, as illustrated in Figure 1.

In Figure 1, we notice that there are three levels of analyses for us
to obtain a comprehensive understanding of human-AI collabo-
ration and overcome the identified barriers to optimal human-AI
collaborations:

+ At the micro-level, we need to systematically analyse the relation-
ships among specific job tasks, specific skill requirements, and
business process compositions. The job tasks are closely related
to the organisation’s business processes and corresponding
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Figure 1. Conceptual model of analysis of human-AI collaboration.

position structure. We need to adopt a systematic approach to
connecting the specific job tasks to specific skill requirements,
and produce the outcome of task-skill relationship mapping. In
addition, the systematic approach should also allow us to deter-
mine how the individual job tasks would comprise the business
processes. To achieve this outcome, we need to adopt a meth-
odology to break down the job tasks to its smallest possible level
as well as a framework for matching the task to required skills.
Atomic task decomposition provides the foundational build-
ing blocks for the subsequent analyses, and precise mapping
between the atomic tasks and skill requirements provides foun-
dations for modelling human-AI collaborations. This approach
addresses the sparse skill data barrier. Such analyses provide
the foundation for business process re-engineering based on the
skill-task mapping. More specifically, based on micro-level analy-
ses, we need to systematically derive the following outcomes:

* For the organisation’s existing business processes and job
tasks, we determine which ones should be modified (and how).
For the transformed job tasks, we then determine which ones
should be assigned to human labour, and which ones should
be delegated to Al agents. This analysis allows us to re-con-
figure the business processes to enhance alignment with the
organisation’s value system. We provide detailed rationale for
our proposed approach.

+ Based on the properties of the Al technology, we analyse if and
how new job tasks and, subsequently, new business processes
should be created to enhance the organisation’s overall value
generation. Based on the analyses, we are then able to describe
the properties of the proposed new job tasks; and for each of
the new job tasks, we are able to determine whether human
labour or Al agents should be assigned the specific task.
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* At the meso-level, we need to analyse how the Al technology
modifies the relationships among job tasks, skill requirements,
and business processes within the organisation context, focusing
on alignment with the organisation’s value system. The analyses
at the meso-level critically depend on the analyses conducted
and insights obtained from the micro-level. We would identify the
properties of Al technology, the characteristics of the organisa-
tion’s value system, and the properties of the business process-
task-skill relationship through the micro-level analyses. We would
then adopt a systematic model to illustrate the dynamics among
Al, organisation, and human factors to analyse how the Al tech-
nology could impact the business process-task-skill relationships
within the organisation context to maximise value generation for
the organisation. This approach enables us to address the limited
modelling of resilience barrier.

* Not only is it important for us to be able to derive the optimal
strategies based on the modelling and analyses we conduct
at the meso-level but it is crucial also that we can design and
develop a system to operationalise the strategies we derive,
to convert our thorough understanding of human-Al col-
laboration into realistic opportunities to optimise human-AI
collaborations for real organisations.

« It is critical to note that the meso- and micro-level analyses
of human-Al collaboration are closely integrated with each
other. The micro-level analyses provide fundamental data
and insights to inform the meso-level analyses. In the mean-
time, the meso-level analyses incorporate strategic level of
guidance for the micro-level analyses.

+ At the macro-level, we need to analyse the impacts of Al on job
composition and labour market from these two dimensions:

+ Temporal dimension: We analyse how such impacts of Al evolve
over time. To achieve this goal, we need to analyse the evolu-
tion of Al technology in the long term, and how our micro- and
meso-level analyses results can be adapted and evolve together
with the Al technology evolution.

 Spatial dimension: We analyse how to expand our analyses to
multiple geographic locations and study the global dynamics of
how AI technologies may impact job task and labour market at
different locations in different ways.

* As described earlier, in this paper, we focus on the impact of
AI on human-AlI collaborations within the context of individual
organisation. Therefore, this macro-level analysis is beyond this
paper’s scope. We, however, discuss this dimension in Section
5, where we describe possible directions for further research.
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Based on the conceptual model, we note that to develop an effec-
tive system for an organisation to orchestrate optimal human-AI
collaboration, the system must provide functionalities that sat-
isfy the requirements and address the challenges as indicated in
the micro- and meso-levels. In this paper, we propose NOW OS,
an enterprise-wide system architecture designed for optimisation
of division of labour between human and Al to achieve maximum
value generations for an organisation.

Next, we describe in detail the basic architecture and technical
design of our proposed NOW OS, and illustrate how it achieves the
goal of orchestrating the optimal human-Al collaborations and
integrates the analyses at micro- and meso-level of our conceptual
model.

—— 3. Nexus of Work Operating System
—— 3.1. Basic structure and components of NOW OS

To address research question 1, we propose NOW OS.
At its core, NOW OS is an end-to-end operating system for struc-
turing, governing, and optimising the division of labour between
humans and Al to obtain optimal business processes configuration
for the organisation to maximise its value generation. The design
of NOW OS architecture is grounded in the general human-AI
teaming (HAT) framework [e.g. 22, 23], which posits that human-AI
collaborative systems can be characterised as a joint cognitive sys-
tem [24] in which two cognitive agents collaborate. Human labour
intelligence and Al machine intelligence (MI) achieve intelligent
complementarity through their collaboration in performing work
tasks that constitute business processes for the organisation, and
achieving performance goals in alignment with the organisation’s
objectives.

This overall goal is achieved by the two core components of NOW
OS: the human-AI division of labour blueprint, and the Unified
Operating Model and Management System (UOMAMS). At a high-
level abstraction, the labour blueprint and the UOMAMS integrate
as illustrated in Figure 2.

—— 311. The human-Al division of labour blueprint component
This component is located at the lower level of the NOW
OS structure, and performs the detailed functionalities of analys-
ing tasks, skills, and business processes. This component directly
addresses the challenges identified in the micro-level analyses as
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Figure 2. Core components of nexus of work operating system (NOW OS).

shown in our conceptual model. Some unique characteristics in the
design of the blueprint components include the following:

* Unlike traditional frameworks that stop at process maps or job
descriptions, this component breaks down the job tasks to the
level of ‘atomic tasks’, which are defined as the smallest action-
able units of work. The critical advantage of this atomic task
deconstruction is that now we obtain structured, validated, and
unambiguous definitions of job tasks, which provide the founda-
tion for accurate task-skill mapping and optimal business pro-
cess reconfiguration.

« With the blueprint component, once atomic tasks are captured,
each is analysed and scored across a configurable set of ‘logic
domains’ (e.g. risk exposure, data sensitivity, business impact,
and Al capability match) to generate a task assignment recom-
mendation. These scores and analyses determine whether the
specific task is still necessary, whether a new task is needed (and
how the new task should be defined), and how - and by whom -
each task should be executed, with human oversight layers and
escalation paths baked into the output.

This component breaks down work into the smallest mean-
ingful, actionable units (atomic tasks) that cannot be further
divided without losing clarity or purpose [25]. Each atomic
task would be: clear (one objective, no ambiguity), self-con-
tained (not dependent on multiple other tasks to start), action-
able (someone, either a human or an Al agent, can do it), and
measurable (performance metrics can be developed for its
evaluation) [26, 27].
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In designing the functionality of atomic task breakdown, we fol-
low the principles of process mining [28] that focus on end-to-end
business processes, extract event, and job task data throughout the
organisation’s business operations, and perform process discovery,
conformance, and enhancement. We develop the overall ontology
for the blueprint component that integrates: (1) task ontologies;
(2) skill ontologies; and (3) learning and development ontologies.
The formal ontology schema is implemented to create the organ-
isation’s knowledge graphs, which illustrate relationships among
specific work tasks (obtained from process and task mining), skill
requirements (obtained from established skill framework, such as
Skills Framework for the Information Age [SFIA]), and job positions
(obtained from organisation sources). The atomic task breakdown
provides foundation for visualising tasks at various granularity lev-
els, and reflects the real-time business process composition for the
organisation.

In designing the functionality of task assignment recommenda-
tions, we follow the standard human-automation allocation frame-
work such as described by Parasuraman et al. [29], which proposes
four broad classes of function automations at various levels (infor-
mation acquisition, information analysis, decision and action selec-
tion, and action implementation) and Horvitz [30], which suggests
the mixed-initiative approach to explicitly support an efficient,
natural interleaving of contributions by human users and auto-
mated services aimed at converging on solutions to problems.
We construct an analytical model based on these frameworks,
and formulate the task assignment recommendations decision as
a constrained optimisation problem. We incorporate cost-bene-
fit parameters (derived from the organisation’s value-generation
objectives) in our objective function, and optimise the function
subject to a series of internal and external constraints (including
technology constraints, organisational constraints, governance and
compliance constraints, and resource constraints). The solution of
this optimisation problem forms the basis of the algorithm for the
assist/augment/automate (AAA) decision-making process of the
task assignment. The algorithm allows the organisation to develop
human-AI collaboration policy functions that incorporate thresh-
olds, confidence intervals, and human-in-the-loop escalation rules.

In summary, the blueprint component goes far beyond a reference
architecture or strategy, it's a fully operationalised labour orches-
tration system for organisations to ‘know, govern, and optimise’
every unit of work in the Al era. By turning work into structured,
scored, and versioned ‘atomic tasks’, that act as ‘nodes’ and assets
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just as other assets are tracked and managed, the blueprint makes
it possible to blend human judgement with machine efficiency in
a manner that is auditable, traceable, and continuously self-im-
proving. We are basically building the ‘digital twin of works’ for the
organisation. This blueprint provides the organisation with the abil-
ity to visualise work tasks with various granularity, laying the foun-
dation for higher executive decision-making support.

——  312. The UOMAMS component

This component resides at a higher level of NOW OS,
establishing the multi-domain, strategy-to-operations framework
that governs all major aspects of an enterprise’s overall structure
and value system. This component directly addresses the chal-
lenges identified in the meso-level analyses as shown in our con-
ceptual model. UOMAMS aligns an organisation’s strategic ‘why’
and ‘when’ with hands-on ‘how’ and ‘who’ across horizontally mul-
tiple critical organisation domains and across vertically multiple
organisation implementation layers. UOMAMS transforms abstract
strategy into executable, measurable operations.

In designing the UOMAMS layer, we emphasise the alignment
between NOW OS and the major Al governance/compliance frame-
works, including National Institute of Standards and Technology
(NIST) AI risk management framework, European Union (EU) AI Act,
and ISO 42001. Such alignments ensure NOW OS to achieve data
protection, accountability, risk management, transparency, audit-
ability, and human oversight as required by the frameworks. This
design allows us to address research question 2, especially the Al
governance aspect. UOMANS is divided into distinct domains, so
that each can define and determine the appropriate response to
an Al governance requirement. The business domain has primary
responsibility for assessing the impact of legislation and standards,
determining the business risk of an incident and deciding upon the
appropriate mitigation across some or all of the other domains.

For example, consider the impact of the EU Al Act. The Act intro-
duces a mandatory risk-based governance framework. Each
domain must now permanently include ‘Al compliance’ as a func-
tion, similar to general data protection regulation (GDPR) privacy
compliance. Instructions for strategic and tactical inclusion must be
communicated through each UOMANS layer. Organisations devel-
oping Al products need a dedicated Al Governance Committee or
officer to oversee compliance and maintain the ‘system inventory’.
The software development lifecycle (SDLC) is no longer sufficient
for AL The operating model must shift to an Al lifecycle approach
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where technologies, processes, services, and information are
assessed for compliance and participation in the Al lifecycle. The
leadership of each domain is responsible for particular compliance
requirements and should be audited periodically for reassessment.

Another example is NIST’s Al Risk Management Framework (AI
RMF), which is a voluntary standard emphasising Al system’s
trustworthiness and cultural aspects, including the governance of
Al's human impacts (e.g. deskilling, surveillance, fairness in task
routing, and labour relations). NOW OS’ governance structure is
aligned with NIST AI RMF’s four core functions: govern, map, mea-
sure, and manage. The business domain determines how specific
governance requirements, such as social sustainability (e.g. equi-
table task assignment, workload fairness, explainability access for
workers, and grievance processes), are integrated across all areas
of the business processes.

UOMAMS component enables policy-aware orchestration [31], as
well as role-based operating views [32], providing a direct interface
for NOW OS to allow the organisation’s decision makers to custom-
ise their 'views' of the organisation’s operations. This component
empowers leadership to cascade strategy into every domain, equips
designers and architects with proven patterns and reference cata-
logs, gives managers real-time performance visibility, and provides
operators with precise, day-to-day execution guides. In summary,
UOMAMS transforms organisational complexity into a transparent,
governed, and continuously optimised system, driving faster deci-
sions, higher quality outcomes, and sustainable agility.

—— 313. The Dynamic interaction between the two components
At a high level, the blueprint and UOMAMS form two inter-
locking layers of a single cohesive organisational architecture:

* The upper layer of UOMAMS component establishes a multi-do-
main, strategy-to-operations framework that governs every
aspect of an enterprise’s structure across multiple organisa-
tion implementation layers. It provides guidance for the lower
layer of blueprint component to enhance its analyses. It gen-
erates role-specific ‘views' for various organisation decision-
makers, including executives, designers, managers, and frontline
operators.

* The lower layer of blueprint component works as the granular
‘engine’ that dissects, scores, routes, and continuously optimises
every unit of work (atomic task) across humans and Al agents.
It populates and feeds the unified model component’s various
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domains with real-time task-level data, AAA decisions, and com-
pliance metadata.

Integrating atomic task modelling, policy-aware orchestration, and
role-based operating views creates a highly efficient, compliant, and
adaptable organisational operating model. Atomic task modelling
breaks work into precise, measurable units; policy-aware orchestra-
tion ensures that these tasks follow rules, constraints, and compli-
ance requirements; and role-based views ensure that each person
sees and executes only the tasks relevant to their responsibilities.
Together, they increase clarity, accountability, and auditability;
enable safe and scalable automation; improve performance moni-
toring; reduce operational risk; and make processes more agile and
easier to update as policies, organisational structures, or regulatory
requirements change [33-35]. Synergised, the two components
produce the NOW OS that operates dynamically: it integrates new
data continuously, conducts real-time analyses, and adjusts config-
urations simultaneously. These functionalities enable NOW OS to
serve as the organisational backbone for operations in the Al era.

In addition, while designing the NOW OS architecture and its com-
ponents, we have emphasised the dimension of information secu-
rity throughout the whole process. To address the cybersecurity
aspect of research question 2, we firmly believe security is not a
separated and isolated component or a layer in the system. Instead,
information security much be woven into all elements of the sys-
tem. To ensure security features are built-in at both the component
level and the system level, we adopt a structured combination of
secure design principles, engineering practices, and governance
frameworks.

We adopt the secure-by-design architecture’s principles of least
privilege (each component gets only the access it needs); defence-
in-depth (multiple layers of security); fail-safe defaults (deny by
default); separation of duties (break up responsibilities); minimise
attack surface (reduce inputs, services, and permissions); and zero-
trust architecture (never trust, always verify). Specifically, at the
system component level, we define component-specific security
requirements, conduct threat modelling per component, implement
secure coding and automated scanning, and conduct testing and
dependency checks. At system level, we adopt the formal frame-
work of NIST SP 800-160 to define organisational and system-level
security controls, define enterprise-wide security architecture pat-
terns, specify system-wide identity, logging, encryption, and imple-
ment end-to-end pen-tests and monitoring. This combined strategy
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guarantees that not only is each component secured individually
but the system as a whole also has integrated, layered, and consis-
tent security.

——  314. Comparison of NOW OS architecture with other RPA/IDP

orchestration and governance solutions

Robotic process automation (RPA) and intelligent doc-
ument processing (IDP) technologies have been integrated and
managed within various existing process orchestration platforms
(e.g. UiPath, Appian). Empirical studies and quantitative models
[36, 37] have been proposed and conducted to evaluate the perfor-
mance of the human-automation teaming approaches, including
the failure modes in automation governance. NOW OS represents
a paradigm shift in orchestration. It adopts many proven elements
of RPA frameworks - centralised control, audit logging, and role
security - but improves upon them by making the granularity finer,
the intelligence higher, and the governance tighter. Crucially, it also
rejects the limitations of first-generation automation (rigid pro-
cesses, siloed bots, and neglect of human factors). The result is an
orchestration framework where every task is optimally routed, fully
traceable, policy-compliant, and aligned with organisational strat-
egy - a vision that addresses the key shortcomings of today’s RPA
platforms. More specifically, NOW OS provides unique advantages
from the following perspectives:

+ Task granularity: NOW OS operates at the level of atomic tasks,
treating the smallest actionable units of work as first-class objects
that can be independently observed, governed, and re-composed
dynamically across humans and AL In contrast to RPA/IDP sys-
tems that orchestrate coarse-grained workflows or transactions,
this task-level decomposition enables fine-grained delegation,
adaptive reconfiguration, and partial automation within a single
process without brittle end-to-end rewrites.

* Provenance: NOW OS embeds end-to-end provenance directly
into the task lifecycle, capturing lineage, evidence sources, confi-
dence signals, and actor attribution for every atomic task via the
lens and immutable ledger. Unlike traditional RPA/IDP audit logs
that primarily record execution events, NOW OS enables explain-
able decision-level traceability that supports regulatory scrutiny,
model accountability, and post hoc justification of human-AI allo-
cation decisions.

« Governance hooks: To address the governance aspect of research
question 3, we enforce governance in NOW OS by designing at
the task level, using a customer-governed AAA allocation frame-
work that encodes compliance constraints, risk thresholds,
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jurisdictional rules, and organisational policy directly into orches-
tration logic. This contrasts with RPA/IDP platforms where gov-
ernance is largely externalised to process design conventions or
post-execution controls, limiting real-time policy enforcement
during task routing.

Organisational change: NOW OS explicitly couples task orches-
tration with organisational change governance, using a strategic
advisory board to continuously monitor and review task classifica-
tions, delegation thresholds, and workforce impacts as conditions
evolve. Rather than treating change management as an external
program layered onto automation initiatives, NOW OS operation-
alises change as a persistent decision process grounded in task
evidence, workforce readiness, and accountable human oversight.

With the basic understanding of the NOW OS infrastructure, its core
components, and their respective functionalities, we now describe
the technical details of the NOW OS core component design and
explain how each component performs its specific functionalities.

3.2. NOW OS core component: Human-Al division of labour
blueprint

The blueprint component is the reference architecture for
NOW OS. It is an infrastructure-grade framework that defines how
organisations can decompose, govern, and orchestrate every unit of
work - down to its most atomic actions - across humans and Al agents.
At its core, it treats ‘tasks’ as the foundational currency of labour:
each task is mapped, scored, and routed according to policy, risk, and
capability metadata. It provides foundation for NOW OS to transform
it from a conceptual model into a live, governable ‘labour operating
system’ that drives real-time execution, auditing, and continuous
optimisation. The technical architecture of the blueprint component
is summarised in Figure 3. We notice that the Human-AI division of
labour blueprint component consists of three lanes: observe, orient,
and decide & act, as visualised from top to bottom in the figure.
—— 321. The'Observe'lane

This lane contains an atomic task model. Instead of relying
on static job descriptions or process flows, this lane breaks every
role down into nested ‘clusters’ of responsibilities, tasks, sub-tasks,
and then ‘atomic tasks’ down to individual atomic actions.

On this lane, data is collected from the organisation about their

business processes, job tasks, and skill requirements. The data
sources include organisation documentations, interviews, surveys,
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Figure 3. Technical architecture of human-AI division of labour blueprint.

and the third party data sources. The collected data is analysed
to generate the atomic action cluster. Obviously, this functionality
is labour-intensive. Therefore, in this lane, we design an Al agent
named ‘cartographer’ (represented by a green hexagon icon in the
‘observe’ lane) to perform this crucial functionality.

+ ‘Cartographer’: The cartographer Al agent solves the criti-
cal business problem of organisational workflow invisibility by
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Table 1. Cybersecurity features built in in NOW OS AI agents.

Agent feature

Security specifications

Audit logging with cryptographic
integrity

Role-based access control (RBAC)
with multi-factor authentication

End-to-end encryption for data at
rest and in transit

Zero-trust architecture with
continuous identity verification

Emergency lockdown and
automated security incident
response

Creates tamper-proof records using hashing, blockchain-style hash chaining,
and digital signatures that provide legally defensible audit evidence and enable
immediate detection of unauthorised modifications.

Implements authentication with attribute-based permissions, ensuring
only authorised personnel can access sensitive functions while maintaining
compliance with enterprise security policies.

Applies encryption for sensitive stored data and encryption for all system
communications, protecting confidential information throughout its lifecycle,
and preventing unauthorised interception.

Implements continuous verification for all system interactions and validates
every access attempt against identity governance policies, eliminating implicit
trust and reducing attack surface. This feature addresses data-minimisation and
purpose-limitation in workflow mining.

Provides rapid response capabilities to security incidents, including
unauthorised access attempts, immediate access lockdown, forensic evidence
preservation, and coordinated incident investigation while maintaining service

availability for authorised users.

continuously mining diverse data streams (e.g. organisation doc-
umentation, such as email, calendar, system logs, and endpoint
activities) to automatically map actual work patterns, decompose
complex processes into atomic tasks, and identify automation
opportunities that remain hidden from traditional process dis-
covery methods. Cartographer integrates with other layers, serv-
ing as the foundational intelligence engine that transforms raw
organisational data into actionable workflow insights.’

In the technical design of the cartographer agent (as well as of
all other agents we will describe later), we emphasise the secure-
by-design architecture’s principles, and incorporate a series of
cyber-security features consistently and prominently throughout
the Al agent ecosystem, as summarised in Table 1.

These features are implemented throughout the agent ecosystem,
especially for those directly interacting with sensitive data, such as
lens, ledger, sentinel, interruptor, and PeaceKeeper. They support
regulatory frameworks such as SOX, GDPR, HIPAA, and ISO.

—— 322. The'Orient'lane

This lane obtains the feed of atomic tasks captured from
the ‘observe’ lane, and analyse them to generate an AAA recom-
mendation. Each atomic task is scored across a configurable set of
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logic domains (e.g. risk exposure, data sensitivity, business impact,
and Al capability match). These scores determine how, and by
whom, each task should be executed, with human oversight layers
and escalation paths baked into the output.

The hierarchy of feeds from the ‘observe’ lane are aggregated
into a centralised configuration repository called the workforce
Configuration Management Database (CMDB), which resides on
this lane. Workforce CMDB becomes the single source of truth for
who does what, how, why, and under which conditional rules. This
lane is also where the workforce CMDB data is analysed to deter-
mine recommendations. This sophisticated process requires collab-
orations from multiple Al agents. We explain the functionalities of
each one of the Al agents deployed in this lane in details below.

* ‘Lens’: The lens Al agent maps every decision or insight to its
underlying data sources - tagging which tables, application pro-
gramming interfaces (APIs), or documents informed that deci-
sion. It solves the critical business problem of data lineage and
audit compliance by automatically attaching provenance meta-
data and quality scores to every atomic task within the organi-
sation, ensuring that both downstream agents and external
auditors can definitively answer ‘where did this data come from
and how trustworthy is it?” with measurable outcomes and pro-
viding complete audit trails for regulatory compliance. Lens is
positioned immediately after the cartographer agent, where it
adds the unique capability of enriching every task with standard
provenance and data quality assessments that enable transpar-
ent, auditable decision-making across the entire agent ecosys-
tem while feeding trustworthy metadata to risk assessment and
downstream processing agents.

* ‘Weightsmith’: The weightsmith Al agent applies scoring weights
and AAA thresholds per persona or regulatory zone. It solves the
critical problem of organisational bias, imbalance, and incon-
sistency in how decisions, tasks, and data inputs are prioritised
across the enterprise. Weightsmith introduces a standardised,
auditable weighting framework that dynamically calibrates the
relative importance of signals, tasks, risks, and outcomes against
enterprise objectives, ensuring decisions are data-driven, consis-
tent, and explainable. This delivers measurable outcomes in the
form of improved alignment between strategy and execution,
reduced decision latency, and quantifiable governance assurance
by tracing how weights impact actions and outputs. It acts as a
balancing and calibration engine across the Al agent ecosystem,
ensuring that other agents’ analyses and decision-making are all
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grounded in consistent, transparent, and adjustable weighting
models aligned with enterprise governance and business drivers.

+ 'Passport’: The passport Al agent generates persona passports
and individual human work profiles, linking organisational roles
(e.g. ‘AP clerk’) to required capabilities and preferred AAA modes.
It solves the core business problem of ensuring that the right
tasks are always assigned to the right performer - human or Al
- by maintaining a dynamic, enterprise-wide identity, skills, and
eligibility registry. Passport can eliminate inefficiencies by con-
tinuously validating credentials, mapping skills to task require-
ments, and enforcing access and eligibility policies in real time.
The measurable outcome it delivers is a reduction in task mis-
routing, improved compliance with governance standards, and
optimised utilisation of human and Al resources, directly trans-
lating to faster task turnaround times, reduced operational risk,
and higher workforce productivity. Passport acts as the authori-
tative skills, credentials, and permissions registry that feeds into
task orchestration decisions. Its unique capability is to serve as
the identity and eligibility backbone of the agent ecosystem,
ensuring that every action taken by humans or agents is prop-
erly validated, compliant, and aligned with enterprise governance
requirements.

+ ‘Advisor’: The advisor Al agent solves the critical business prob-
lem of translating complex risk assessments and compliance data
into clear, actionable recommendations that non-technical stake-
holders can understand and implement confidently within their
organisational workflows. Advisor serves as an intelligent bridge
between Weightsmith’s quantitative risk scores and passport
maker’s compliance constraints by generating human-readable
and machine-executable action plans that specify which steps
should be automated, augmented, or handled by humans with
complete rationale and governance transparency.

* ‘Consultant’: The consultant Al agent addresses the business
problem of fragmented, slow, and inconsistent strategic and
operational decision-making by transforming disparate enter-
prise data, governance constraints, and stakeholder inputs into
consulting-grade recommendations, business cases, and play-
books that are transparent, risk-aware, and directly tied to mea-
surable outcomes, such as reduced decision cycle time, improved
return on investment-net present value (ROI/NPV) accuracy, and
higher alignment between initiatives and enterprise strategy.
It ensures all recommendations are evidence-linked and gover-
nance-compliant. Its unique capability is serving as the decision
foundry of the ecosystem - synthesising option sets, modelling
trade-offs, and generating implementation blueprints - so that
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humans and downstream agents operate with clear, traceable,
and optimised direction.

* ‘Librarian’: Thelibrarian Al agent aggregates, indexes, and curates
best-practice entries and lessons learned, availing them to agents
(mentor) and human users (process owners). It solves the critical
organisational challenge of knowledge fragmentation and decay,
where vital business knowledge, including standard operating
procedures, best practices, training materials, and domain exper-
tise, becomes siloed, outdated, or inaccessible, leading to dupli-
cated effort, compliance risks, and suboptimal decision-making
across the enterprise. The agent delivers measurable outcomes
through automated knowledge curation, reduces knowledge dis-
covery time through semantic search capabilities, and ensures
100% audit compliance through immutable provenance tracking
and version control of all organisational knowledge assets.

* ‘Mentor’: The mentor Al agent provides just-in-time tutoring,
rationale explanations, and micro-learning nudges whenever a
human is in ‘assist’ or ‘augment’ mode. It solves the business
problem of fragmented employee development and inconsistent
upskilling by providing a structured, Al-driven guidance system
that continuously aligns individual learning paths with organ-
isational priorities, compliance requirements, and emerging
role demands. It delivers measurable outcomes in the form of
improved workforce readiness, accelerated time-to-competency
for new skills, higher employee engagement, and reduced train-
ing waste through personalised, just-in-time recommendations.
Mentor enables context-aware skill guidance and adaptive coach-
ing tied directly to tasks, projects, and workflows, while feeding
progress and performance data into the other layers for gover-
nance and measurable impact tracking.

+ ‘Conductor’: The conductor Al agent routes each atomic task (and
its AAA modes) to the appropriate handler, whether human or AL
It solves the critical organisational challenge of optimal task rout-
ing and resource allocation by intelligently analysing risk scores,
persona passports, and real-time capacity metrics to make data-
driven execution decisions that maximise resource utilisation,
ensure policy compliance, and minimise bottlenecks, delivering
measurable outcomes, including improved task completion rates,
enhanced resource utilisation, and maintaining policy compli-
ance. Conductor serves as the ‘brain of execution routing’ that
bridges the analytical insights with actual task execution, adding
the unique capability of intelligent route simulation and poli-
cy-aware decision making that transforms risk assessments and
recommendations into actionable execution plans while main-
taining continuous oversight integration with other agents.
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 ‘Orator’: The orator Al agent solves the critical business problem
of executive decision-making bottlenecks by transforming com-
plex, multi-source task recommendations and analytical outputs
into high-integrity, data-dense yet comprehensible presenta-
tion formats that enable the skills advisory board to rapidly con-
sume and evaluate wide swaths of organisational intelligence
for informed allocation decisions. Orator serves as the final pre-
sentation and explainability engine that packages outputs from
consultant and other upstream agents into traditional executive
formats, including PowerPoint presentations, executive dash-
boards, and comprehensive reports while posting summarised
narratives to ledger for immutable audit compliance.

—— 3.2.3. The 'Decide & Act’ lane

This lane’s functionalities are built on the foundation of
the previous two lanes, and convert the data and analyses from
the other lanes into actionable business decision-making. This lane
interfaces with the workforce CMDB, which implements the deci-
sions/recommendations generated in this lane. This lane is also
where critical and supporting functionalities, such as risk manage-
ment and governance, are performed. The Al agents deployed in
this lane include the following:

+ ‘Automated task manager (ATM)': The ATM Al agent is the auto-
mated dispatcher for all tasks within NOW OS, solving the busi-
ness problem of inconsistent, manual, and error-prone task
distribution across human and AI performers. Its core pur-
pose is not to automate the tasks themselves but to automate
the process of routing every task - routine, exception-based, or
flagged - to the correct executor. ATM evaluates incoming tasks
using passport’s authorisation and eligibility rules, the AAA logic,
and real-time availability and workload data. It then dispatches
each task to an appropriate human operator (credentialed and
approved), an Al agent (responsible for a particular domain), or a
hybrid path that ensures oversight and escalation options remain
available. By functioning as the single automated dispatcher, ATM
ensures that every task is routed correctly from the moment it
enters the NOW OS ecosystem, removing reliance on ad hoc man-
ual assignment and guaranteeing that governance, auditability,
and accountability are always applied. Its unique capability is
being the enterprise’s automated routing engine, ensuring that
the flow of work is optimised, governed, and consistently exe-
cuted across both humans and agents, making it the control point
that underpins scalable and secure human-AlI collaboration.
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+ ‘Sentinel’: The sentinel Al agent serves as the comprehensive
performance monitoring and drift detection system responsible
for ensuring the reliability, accuracy, and operational integrity
of the entire NOW OS multi-model agentic solution by continu-
ously evaluating model performance, detecting data drift, and
identifying anomalies before they impact business operations.
The sentinel agent provides cross-cutting observability across all
main architectural layers and adds the unique capability of pre-
dictive performance monitoring with statistical drift detection
that enables proactive system optimisation and prevents perfor-
mance degradation before it affects service delivery.

« ‘Interruptor’: The interruptor Al agent solves the critical business
problem of organisational risk escalation by serving as the real-
time guardian that monitors service level agreement (SLA) clocks,
anomaly alerts, and policy breaches to automatically freeze tasks,
halt data mutations, and alert PeaceKeeper (explained next) and
on-call humans when safety thresholds are crossed, preventing
operational failures from cascading into organisational crises.
Interruptor serves as an autonomous safety brake system that
provides immediate risk containment and emergency response
coordination when tasks exceed acceptable risk parameters or
violate governance constraints, ensuring organisational resilience
through proactive intervention and systematic failure prevention.

+ '‘PeaceKeeper’: The PeaceKeeper Al agent solves the critical busi-
ness problem of organisational continuity during infrastructure
failures and system emergencies by automatically taking over
when tasks are paused or systems fail, implementing intelli-
gent workload rerouting to standby actors, alternate regions,
or human fall-back queues following business continuity-disas-
ter recovery (BC/DR) runbooks to maintain business operations
and minimise organisational disruption. PeaceKeeper serves as
the autonomous BC/DR orchestrator that ensures organisational
resilience through systematic recovery procedures, alternative
resource allocation, and comprehensive disaster recovery coor-
dination while providing real-time recovery metrics to leader-
ship dashboards for informed crisis management and strategic
decision-making.

Finally, Figure 3 shows that there is another Al agent (‘ledger’)
deployed on all three lanes:

* ‘Ledger’: The ledger Al Agent solves the critical business prob-
lem of ensuring financial and operational accountability across
all automated and human-executed tasks within the customer’s
organisation. Ledger provides a single source of truth for
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financial-grade task logging, capturing every event, decision, and
outcome with immutable audit trails, thereby reducing compli-
ance costs, accelerating audit readiness, and eliminating manual
reconciliation errors. By providing consistent, tamper-proof trace-
ability of actions across the enterprise, it delivers measurable
outcomes, such as reduction of audit preparation time, error-free
compliance reporting, and demonstrable governance alignment
with internal and external standards. Its unique capability in the
agent ecosystem is acting as the immutable compliance back-
bone, ensuring that all agent and human actions are consistently
captured, reconciled, and available for regulatory, financial, and
governance needs, thereby giving enterprises the confidence to
scale automation under full transparency and accountability.

—— 3.3. NOW OS core component: unified operating model and

management system

The UOMAMS component is a comprehensive, multi-
dimensional framework that aligns an organisation’s strategic vision
with business operations across eight critical domains: business,
agentic Al, service, process, security, people and organisation, infor-
mation, and technology. By structuring each domain in five layers
(definition, design pattern, reference architecture, capability per-
formance, and in-life purpose) and presenting tailored ‘views' for
executive management, C-level/directors, designers, managers, and
operations teams, UOMAMS transforms abstract strategy into execut-
able and measurable operations. UOMAMS is illustrated in Figure 4.

In Figure 4, the eight boxes under the ‘Domains Overview’ title box
represent eight architecture domains, which intersect with the five
architecture layers (represented by the five grey boxes under the
‘Design Pattern’ title box), illustrating the major functionalities of
UOMAMS. The five boxes below the ‘Definition’ title box define each
of the five layers UOMAMS operates on. The five boxes under the
‘Views' title box represent each of the five role-specific lenses through
which the different decision makers consume the output of UOMAMS.

We now illustrate in detail how each of the eight architecture
domains are defined and governed at each of the five layers to
ensure consistency from strategy down to operations.

Business domain

+ Definition layer: Captures vision, mission, and strategic goals (e.g.
‘Increases market share by 15% in government Al services').
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Figure 4. Unified operating model and management system (UOMAMS).

Design pattern: Uses a business operating model canvas to con-
vert strategy into value streams.

Reference architecture: Maintains a catalogue of business assets
and reference architectures (e.g. ‘strategic initiatives portfolio,’
and ‘value-stream map library’).

Capability performance: Tracks business performance metrics
(e.g. revenue growth, margin, and customer satisfaction) against
targets.

In-life purpose: Governs ongoing business operations (quarterly
objectives and key results [OKR] reviews, and strategic program
management offices).

Agentic A management domain

« Definition layer: Articulates Al strategy and goals (e.g. ‘imple-
ments AAA triage for 80% of service tickets by Q3').

+ Design pattern: Adopts an Al capability model defining how Al
agents (e.g. ‘lens’, ‘weightsmith’, and ‘cartographer’) integrate
with workflows.

+ Reference architecture: Maintains an ‘Al agent CMDB catalogue’
listing each agent’s inputs, outputs, training data sources, and
lifecycle stage.

+ Capability performance: Measures Al-agent performance (accu-
racy, confidence scores, uptime, and error rate).
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« In-life purpose: Manages live Al agent operations (data-pipeline
health checks, continuous retraining, and model drift monitoring).

Service management domain

+ Definition layer: Establishes service strategy and goals (e.g.
‘offers 24x7 incident response with 90% Service Level Agreement
(SLA) compliance’).

+ Design pattern: Uses a service capability model (service blue-
prints, SLAs, and service-value chains).

+ Reference architecture: Houses a service catalogue (service defi-
nitions, dependencies, and routings).

+ Capability performance: Tracks service performance key perfor-
mance indicators (KPIs) (Mean Time to Repair [MTTR], customer
satisfaction, and incident volumes).

+ In-life purpose: Executes service operations (incident management,
problem management, and continuous service improvement).

Process management domain

+ Definition layer: Lays out process strategy and goals (e.g. ‘reduces
end-to-end procurement cycle by 25%').

+ Design pattern: Adopts a process capability model (process flow
templates, and decision-gate frameworks).

+ Reference architecture: Contains a process catalogue (stan-
dardised process maps, Responsible, Accountable, Consulted,
and Informed (RACI) charts, and workflow engines).

+ Capability performance: Monitors process performance (cycle
time, defect rates, and resource utilisation).

« In-life purpose: Oversees process management (continuous pro-
cess orchestration, and business process management (BPM)
tool governance).

Security management domain

+ Definition layer: Captures security strategy and goals (e.g.
‘achieves zero-day breach detection within 10 minutes’).

+ Design pattern: Implements a security control capability model
(NIST, and ISO 27001 patterns).

+ Reference architecture: Maintains a security controls catalogue
(firewalls, identity and access management [IAM] frameworks,
and encryption standards).

+ Capability performance: Gauges security performance (vulnera-
bility metrics, compliance scorecards, and mean time to detect/
resolve).
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« In-life purpose: Runs security management operations (security
information and event management (SIEM) monitoring, SOC-as-
a-service, and incident response drills).

People and organisation domain

« Definition layer: Specifies organisation and people strategy (e.g.
‘shifts 20% of legacy roles to Al-augmented roles by year’s end’).

+ Design pattern: Uses an org-design capability model (organisa-
tional charts, skills taxonomies, and responsible, accountable,
consulted, informed (RACI) matrices).

+ Reference architecture: Contains an org structure and roles cata-
logue (job families, role descriptions, and skill profiles).

+ Capability performance: Tracks people performance (productivity
metrics, skill-gap indices, and employee engagement).

+ In-life purpose: Manages organisational and human capital oper-
ations (recruiting, learning and development programs, and per-
formance reviews).

Information management domain

+ Definition layer: Defines information and data strategy (e.g.
‘achieves a single source of truth for citizen records by Q4').

« Design pattern: Uses an information and knowledge capa-
bility model (data architecture blueprints, and taxonomy
frameworks).

* Reference architecture: Houses an information and data cata-
logue (data dictionaries, metadata repositories, data lineage).

+ Capability performance: Measures information performance
(data quality scores, usage analytics, and data latency).

* In-life purpose: Operates information lifecycle management
(extract, transform, load [ETL] jobs, data governance councils,
and Mobile Device Management [MDM] platforms).

Technology management domain

+ Definition layer: States technology strategy and goals (e.g.
‘migrates 70% of workloads to cloud by Q2 next year’).

+ Design pattern: Deploys a technology capability model (architec-
tural principles, platform standards, and reference stacks).

+ Reference architecture: Maintains a technology components cat-
alogue (system inventories, integration patterns, and container
registries).

+ Capability performance: Monitors technology performance (avail-
ability metrics, latency, and capacity utilisation).
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* In-life purpose: Conducts technology and infrastructure oper-
ations (DevOps pipelines, change management, and release
orchestration).

The role-based visibility and accountability UOMAMS is able to pro-
vide five views, which can be summarised as follows:

+ Executive management view: High-level dashboards showing
aggregated KPI heatmaps per domain, major strategic initiatives,
and risk exposure across security, Al, or regulatory domains.

+ C-level/director view: Detailed roadmaps and ‘how-to-guide’ pat-
terns (e.g. service strategy maps, Al agent capability timelines)
that show how each domain delivers on Executive objectives.

+ Designer view: Domain-specific patterns and reference (P&Rs)
architectures, such as the ‘security controls pattern’, ‘process
capability model blueprint’, or ‘Org & roles taxonomy’.

* Manager view: Real-time operational metrics and task assign-
ments: ‘who owns which tasks in this service or process?’ and
‘which Al agents are live vs. deprecated?’

+ Operations view: Day-to-day dashboards (e.g. incident queues, Al
model performance logs, and daily stand-up checklists) enabling
frontline teams to execute precisely against defined patterns and
SLAs.

By bridging the gap between ‘why/when’ (strategic intent and tim-
ing) and ‘how/who’ (detailed execution), UOMAMS ensures every
part of the organisation, whether a frontline operator, service-de-
signer, or Al agent, shares a common blueprint. There are no siloed
process diagrams or orphaned technology roadmaps; instead,
every element is traced back to business objectives, risk parame-
ters, and performance KPIs.

—— 3.4. The Synergy between Human-Al Division of labour
blueprint and UOMAMS
We now provide a detailed exploration of the synergy
between human-Al division of labour blueprint and UOMAMS, illus-
trating how these two core components of NOW OS complement
each other to deliver a unified, continuously evolving, audit-ready
operating system for the organisation.

At strategic level, to achieve the organisation’s strategic alignment

and traceability, the unified model’s role is to provide top-sown
strategy. At business definition layer, the unified model captures

www.acigjournal.com — ACIG, VOL. 5,NO.1,2026 — DOI: 10.60097/ACIG/217714



www.acigjournal.com
https://doi.org/10.60097/ACIG/203788

An Integrated Nexus of Work Operating System Architecture for Orchestrating Human

E ACIG

APPLIED
CYBERSECURITY
&INTERNET
GOVERNANCE

high-level vision, mission, strategic goals, and key performance
indicators (KPIs); at service/process/Al definition layers, it trans-
lates those business objectives into domain-specific strategies (e.g.
‘Shift 30% of customer-support tasks to Al-assist agents by Q4'); at
People & Organisation definition layer, it defines desired organi-
sational states, skill requirements, and cultural goals (e.g. ‘build
Al-savvy support teams that can supervise intelligent bots’).

In the meantime, the blueprint’s role is to generate bottom-up real-
world and real-time validation. Through automated data ingestion
(email/calendar mining, workflow logs, etc.) and consultant-led
workshops, the blueprint uncovers exactly which tasks exist, map-
ping them back to the unified model’s service and process defini-
tions. In addition, each atomic task is scored against the unified
model’s strategic guardrails (risk, compliance, thresholds, confi-
dence intervals, human-in-the-loop escalation rules, etc.) to pro-
duce an AAA recommendation that feeds back into unified model’s
Al definition and people & organization layers, ensuring that opera-
tional reality remains in lockstep with strategic intent.

The synergy between the two components produces a mutual feed-
back loop. Whenever unified model's stakeholders (e.g. C-level,
directors) revise strategic targets, such as new regulatory require-
ments or shifts in service-delivery goals, the blueprint’'s scoring
engine recalibrates, re-scoring all affected atomic tasks, updating
the AAA assignments, and highlighting revised skill-gap reports
for People & Organisation. Conversely, real-time signals from the
blueprint (e.g. ‘30% of grant-approval tasks now qualify for full
automation’) trigger the unified model’s capability performance
dashboards to surface potential organisational adjustments (e.g.
‘phase out three manual review roles, and retrain staff on automat-
ed-oversight models’).

The interactions between the two components ensure continuous
bi-directional optimisation:

* In blueprint to unified model direction, operational signals travel
upwards, which achieves:

* Real-time analytics: Blueprint continuously streams granular
metrics (task durations, Al confidence levels, error rates, and
compliance flags) into unified model’'s capability performance
layers across all domains.

* Automated alerting: The moment a metric drifts beyond
a predefined threshold (e.g. ‘Al model error rate > 5%’ or
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‘Procurement cycle time > 48 hours’), the unified model
dashboards raise tickets, assign action items, and reallocate
resources in service and process domains.

Governance escalations: If an atomic task marked ‘high sen-
sitivity (GDPR)’ is executed by an Al agent with insufficient
data-privacy controls, unified model’s security domain auto-
matically locks down that agent and notifies the chief informa-
tion security officer (CISO) for remediation.

 In unified model to blueprint direction, strategic directions travel

downward, which achieves:
* Revised objectives: When executive management revises quarterly

goals (e.g. ‘achieves 80% cost reduction in back-office operations’),
the unified model’s business and service definition layers broad-
cast new targets down to the blueprint’s scoring engine, which
automatically re-scores all back-office atomic tasks against updated
cost-benefit logic and reprioritises automation candidates.

Policy and control updates: A new regulatory mandate (e.g. ‘all
citizen data must remain within EU borders’) input into unified
model’s security definition layer immediately tells the blueprint
to tag every related atomic task with a ‘Data Residency = EU’
flag, forcing those tasks to be routed only to EU-hosted systems
or human agents.

Capability roadmap changes: If unified model’s technology defi-
nition layer declares ‘Decommission Legacy System Z by year-
end’, the blueprint identifies all atomic tasks dependent on
‘System Z' and kicks off mitigation plans (e.g. ‘assign to interim
manual process’ or ‘build new Al-assistant integration by Q3’).

In summary, the human-Al division of labour blueprint and
UOMAMS together provide the continuum for NOW OS, where:

1.

Strategy meets reality: the unified model’s top-down targets
flow into the blueprint’s task-level scoring engine, and the blue-
print’s bottom-up performance metrics feed back into the uni-
fied model’s dashboards - creating a continuous, bi-directional
feedback loop.

Governance is built on actual work: unified model’s policies and
controls are enforced at the atomic-task level by the blueprint,
ensuring that every action, from a simple support ticket to a
high-stakes security decision, is governed, auditable, and opti-
mised in real time.

Agility and resilience scale together: with the NOW OS in place,
executives can adjust strategic priorities on the fly, and the blue-
print instantly recalibrates task assignments; similarly, opera-
tional signals (e.g. SLA breaches, Al drift alerts, and compliance
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flags) are surfaced immediately in the unified model, enabling
rapid course correction.

By weaving strategic intent, domain governance, and atomic-level
task orchestration into one coherent operating system, the NOW
OS accelerates decision cycles, elevates outcome quality, and
ensures that every piece of work - no matter how small - advances
the organisation’s overarching mission.

—— 3.5. The evaluation approach to NOW OS performance

To address research question 3, we now describe our
approach to system performance evaluation. A strong perfor-
mance-evaluation framework for NOW OS should measure not only
technical efficiency but also business value, user experience, gover-
nance, and long-term scalability. In order to develop a proper model
for NOW OS performance evaluation, we decide to adopt a hybrid
approach. For operational performance evaluation, we adopt ITIL
Continual Service Improvement model [38], which focuses on avail-
ability and reliability, incident and problem resolution, change man-
agement success rates, service-level compliance, and user support
efficiency. For governance and strategic alignment evaluation, we
adopt COBIT framework [39], which uses process capability levels
and metrics across alignment with enterprise objectives, informa-
tion security performance, compliance and governance, IT process
maturity, and risk management effectiveness. For system’s overall
business performance, we adopt value realisation framework [40],
which measures value along three paths: cost reduction (process
automation, and resource optimisation), business growth (sales lift,
and customer retention), and risk reduction (compliance improve-
ments, and error reduction).

Integrating the three models together, the layered evaluation
approach allows us to effectively assess the NOW OS system per-
formance from the dimension of technical performance, user adop-
tion/satisfaction, business impact, governance and risk assurance,
and long-term strategic value. Specifically, NOW OS can be evalu-
ated by (i) task-level latency and completion fidelity, (ii) rework and
exception rates, (iii) human workload redistribution across AAA
modes, and (iv) governance outcomes, including auditability, policy
adherence, and escalation accuracy.

Next, we describe a sample use case of implementation of NOW OS

in a real-world scenario, accompanied by performance evaluation
metrics based on our layered evaluation approach.

www.acigjournal.com — ACIG, VOL. 5,N0O.1,2026 — DOI: 10.60097/ACIG/217714



www.acigjournal.com�
https://doi.org/10.60097/ACIG/203788

Bin Mai, Marc Walker, David Sweeney

E ACIG

APPLIED
CYBERSECURITY
&INTERNET
GOVERNANCE

—— 4. A Sample Case of NOW OS Implementation

In this section, we describe a sample use case of NOW OS
implementation for improving patient experiences and business
outcomes for general practice (GP) providers.

— 4. Introduction

A mid-sized GP group operating across 42 suburban clin-
ics found itself at a critical inflection point. Though they had imple-
mented a widely used electronic health records (EHR), integrated
a scheduling app, and recently trialed a medical scribe Al plugin,
their leadership team was still grappling with a deep structural
problem: both care quality and operational performance were
trending downward. Their metrics showed increased patient churn,
low first-call resolution rates, rising no-show volume, and a trou-
bling decline in post-visit satisfaction scores. They come to us for
consultation.

The NOW OS consulting team analyse the situation, and notice the
following: (1) each digital solution added its own siloed interface,
generated additional tasks, and introduced new workflow depen-
dencies without providing system-level logic for accountability, pri-
oritisation, or resolution; (2) nurses and medical assistants were
toggling between inboxes, sticky notes, whiteboards, and EHR
alerts, attempting to stitch together processes that fragmented
across people, roles, and tools; (3) administrative teams were fire-
fighting; clinical teams were fatigued; and (4) patients sensed the
chaos, and many simply stopped engaging.

The clinical operations team at this GP identified three patient-cen-
tred metrics as their most critical indicators of success and sus-
tainability: communication quality, access to care, and the overall
patient satisfaction.

In the next section, we focus on the first KPI, and describe how NOW
OS can be implemented to help improve communication quality,
together with the business performance gains that followed.

—— 4.2, How NOW OS improves messaging integrity, clinical
coordination, and patient trust
NOW OS addresses the communication quality challenge
faced by GP not by layering in more messages but by transforming
task handoffs into system-orchestrated commitments.
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Consider the common task of managing a laboratory order.
Traditionally, the process begins when the provider places an order
in the EHR, but from that point forward, the actions required to vali-
date, submit, and follow through on that laboratory span more than
two dozen steps across five different platforms. The medical assis-
tant (MA) must identify the correct current procedural terminology
(CPT) code for the ordered test, verify that the patient’s insur-
ance covers it, and determine whether a prior authorisation (PA)
is required. This typically involves logging into payer portals like
Availity or UnitedHealthcare, navigating benefit search trees, and
interpreting ambiguous coverage language. If a coverage condition
requires diagnosis code justification, the MA must then reconcile
that with the provider’s problem list in the EHR - or, more com-
monly, call the payer to clarify policy interpretations. This means
spending time on hold, authenticating the patient, verbally verify-
ing codes, and then jotting notes on paper before transferring the
outcome back into the EHR comment field or messaging the pro-
vider. This isn't a bug: it’s the legacy design of modern healthcare
technology stacks. And it is one of the core reasons that patients
experience unresponsiveness, delays, or mixed signals about their
care.

NOW OS changes this by treating each laboratory order as an
orchestrated task string, not a one-time entry in a chart. The sys-
tem decomposes the workflow into atomic-level steps, each tagged
with the most appropriate execution mode - Human-only, Assistive
Al, Augmented performance, or full Automation. For instance, the
process of checking a laboratory code against payer policies is
handled automatically via real-time API integrations. If multiple
coverage tiers or diagnosis rules apply, a context-aware decision
engine prompts the MA with the most relevant options based on
the patient’s chart - augmenting judgement not replacing it. Prior
authorisation requirements are detected in the background, and if
the criteria are met, the authorisation request is automatically com-
piled and submitted. Status updates are tracked continuously and
synchronised back to the patient communication module and the
provider’s task view. Every step is audited. Every handoff is visible.
No hallway conversation or sticky note is needed to ‘remember’
what comes next.

What once required over 30 scattered human-led steps now
resolves in 13 coordinated actions: most of them invisible to the
patient, many of them delegated to the right tier of automation,
and all of them traceable.
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This laboratory order example is emblematic of the silent, repetitive
frictions that general practice groups encounter every day - fric-
tions that aren’t solved by better messaging templates or stricter
checklists but by shifting from messaging to managed completion.
If a single order coordination task string can be deconstructed,
mapped, and optimised in this way, imagine the downstream
potential of doing the same for every recurring action across the
practice - Referrals. Imaging requests. Medication changes. Claims
reconciliation. Patient check-ins. Every one of these contains doz-
ens of hidden steps that today depend on human memory and
multi-system navigation.

NOW OS makes those tasks visible, manageable, and governable.
In doing so, it redefines what communication means in clinical
care - not just the exchange of information but the assurance of
follow-through.

The result is more than efficiency. It is the restoration of patient
confidence, the empowerment of frontline teams, and the emer-
gence of trust as a design property of the system itself.

Similar analyses and implementation of NOW OS can be conducted
to address other KPIs, and applicable to other scenarios.

——  4.3. NOW OS performance evaluation metrics for general

practice

In this use case of NOW OS implementation, system per-
formance was evaluated across efficiency, quality, governance, and
human workload impacts. Metrics were collected from system logs,
internal audits, operational reports, and patient experience indi-
cators during comparable observation windows before and after
deployment. The system performance metrics and variables are
summarised in Table 2.

Pre- and post-implementation metrics were compared using rel-
ative percentage change to assess the directional and magnitude
impact of NOW OS on system performance. Special attention was
given to high-friction task strings, including laboratory orders, prior
authorisations, and post-discharge follow-up, where coordina-
tion failures had previously driven patient dissatisfaction and staff
overload.

Task latency, rework, and escalation rates were evaluated as indi-
cators of orchestration effectiveness, while AAA distribution shifts
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Table 2. System performance metrics and variables.

Metric Metric Operational definition Unit of Primary data
category measurement  source
Task Task execution Mean elapsed time between task Minutes per NOW OS task logs
efficiency latency trigger and verified completion task
Task steps per Number of atomic actions required Count Workflow
workflow to complete a defined task string deconstruction
analysis
Multi-touch rate Percentage of tasks requiring more % Of tasks Internal audit
than two human interactions
Quality and Administrative Percentage of tasks requiring % Of tasks Internal audit
rework rework rate correction, resubmission, or
repetition
Exception Frequency of tasks triggering Escalations per ~ NOW OS escalation
escalation rate human escalation due to ambiguity 100 tasks logs
or risk
Governance Audit Proportion of tasks with full % Of tasks Ledger records
and completeness provenance (actor, evidence, and
compliance timestamps)
Policy violation Number of detected deviations from  Count per Compliance review
incidents payer, clinic, or compliance rules period
Human Human touch Average active human time spent Minutes Time sampling
workload time per task string
impact L ) . )
AAA distribution Proportion of tasks classified as % By category NOW OS allocation
assist, augment, or automate logs
Patient Communication- Patient-initiated calls due to missing  Calls per 1000 Call centre reports
experience related callbacks or delayed follow-up visits
(outcome)

Patient
satisfaction index

Composite post-visit satisfaction
score

Index score

Patient surveys

were analysed to understand how work was redistributed between
humans and Al Patient-facing outcomes were interpreted as down-
stream effects of improved task completion reliability, rather than
as isolated satisfaction interventions.

Through this systematic performance evaluation approach, we can
quantify the positive impact of NOW OS on the GP group operation
efficiency in terms of task execution latency, administrative rework,
and payer-related tasks requiring multiple touches etc. These effi-
ciency gains coincided with measurable improvements in patient
satisfaction, reduced inbound clarification calls, and improved
staff capacity allocation, supporting the hypothesis that task-level
orchestration materially improves both operational and experien-
tial outcomes in primary care settings.
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—— 5. Conclusions

One of today’s most significant technology advancements
is AL Vention estimates that there are over 56,000 active Al compa-
nies worldwide [41], with about 15,000 specialised Al tools designed
for specific tasks. Rankmy Al tracks more than 45,000 Al tools
worldwide [42]. However, several recent surveys and reports (e.qg.
[43, 44]) suggest that the proportion of Al tools that are genuinely
ready for end-to-end deployment at enterprise scale is low. Those
who industrialise Al labour and optimise human-AI collaborations
are now gaining exponential speed and cost advantages. Those
who lag will face loss of competitiveness, talent loss, and inability to
deliver cost-effective customer experiences. In the meantime, peo-
ple have started recognising the obstacles that must be overcome
to have a thorough understanding of human-AI collaboration.

In this paper, we present NOW OS, an integrated end-to-end oper-
ating system that analyses human-AI collaboration from the atomic
task (the smallest unit of real work tasks) level, and provides com-
prehensive functionalities of structuring, governing, and optimising
the task redesign, task assignment, and task process re-engineer-
ing to achieve the optimal human-AlI collaboration for the organi-
sation. We propose a conceptual model for human-AI collaboration
analysis that addresses the identified obstacles to understand
human-Al collaborations, and serves as the theoretic foundation
for our proposed NOW OS architecture. We also detail the technical
design of the proposed NOW OS system functionalities, including
how it addresses the security and governance aspects of human-Al
collaboration throughout the system components and the system
integration, and how the system performance can be evaluated
in a systematic approach. For industry practitioners, NOW OS is a
model for building a ‘digital twin of works’ for organisations, and
subsequently orchestrating human-Al collaborations to optimise
value generation for organisations. For academic research com-
munity, the proposed NOW OS architecture directly addresses the
major obstacles to human-AI collaborations in organisations, and
provides a prototype and testbed for further investigations on the
optimisation of human-AlI collaboration.

There are several promising research directions that can enhance
the proposed NOW OS that we are currently actively pursuing.
We are currently developing an ontology for NOW OS that will be
implemented as knowledge graphs. The ontology serves as the
foundation of ‘digital twin of works’ for organisations, and allows
the organisations to visualise the relationships among atomic
tasks, skill requirement, and organisation job positions. We are also
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developing an Al capability evaluation model (together with sur-
vey instruments) to systematically assess the organisation’s cur-
rent and target Al capacity. The capacity model incorporates the
dimensions of people, process, Al technology, and time, and allows
organisations to develop their human resource and Al capabilities
accordingly. In addition, we are now actively engaging in the tech-
nical design of the Al agents and algorithms to be deployed and
implemented in NOW OS, especially those directly related to the
atomic task breakdown and optimal task assignments, two core IPs
for NOW OS.

NOW OS is developed for individual organisations, and its structure
and functionalities are perfectly aligned with the micro- and meso-
level analyses presented in our conceptual model. The macro-level
analyses go beyond the current scope of NOW OS design. Another
interesting direction for future research would be to study how the
NOW OS architecture can evolve over time to capture the rapidly
advancing Al technology landscape.
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