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Abstract
Since the 2010s, South Korea’s cybersecurity strategy has 

undergone a pronounced shift towards a proactive orientation pro-
pelled by interrelated pathways. First, via hypersecuritisation, the 
country has cultivated a threat-centric discourse that heighten soci-
etal sensitivity to cyber risks and its narratives. Second, through 
norm-grafting, it has aligned with international cybersecurity 
norms to legitimise strategic repositioning. This article advances 
a focussed analytical framework integrating political–discursive 
dynamics with standing-seeking norm politics to explain and assess 
the evolution of national cybersecurity strategies, addressing gaps 
in the existing scholarship that has often remained descriptive and 
under-theorised regarding the mechanisms of strategic change. 
Empirically, viewed through a power lens, South Korea conjoins 
alliance-anchored deterrence with middle-power diplomacy – lever-
aging regional fora and capacity-building platforms to translate 
cyber capabilities into political influence and legitimating authority. 
Transformations hedge against skepticism as well as institutional 
resistance domestically and internationally, reflecting a realist 
convergence of security conceptions on the Korean Peninsula. 
Over time, Seoul’s posture has approached the threshold of its 
long-standing prudent principle, signalling a move from a pre-
dominantly defensive orientation to a more proactive, agentic, and 
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assertive rationale of strategic practice. Nevertheless, given per-
sistent external threats, operational controversies, and structural 
limitations of cybersecurity capabilities, South Korea continues to 
rely on the synergy of hypersecuritisation and norm-grafting. This 
configuration constitutes the pillar of contemporary policy and is 
poised to shape the architecture and trajectory of its cybersecurity 
strategy in the foreseeable future.

Keywords
cybersecurity, legitimacy, hypersecuritisation, norm-grafting, US–ROK 
alliance

1.  Introduction

Nowadays, South Korea possesses the world’s high-
est high-speed internet penetration rate, efficient 

computer networks, and the cutting-edge digital technology. Yet, 
compared to material strengths, the country’s approach to cyber-
security remained relatively complacent until around 2010 [1]. 
Since then, South Korea has accelerated its retreat from the ear-
lier mindset, in terms of both public awareness of cyber threats and 
implementation of security policies, exhibiting a move towards sys-
tematisation, coordination, and a more proactive strategic stance. 
On account of the pivotal role of cyberspace in facilitating cross-do-
main operations, cybersecurity has advanced to the forefront of 
military security configuration, catalysing policy reforms and capa-
bility development across land, maritime, air, and outer space [2]. 
Thus, cybersecurity has presented not only an emerging fulcrum 
for (re-)structuring South Korea’s security apparatus but also an 
essential lever for expanding national influence as a middle power1 
on the Korean Peninsula and within the Northeast Asia region. 
Thereby, the development of South Korean cybersecurity strategy 
faces multiple challenges. Domestically, comparative lags in fron-
tier normative and legal frameworks constitute an institutional bot-
tleneck. Regionally, neighbouring state actors – particularly North 
Korea and China – display counteractive tendencies rooted in the 
regional security dilemma, amplifying the uncertainty surrounding 
strategic implementation [3].

These dynamics give rise to the following core research questions: 
On what conceptual models can the transformation of South Korea’s 
cybersecurity strategy be understood? What is the generative logic 
linking these security choices to the broader doctrinal shifts? And 
how can the future trajectory of the country’s cybersecurity policy, 

1 The term ‘Middle 
Power’ originated 
from Canadian and 
Australian political elites 
in the aftermath of WWII, 
highlighting global 
positioning and diplomatic 
autonomy initially. 
Over time, the concept 
evolved into a cognition 
for the expanding 
group of emerging 
states, operationalised 
through control of 
critical resources, 
advanced technologies, 
or discourses in specific 
policy domains. A 
salient example is South 
Korea’s established 
strength in Information 
and Communications 
Technology (ICT) and the 
extensive digitalisation of 
its public infrastructure 
amid the Fourth Industrial 
Revolution. By leveraging 
comparative advantages, 
middle powers exert 
influence and advance 
functional governance on 
pressing global issues.
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as well as its overarching security strategy be assessed? Given 
the close interrelationship between South Korea’s cybersecurity 
initiatives under its extensive security posture, and in light of the 
growing likelihood of the US–Republic of Korea (ROK) alliance in 
cyberspace alongside the context of global strategic competition, a 
systematic analysis of the thorough behavioural patterns underpin-
ning South Korea’s adaptive changes in cybersecurity – along with 
the construction of an analytical framework for assessing its contin-
uum – carries both policy and scholarly significance. By tracing the 
fabric of South Korea’s cybersecurity discourse and associated pol-
icy actions over the past decade, this article endeavours to develop 
pertinent academic concepts and to provide a balanced perspective 
that integrates theoretical insights with empirical observations in 
addressing the aforementioned issues.

2.  Review of the Scholarly Landscape
Persistent vulnerabilities in cyberspace, coupled with the 

escalating tempo of malicious intrusions, poses enduring risks to 
national security, economic stability, and the everyday life of citi-
zens [4]. Accordingly, governments worldwide are formulating and 
implementing comprehensive cybersecurity strategies. The exist-
ing scholarship on South Korea’s cybersecurity strategy has largely 
commenced with the examination of its policy development path. 
Analysts consistently observe notable shifts in strategic vision, 
institutional architecture, and patterns of international coopera-
tion, prompting inquiries into the driving forces and implications of 
these changes [5, 6, 7]. Yet much of this literature is predominantly 
descriptive and context-focussed, offering limited elaboration and 
theoretical depth on the mechanisms underpinning stepwise devel-
opment. One prominent research strand of inquiry adopts the alli-
ance-strategy perspective [8, 9, 10], positing that South Korea’s 
cybersecurity policy adjustments are intended to both compensate 
for deficiencies in its own defensive capabilities, and signal align-
ment with the US-led international cybersecurity collaborations. In 
return, Seoul seeks United States’ support in the areas such as tech-
nical competency augmentation and the enhancement of national 
defence autonomy. This perspective illuminates significant link-
ages between foreign policy and cybersecurity strategy. However, 
the causal pathways remain under specified, leaving considerable 
scope for theorisation in academic research. Drawing on the struc-
tural–geopolitical lens of the Korean Peninsula, another body of 
work attributes strategic change to security threats from external 
cyberattacks [11, 12, 13, 14]. Yet the indirect and non-kinetic nature 
of cyber operations means that, under commensurable scenarios, 
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they have not yet posed an immediate existential danger to physical 
infrastructures and populations.2 Moreover, temporal variation in 
South Korea’s cybersecurity policy warrants closer scrutiny. In artic-
ulating and promoting relevant policies, the Korean government 
has invoked its self-identification as a global middle power, culti-
vating its ‘middlepowerhood’ [15, 16] – a mixed positional role as 
both ‘knowledge creator’ and ‘norm disseminator’ in internal cyber 
policy debates and external cyber diplomacy exertions [17]. This 
underscores the need for in-depth analysis on how these imager-
ies are constructed, circulated, and institutionalised. Some scholars 
contend that South Korea’s vital advantage in cybersecurity lies in 
its capacity to possess both contextual and positional intelligence, 
enabling the country to continuously interpret an ever-evolving 
security environment, and to accurately discern its dynamic posi-
tion within the global cyberspace order [18].

Correspondingly, scholarly assessments of continuity and change 
in South Korea’s cybersecurity posture diverge sharply, particularly 
regarding the impact of proactive cyber defence on strategic evo-
lution. Some scholars contend that Seoul’s increasingly assertive 
responses to cyber threats have reinforced the effectiveness of the 
US–ROK alliance in this domain, producing spillover effects that 
shape regional security architectures spanning both traditional and 
non-traditional spheres [19, 20, 21]. Others emphasise that regula-
tory constraints and uncertainties in advanced technological innova-
tion have kept strategic change moderate and cautious [22, 23, 24]. 
While the literature has addressed the historical trajectory, drivers, 
and emergent trends of South Korea’s cybersecurity strategy, it 
provides limited explanation of the distinctive characteristics and 
internal transformative logic of this development. The divergence 
of views underscores the difficulty of situating South Korea’s stra-
tegic evolution within binary typologies, such as ‘conservative’ ver-
sus ‘radical’, or ‘reactive’ versus ‘proactive’, thereby highlighting the 
imperative for further exploration of its intrinsic determinants. In 
reality, its approach blends elements of status quo preservation with 
revisionist impulses – emphasising incremental adaptation in a short 
administrative process, while exhibiting a complex strategic dynamic 
trending from defence towards offence over a longer policy cycle.

This article argues that South Korea’s cybersecurity strategy is 
underpinned by two rational functions. On one hand, adopting 
a sober realist diagnostics of cyberspace security, reinforcing – 
through both threat discourse and operational measures – aware-
ness of the Peninsula’s precarious security environment and 
domestic vulnerability to cyberattacks. On the other hand, informed 

2 This non-assertive 
stance is evident in 
the Tallinn Manual on 
the International Law 
Applicable to Cyber 
Warfare, particularly 
in its treatment of the 
threshold at which a 
cyberattack qualifies as 
a ‘use of force’. Rule 11 
of the Manual adopts 
the ‘scale and effects’ 
formulation with the 
comment explicitly 
stating that physical 
consequences serve 
as the major criterion. 
States have largely 
denied extending the 
definition to encompass 
economic or political 
coercion; therefore, 
merely providing state 
sponsorship to a hacktivist 
group conducting 
cyberattacks is relatively 
deemed insufficient to 
constitute a use of force.
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by its existing diplomatic image, self-perceived international role, 
and the necessities of relationship-building, South Korea maintains 
acute sensitivity to the international cyberspace norms and corre-
sponding domestic legal frameworks governing cyber operations, 
thereby ensuring the docking of strategic adjustments with legiti-
macy requirements at both levels. Against this backdrop, the driven 
strategy can be dissected as a dual-track theoretical approach 
comprising ‘hypersecuritisation’ and ‘norm-grafting’. The former 
grants the agency to initiate strategic development by employing 
rhetoric to amplify threat narratives in the digital domain, while the 
latter furnishes the normative foundations and legitimacy leverage 
for determining direction and scope of cybersecurity policy trans-
formation. Accordingly, this article envisions the conceptual par-
adigm of hypersecuritisation and constructs the metatheoretical 
model of norm-grafting, subsequently seeks to articulate the syn-
ergistic connections in the context of South Korea’s cybersecurity 
strategy evolution. This integrated framework is designed to reify 
the response to the research questions and the empirical analysis.

3.  Hypersecuritisation and Norm-Grafting in 
Convergence: An Analytical Framework
This article adopts the concept of hypersecuritisation 

to depict the political-discursive mechanism of threat amplifica-
tion that transcends the rationale of conventional securitisation. 
Through this process, South Korea portrays cyberspace as a domain 
marked by acute crisis imagery. Based upon visual narrative founda-
tions, the government subsequently invokes established normative 
frameworks across specific issue areas to bolster the credibility and 
authority of its cybersecurity policy. The norm-grafting process not 
only situates South Korea within the broader architecture of global 
governance standards but also consolidates the legal and norma-
tive basis underpinning domestic policy reform. Furthermore, the 
externality of canonical international norms helps alleviate both 
internal politics and external power pressures. The sustained ele-
vation of cybersecurity on the national security agenda via crisis-
oriented discourse, coupled with the legitimacy empowerment, 
lowers the frictional costs of strategic transformation. This dynamic 
facilitates a paradigmatic momentum in the evolution of contem-
porary South Korean cybersecurity strategy.

3.1. Hypersecuritisation in Cyberspace
Securitisation theory was developed by the scholarly 

community commonly known as the Copenhagen School in the 
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1990s. Since then, the theory has been subjected to extensive 
debate, refinement, and applied across military, political, societal, 
economic, and environment domains. It provides a rationale for 
illustrating how ordinary issues can be deliberately reframed as 
security-related matters, along with its reverse process – desecuriti-
sation – whereby they are intentionally desecuritised and returned 
to the status of non-security [25].

Hypersecuritisation is an emerging theoretical concept, situated 
within security epistemology as a sub-concept addressing securi-
tisation processes [26]. It was initially introduced by Barry Buzan 
as part of his configuration of security studies paradigms. The 
notion was later systematically operationalised by Lene Hansen 
in the field of digital security, and experientially applied by Helen 
Nissenbaum within the online privacy governance. These funda-
mental contributions have established hypersecuritisation as a crit-
ical analytical instrument for exploring cybersecurity affairs [27]. 
Hypersecuritisation offers a fundamental framework for under-
standing how cyberspace catastrophe imaginaries are constructed. 
It functions through mechanisms that instrumentally amplify the 
perceived severity and immediacy of security threats by deploying 
hypothetical narratives rooted in apocalyptic or doomsday scenar-
ios, thereby inflating risks well beyond their actual likelihood [28]. 
In discursive practice, actors typically highlight the potentially dev-
astating consequences of sudden cybersecurity incidents, particu-
larly their capacity to paralyse core information systems integral to 
critical infrastructure, most notably in the financial and military sec-
tors. Such dramatisation portrays cyber threats as possessing the 
capacity to precipitate mass systemic collapse across the prevailing 
political and socio-economic orders [29].

In comparison with other categorical concepts, pan-securitisation is 
driven by a widespread emphasis on horizontal tendencies, result-
ing in the incorporation of a wide array of non-security issues into 
the securitisation process [30]. Pan-securitisation not only blurs the 
boundary between security and non-security but also leads to an 
abnormal broadening of security agenda. By contrast, over-securitisa-
tion is manifested vertically through the deep reconstitution of spe-
cific issues within a hierarchical structure, such as infectious disease 
prevention and control in global public health [31]. By binding a sin-
gle issue to particular actors within a premise securitisation schema, 
the issue is artificially elevated, functioning as power amplification.

While conceptually related to the aforementioned models, hyper-
securitisation presents variations in its core characteristics.  
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First, hypersecuritisation advances the prioritisation of cybersecu-
rity within policy agendas by discursively anchoring it to national 
security memorandums. It relies on analogical reasoning, whereby 
the potential consequences of cyberattacks are assessed, referenc-
ing the physical destruction caused by conventional armed conflict. 
The discourse of ‘cyberwarfare’ frames high-intensity conflicts as 
actions capable of generating material devastation, granting cyber-
space a strategic significance equivalent to traditional military-spa-
tial domains [32]. By establishing a symbolic linkage between 
cyberattacks in virtual space and tangible physical damage, hyper-
securitisation portrays cyber threats as existential in nature, depict-
ing characteristics of classical warfare [33]. In doing so, it shapes 
the perception of domestic audience and reinforces the urgency 
of securitised responses. Second, hypersecuritisation underscores 
a lens for interpreting the evolving profile of cybersecurity by con-
structing the strategic role of cyber infrastructure as the ‘security 
nexus’. It focusses on how a single cybersecurity rift can trigger 
cascading effects that jeopardise multiple security referent objects 
[34]. Drawing on the offence-defence dynamics among cyberspace 
actors, there exists a structural resemblance to physical terrorism: 
malicious actors possess an inherent asymmetrical advantage, 
enabling them to conduct high-impact operations with minimal 
entry barriers. Although technological iterations have strengthened 
defensive capacities, they have exacerbated hyperconnectivity, giv-
ing rise to novel vulnerabilities [35]. This contradictory interplay 
renders the postures among cyberspace actors highly fluid and 
imparts non-linearity to security outcomes. Third, the rapid prolif-
eration of emerging technologies like high-performance comput-
ing and artificial intelligence (AI) highlight the underdevelopment 
of universal norms governing cyberspace behaviour [36]. This 
regulatory gap has produced a lack of institutional mechanisms 
and precedents for coping actual incidents, leaving considerable 
ambiguity in crisis responsiveness. Ad hoc crisis management 
thus becomes the default feedback option fostering expectations 
among stakeholders for the progressive strengthening of cyberse-
curity measures. In the absence of binding norms, the emergency 
responses of individual states may serve as de facto models for oth-
ers with limited cybersecurity experience, providing a fragmented 
basis for the domestically rationalised narrative of cyberspace 
hypersecuritisation.

Hansen and Nissenbaum [27] further argue that hypersecuritisa-
tion in cyberspace has spawn to distinct ‘everyday security practice’ 
and the technification. The former entails mobilising the public to 
engage in cybersecurity efforts and embedding hypersecuritised 
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imaginaries into digital practices of daily life, thereby garnering 
societal endorsement for securitisation discourses and the corre-
sponding countermeasures. The latter pertains to the predomi-
nance of technical actors; whereby cyber professionals become 
the dominant agents fortifying the credibility of security narratives 
through the application of cyber-technology and the deployment 
of technological expertise. Technification frames cybersecurity as 
a domain ostensibly contingent upon hierarchical and specialised 
technical knowledge, and the supposition by the presumption of 
political and normative neutrality [37]. This article contends that 
the securitisation unfolding at the dimension of everyday-security-
practices and technification reinforces security actor’s motivation 
and accelerates the broader trajectory of securitisation. Through 
mechanisms of discursive internalisation, it enhances audience 
receptivity, thereby (re-)facilitating the diffusion and entrenchment 
of hypersecuritisation.

When examining the evolution of South Korea’s cybersecurity 
strategy, it reveals that a cluster of early, high-visibility incidents 
– initiated from the 2009 DDoS attack that crashed major financial 
websites, followed by the 2013 ‘DarkSeoul’ operation targeting crit-
ical institutions, and the 2014 cyber intrusion affecting hydro and 
nuclear power facilities – collectively functioned as pivotal catalysts 
propelling the country’s progressive hypersecuritisation of cyber-
space, a trajectory that is amenable to empirical substantiation.

3.2.  Norm-Grafting: The Politics of Legitimacy
Scholars have observed that security appeals function as 

potent instruments of political mobilisation, contributing to the 
process of legitimisation. In practice, legitimacy manifests multi-
level roles. Domestically, it undergirds a state’s capacity to cultivate 
political identification among its citizens. Internationally, legitimacy 
shapes strategic responsiveness of states in transnational inter-
actions, particularly in their diplomatic engagement with major 
powers. By incorporating normative dimensions, this article intro-
duces the analytical concept of norm-grafting to interpret the tac-
tics states employ in pursuit of comprehensive legitimacy. It further 
elucidates the contextual judgements and systematic consider-
ations underlying strategic choices.

‘Grafting’ is originally a horticultural technique that denotes surgi-
cal joining of tissues from two distinct plants to form their coales-
cence into a single physiological unit. The process involves uniting a 
scion (the aerial portion) with a rootstock (the root system), thereby 
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enabling integration of vascular systems and combination of 
advantageous traits, such as fruit quality, disease resistance, and 
stress tolerance [38]. Political science scholars pioneered the 
application of grafting as a conceptual metaphor, employing it to 
interrogate the dialectics of transnational order formation as man-
ifested in institutional praxis [39]. In this usage, grafting under-
scores the fusion and recombination of concepts and practices. As 
elaborated, grafting constitutes a dynamic process distinguished 
by repeatability, adaptability, and the capacity for selective absorp-
tion, transformation, and substitution of pre-existing paradigms. 
This generates complex outcomes wherein normative systems, 
cognitive frameworks, policy architectures, and implementation 
modalities intermingle, co-evolve, and undergo continuous inno-
vation. Complementing this perspective, Mejri et al. [40] contend 
that successful grafting requires effective absorption and integra-
tion of grafted knowledge systems and relational networks into 
the cognitive framework of the grafting actor. Crucially, the grafted 
knowledge must be intelligible to and accepted by relevant stake-
holders, encompassing cultural cognition, institutional norms, and 
specialised expertise originating from the ‘graftee’ – external actors 
capable of transmitting experiential knowledge or network-based 
resources.

Drawing upon the botanical origin, the metaphor of grafting in 
social science entails not only the examination of heterogeneous 
ideas and institutional templates that serve as the grafting foun-
dation (analogous to the rootstock) but crucially, the analysis of 
inter-subjective relations and power configurations that shape the 
grafting process (paralleling the ecological environment in plant 
grafting). Grafting represents the materialisation of normative pol-
itics. It does not occur in a vacuum but unfolds within a dynamic 
arena of contestation between dominant and emergent norms. The 
process reveals the pluralistic nature of international norms, under-
scoring the dominant and subordinate position of certain actors 
within the global order, along with their inherent potential for agen-
tive manifestation [41]. To make this translational move explicit, the 
following matrix (Table 1) delineates the core logics, mechanisms, 
and objectives of grafting in biological origin, compared with its 
normative application in social science, elucidating how the notions 
of compatibility and integration traverse these contexts to under-
write legitimacy-seeking strategies.

A broader theoretical understanding is particularly salient for ana-
lysing how normatively dependent actors navigate the global state 
dynamics. Focussing on middle-power state actors exemplified by 
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South Korea, this article adopts the process-relational interpre-
tation of grafting outlined above – highlighting both structural 
constraints and agential creativity – to advance the concept of 
norm-grafting, describing scenarios of a state with relatively limited 
discursive power, seeks to expropriate the authoritative content 
embedded in international norms through selective adaptation and 
reinterpretation, thereby converting imported normative authority 
into exportable governance templates. From this operationalisable 
premise, the state strives to bolster the legitimacy of strategic pol-
icy transitions – mitigating domestic controversies while evading 
international scrutiny or intervention. Within the grafting meta-
phor, norm-grafting can manifest in both state-led discursive con-
structions (the ‘scion’ of new normative claims) and its concrete 
policy practices (the ‘rootstock’ of the pre-existing institutional 
frameworks) [42]. South Korea exhibits a proficiency in deploying 
norm-grafting. By leveraging established institutionalised norma-
tive resources, Seoul strengthens the legitimacy of its own pol-
icy initiatives. This approach proves particularly consequential in 
cybersecurity governance, where norm-grafting assumes critical 
importance during phases of significant policy realignment by ful-
filling the key functions.

First, norm-grafting facilitates a dual process of legitimisation: the 
internal reconstruction of threat perception and the external con-
solidation of policy support. In the cognitive sphere, under hyperse-
curitisation – where threats are presumed to be highly destructive 
and policies lack established precedents, norm-grafting functions 
by elucidating the applicability of the existing norms to novel 
challenges (e.g. applying data protection norms to the domain of  

Table 1. Comparative Framework of Norm-Grafting: From Biology to Normative Politics.

Dimension Botanical/grafting  Social-scientific/norm-grafting

Ontology of units Scion + rootstock External norms + domestic frameworks

Causal logic Compatibility → Vascular integration → 
Stable phenotype

Norm fit → Institutional absorption → 
Legitimisation → Routinised practices

Mechanisms Cambium Alignment → Callus →  
Xylem-phloem link

Selection → Translation → 
Recombination-internalisation

Driving objectives Yield, vigor, disease resistance Comprehensive legitimacy, policy effectiveness, 
international recognition

Power and asymmetry Implicit in cultivation choices  Major power agendas, global agenda-setting, 
resource dependency

Source: Author’s elaboration.
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AI security). This defines the nature of emerging threats and fur-
nishes legitimate strategies, alleviating ontological insecurity 
associated with unknown risks while reducing resistance towards 
transformation. At global level, the selection of norms is constrained 
by structural factors. Universality refers to the invocation of inter-
nationally recognised norms (such as the Cybercrime Convention), 
which not only signals a state’s commitment to upholding the 
existing order, but also expands its policy space – actions framed 
as efforts to preserve order are more readily legitimised [43]. 
Selectivity unveils the tendency of states to graft norms advanced 
by ideologically aligned powerful actors (such as South Korea’s 
adherence to the US-led ‘Norms of Responsible State Behavior in 
Cyberspace’), thereby constructing shared identity narratives and 
gaining international tolerance for policy adjustments [44].

Second, given that international cybersecurity norms remain in 
evolutionary, norm-grafting addresses the challenge of shaping 
normative trajectories amid the uncertainty of incomplete rule 
codification. At the core of norm-grafting lies the strategic appro-
priation of authoritative norms. Through cooperative engage-
ments, states clarify the substantive content of norms, accumulate 
rule-making power, and counterbalance rivalries in the interna-
tional system. Simultaneously, by participating in norm formation, 
they expand interpretive and operational latitude within the nor-
mative structure. These dynamics foster favourable environments 
for subsequent, ambitious policy recalibrations, ultimately forming 
a self-reinforcing norm-grafting close-loop.

3.3.  An Integrated Analytical Framework
The notion of hypersecuritisation and norm-grafting con-

stitute strategic paradigms congregated defining the evolution of 
South Korea’s cybersecurity strategy. Hypersecuritisation encodes 
the uncertainty surrounding cybersecurity landscape, framing the 
cross-domain, unprecedented nature of threats, and amplifying 
the sense of urgency among targeted audiences. Principal agents – 
sub-state actors, such as political elites, administrative institutions, 
academic communities, and mass media – translate specialised 
technical concerns into tangible public anxieties via routine dis-
cursive practices. This mechanism reflects the dominant pathway 
through which hypersecuritisation unfolds in South Korea’s cyber-
space. By contrast, norm-grafting emphasises the legitimation of 
strategic transformation through the interpretation, bridging, and 
mutually constructed external normative frameworks. South Korea 
has actively shaped societal acceptance of ‘extraordinary measures’ 
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within cybersecurity domain. Normatively, grafting facilitates 
the shift from a defensive inclination to a proactive and relatively 
offensive strategic attitude. Politically, it incrementally broadens 
the boundaries of feasible cybersecurity policy change, expanding 
the scope of operational space. This section develops an analytical 
framework that systematically incorporates hypersecuritisation and 
norm-grafting as key theoretical variables to logicalise the dynam-
ics of South Korea’s cybersecurity strategy (Figure 1). By exploring 
the synergistic effects of the functions, this approach underscores 
the collaborative impact on domestic and international perceptions 
of cybersecurity transformation – an understanding critical for 
informing the future trajectory of the country’s policy actions.

4.  Pathways and Policy Logic of South Korea’s 
Cybersecurity Transformation
Since the 2010s, South Korea’s foreign and security poli-

cies have undergone a consequential recalibration. In the realm 
of middle-power diplomacy, Seoul has pursued strategies link-
ing Lee Myung-bak’s New Asia Initiative, Park Geun-hye’s Eurasia 
Initiative, and the co-founding of the middle-power governance 
grouping – MIKTA – to deepen global governance engagement 
[45]. On security, from the 2011 National Cyber Security Master 
Plan to the 2022 National Security Strategy, the country codi-
fied strengthened deterrence and proactive response to counter 
growing cyberattacks and safeguard societal information infra-
structures. Consequently, cybersecurity agendas have articulated 
as a pivotal policy lever through which traditional middle powers 
exercise strategic agency and normative leadership. By coupling 

Encode uncertainty/
unprecedented threats

Discursive practices
target public anxiety

HypersecuritizationInternal External

Expand feasibile policy boundaries

Domestic & international perceptions/evolution of strategic actions

Norm-grafting

Legitimize strategic 
transformation

Interpret & bridge 
normative framework

Figure 1. Systematic model of hypersecuritisation–norm-grafting dynamics. Source: Author’s illustration.
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hypersecuritisation to foreground the gravity and urgency of cyber 
threats with norm-grafting to consolidate the legitimacy of the 
evolving strategic rim, South Korea has not only facilitated domes-
tic policy transition but also furnished enabling conditions for the 
outward projection and diffusion of its governance approaches.

4.1.  Hypersecuritisation: The Construction of Security 
Hermeneutics
The hypersecuritisation discourse of South Korea’s cyber-

security is manifested in the symbolic and institutional elevation of 
cyberspace to an empowered status equivalent to the traditional 
physical domains of defence. Such elevation creates the political 
space necessary to confer cybersecurity with governance capacity 
echelon and normative applicability comparable with conventional 
security issues. In the early stage of strategic transformation, the 
Ministry of National Defense focussed on developing cyber counter-
strike capabilities, designating cyberspace as a future ‘battlefield’, 
[46] and incorporating cyber warfare into the military system and 
joint operational framework to enhance deterrence against North 
Korea. The 2014 National Defense White Paper stated that the North 
commanded approximately 6000 cyber warfare personnel [11], a 
figure far higher than previous assessments highlighting the mag-
nitude of cyber threat. Correspondingly, during the initial incident 
cluster, official statements and media-facing narratives recurrently 
highlighted systemic disruption and the vulnerability of critical 
institutions, reinforcing a crisis imaginary through which cyberse-
curity could be prioritised within the security agenda. This discur-
sive elevation, in turn, widened the feasible space for institutional 
consolidation and policy codification – visible in the subsequent 
strengthening of interagency cyber governance coordination and 
the production of countermeasure roadmaps and strategic planning 
documents. Notably, the 2009 National Cyber Crisis Comprehensive 
Countermeasures and the National Cybersecurity Master Plan for-
mulated in the aftermath of the Nonghyup Bank attack, became 
South Korea’s roadmaps for cyber defence. The former introduced 
integrated initiatives, such as DDoS ‘cyber shelters’, while the latter 
articulated the long-term approach to clarify the responsibilities and 
coordination of involved government agencies [47]. Nevertheless, 
both remained limited in mandate and fell short of a comprehensive 
strategic vision. Policy efforts have continued to evolve in tandem 
with the changing cyber threats. Since 2021, the annual National 
Cybersecurity White Paper has reflected a maturation, specifically 
elaborating governance, incident response, industry development, 
data protection, and international cooperation [48].
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The elevation of security capacity echelons also signifies the geo-
political extension in confronting challenges posed by North 
Korea, China, and anarchic hackers. Notably, North Korea has been 
repeatedly accused of advanced persistent threat (APT) operations 
against South Korean institutions, heightening societal awareness 
of state-level cyber warfare [49]. In response, the government has 
emphasised the strategic vantage point of national cybersecu-
rity, clearly delineated the governance responsibilities of relevant 
units, including military, diplomacy, and intelligence, promoting 
both functional differentiation and interdepartmental collabora-
tion – an approach emblematic of hypersecuritisation. In the period 
of Lee Myung-bak administration, the ‘micro-government’ reform 
agenda – prompted by institutional consolidation – culminated 
in the establishment of the Korea Internet and Security Agency 
(KISA) under the Ministry of Science and ICT (MSICT) through the 
merger of the National Internet Development Agency and the IT 
International Cooperation Agency. Concurrently, the Ministry of 
National Defense established the Cyber Command [46]. In 2015, the 
National Security Office (NSO) created the post of Secretary to the 
President for Cybersecurity to coordinate inter-ministerial cyberse-
curity decision-making under presidential authority [50]. Within the 
aforementioned architecture, the Blue House (Korean presidential 
office) emerged as the central node of cybersecurity governance: 
the Chief of Future Strategy oversaw day-to-day activities, the NSO 
directed management of crisis events, and the National Intelligence 
Service (NIS) – the principal intelligence agency reporting directly 
to the president – handled information and security affairs related 
to national security. Collectively, these institutions addressed the 
country’s increasingly complex cyber threats [51], as shown in 
Figure 2.

President

The Chief of 
Future Strategy

National Intelligence 
Service (NIS)

National Security Office

Ministry of National Defense

(Cyber command) (KISA)

Ministry of Science & ICT

(Secretary to the President for Cybersecurity)

Figure 2. Structural configuration of cybersecurity governance in South Korea. Source: [24, 50, 61].
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Finally, political elites have adeptly employed major social events 
as discursive leverage fulcrums to heighten the salience of cyber-
security, implementing the everyday -security -practices of hyper-
securitisation. Following the ‘Olympic Destroyer’ malware attack 
during the PyeongChang Winter Olympics, the president convened 
an interagency crisis meeting and expedited the introduction of 
the subsequent National Cybersecurity Strategy. The incident also 
illustrates, as North Korea has been widely perceived as the suspect 
in cyberattacks against critical infrastructure, South Korean public 
opinion increasingly frames such attacks as acts of ‘war’, accom-
panies by calls for retaliation in both cyber and traditional security 
domains [52]. Since 2020, North Korea’s continued intrusions and 
cryptocurrency thefts – including the Lazarus’ attack on the Ronin 
Network – has deepened societal awareness of cybersecurity [53]. 
By 2024, the release of the Second National Cybersecurity Strategy 
and the National Cybersecurity Basic Plan marked a decisive turn 
towards proactive cyber defence, reflecting a forward-leaning, 
threat-pre-emptive orientation.

4.2.  Norm-Grafting: The Mechanisms of Legitimacy 
Justification
Amid the intensifying hypersecuritisation discourse sur-

rounding the regional and global cybersecurity climate, South 
Korea employs the sequential norm-grafting strategies drawing 
from domestic and international normative frameworks across 
temporal spans, to legitimise its policy transformations.

Phase I – Absorption and adaption: The foundational phase of 
norm-grafting rooted in establishing the contextual basis for norm 
absorption and the ensuing adaption, configuring structural and 
relational prerequisites for effective grafting. In South Korea’s 
incipient norm absorption process, the superpower has been the 
principal driving force guiding the enhancement of South Korea’s 
cybersecurity capabilities to sustain broader US geostrategic 
interests in its Asia-Pacific alliance network. Aligned with security 
imperatives, the United States has consistently urged accelerated 
cybersecurity infrastructure development and the implementation 
of associated measures. Within global normative ecosystems, soft 
law instruments leading by the Tallinn Manual on the International 
Law Applicable to Cyber Warfare (Tallinn 1.0) and Tallinn Manual 2.0 
on the International Law Applicable to Cyber Operations have become 
widely referenced standards with the Euro-American sphere exhib-
iting pronounced interpretive dominance [54]. Expansive readings 
of Article 2(4) (prohibition on the use of force) and Article 51 (right 
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of self-defence) of the UN Charter have extended traditional jus ad 
bellum norms into cyberspace, incorporating a pre-emptive logic 
that justifies unilateral cyber-defence actions [55]. Expectations 
from global allies serve as a clear setting shaping South Korea’s 
normative selections. For norm adaptation, South Korea affirms the 
applicability of the existing international law to cyberspace gover-
nance, particularly self-defence provisions under the UN Charter 
and the US–ROK Mutual Defense Treaty, reflecting the extended 
logic of a reinforced cybersecurity gradient. In parallel, domestic 
stakeholders have actively endorsed evolving cybersecurity posture 
through legislative deliberations and academic discourse produc-
tion amid ongoing digital norm migration [56].

Despite enduring upheavals, the US–ROK alliance has neither col-
lapsed nor faced existential crisis. It has demonstrated remarkable 
adaptability to the evolving regional landscape, transitioning from 
a patron-client, threat-based model to a comprehensive, recipro-
cal alliance anchored in shared interests and multifaceted agendas 
[57]. Recent geopolitics, including the Russia–Ukraine war and the 
Israel–Palestine conflict, has heightened South Korean perceptions 
of a deteriorating global order, eroded the peacetime assumptions, 
and stimulated calls for a more assertive role within the alliance. 
Long-term polling further indicates enduring public support: over 
90% affirm the alliance’s necessity and nearly 90% express opti-
mism regarding the great power presence on the Peninsula [58]. 
The absorption and adaptation of cybersecurity norms consolidate 
South Korea’s role as a strategic pivot within the security alliance 
while enhancing its stature as a global middle power and a regional 
power by leveraging Western-dominated discourse [59]. Scholars 
note that a weaker ally can ‘insure’ its alliance by attending to the 
stronger partner’s security agendas [60], thereby adding legitimacy 
to specific policies the partner holds.

Phase II – Accommodation and engraftment: The subsequent stage 
of norm-grafting involves the assimilation and operational inte-
gration of norms. South Korea exemplifies a nuanced trajectory, 
where norm accommodation and engraftment are shaped by its 
authoritarian legacy and democratic institutionalisation. During the 
authoritarian period of the 20th century, large-scale intelligence 
operations under military government executing in the absence 
of oversight, culminated in governance crises and widespread 
human rights violations. The Korean Central Intelligence Agency 
(KCIA), established following the May 16 coup in 1961 as the pre-
decessor of the National Intelligence Service [61], functioned as an 
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instrument of state coercion, creating an information-controlled, 
surveillance-repression apparatus that provoked profound socie-
tal backlash. This historical trauma crystallised into a deep-seated 
distrust of unchecked state power and generated enduring norma-
tive sensitivity towards the domestic expansion of security author-
ity in the cyber domain, and an impetus for the institutionalisation 
of stringent intelligence scrutiny and regulatory mechanisms in 
the 1980s. Following democratisation, state–citizen relations have 
required striking a careful balance between security and freedom 
in cyberspace. Policymakers thus became attentive not only to 
threat mitigation but also to the political and legal risks of legitimis-
ing intrusive surveillance practices or emergency powers through 
escalatory security framings.

In the advent of information age, while Western states increasingly 
prioritise offensive cyber capabilities [62], South Korea has adhered 
a distinctly conservative approach. The existing legislation explicitly 
impedes the military from developing offensive cyber weapons and 
imposes limitations on the permissible scope of proactive cyber-
security measures, reflecting a domestically rooted preference for 
legal restraint and oversight that conditions how external cyber 
norms are adopted and operationalised, signalling a selective adap-
tation of external legal paradigms that remain anchored in internal 
political realities. Norm accommodation has been pursued through 
deliberate ambiguity, incremental reform, and consensus-driven 
policy discourse – collating foreign concepts and domestic institu-
tional constraints into legal revisions. Confronted with cybersecurity 
risks shaped by subjective perceptions and objective vulnerabil-
ities, South Korea refrains from wholesale adoption of offensive 
doctrines. Instead, it filters international norms through the prism 
of historical experience and constitutional principles, maintaining 
vagueness in the characterisation of cyber incidents. These ele-
ments are deliberately contextualised and localised, consistent with 
the strategy of norm accommodation [63]. Such ambiguity embod-
ies a contingent interpretation of whether cyberattacks amount to a 
‘use of force’, softening contentious normative implications by blur-
ring the technical specifics, advancing innovative yet domestically 
palatable security concepts and pre-emptively containing domestic 
securitisation dynamics by mitigating political friction and societal 
resistance [64]. This cautious stance is exemplified by the responses 
to high-profile cyberattacks attributed to the North – including the 
‘July 7 DDoS attacks’ in 2009, the 2011 Nonghyup Bank incident, and 
operations linked to state-sponsored hacker groups such as the 
Lazarus Group – where South Korean issued public condemnations 
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but avoided directly framing them as acts of war or invoking mili-
tary responses. Importantly, such restrained rhetoric can be read 
as a discursive governance instrument: it acknowledges external 
threats while avoiding escalatory labels that might broaden domes-
tic mandates for exceptional measures, thereby sustaining the 
democratised equilibrium between freedom and security. In this 
respect, the restrained rhetoric also underscores a preference for 
addressing cyber conflicts through diplomatic or criminal justice 
channels, rather than military avenues. Despite ongoing debate 
over whether cyberattacks fall under the UN self-defence clause, 
South Korea has yet to claim that any incident constitutes an armed 
attack warranting military response, reflecting the strategic ambi-
guity and non-consensus within international legal regime regard-
ing the threshold for such determinations.

In 2019, the Moon Jae-in administration released the first National 
Cybersecurity Strategy. Emphasising deterrence, systemic resilience, 
and international cooperation in cyberspace, the strategy adopted 
a predominantly defence-oriented posture. Stemming from the 
pro-North posture of the administration, the document, for the first 
time, refrained from designating North Korea as an enemy, instead 
advocating the diversification of foreign policy beyond a single state 
focus [46]. This marked a departure from the previous attributive 
posture that had exclusively targeted the North, redirecting the 
emphasis towards strengthening the overall domestic capabilities 
in responding to cyberattacks. It simultaneously mirrors the Moon 
administration’s overarching political attitude towards North Korea. 
Notably, the strategy maintained a non-committal stance regard-
ing circumstances under which cyberattacks might trigger military 
obligations, although the concept of proactive defence was acknowl-
edged. Conversely, in 2024, the Yoon Suk-yeol administration 
unveiled the second National Cybersecurity Strategy, signalling the 
discernible shift in cybersecurity norm engraftment – from a defen-
sive logic towards an offensive orientation. It explicitly delineates 
threat actors and affirms commitment to adopting active stance 
countering malicious cyber activities. The government also reiter-
ates South Korea’s responsibility as a global pivotal state to fulfil 
obligations and enhance international cooperation as a ‘responsible 
user of cyberspace [65]’. The outlined strategic tasks place emphasis 
on fortifying offensive cyber capabilities. Nonetheless, this emerg-
ing norm engraftment phase reveals preferences for pragmatism, 
flexibility and institutional caution, avoiding rigid legal commitments 
that might bind future policy maneuvering, minimising escalation 
risks in cybersecurity tensions while retaining diplomatic latitude.
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In the conventional literature, middle powers are understood with 
recurring traits and by their moderate capabilities, which incline 
them towards preserving the existing order. They are sufficiently 
endowed to hold considerable stakes in the international system, 
yet lack the power to absorb systemic turmoil independently [66]. 
Consequently, they often emerge as natural advocates of institu-
tionalisation, as formal rules enhance predictability and introduce 
mechanisms of accountability [67]. In sum, while accommoda-
tion entails selective adaptation of external norms, engraftment 
involves deeper institutionalisation and subjective alignment. This 
hybrid process highlights the intricate nature of norm-grafting, 
particularly for middle powers such as South Korea, as they nav-
igate the reconciliation of global normative pressures with 
entrenched domestic socio-political legacies in the field of cyberse-
curity governance.

Phase III – Re-architecting and norm projection: At present, cyber-
space remains without universally accepted norms governing state 
behaviour and lacks a fully established regulatory regime. As inter-
national society seeks greater stability and predictability, competing 
normative claims emerge from actors with diverse strategic inter-
ests and ideological orientations. On one side, a broadly ‘Western’ 
normative package that privileges an open, global, and interopera-
ble internet and the multi-stakeholder model of cyberspace gover-
nance, emphasising principles such as due diligence, transparency, 
and proportionate responses to malicious cyber activities. The 
opposing side is the alternative framework associated with author-
itarian discourses of ‘cyber/digital sovereignty’, which foregrounds 
state primacy in domestic cyberspace governance, non-interfer-
ence, and the legitimacy of extensive state regulatory authority 
over cross-border data flows, critical information infrastructure, 
and internet content [68]. For states, norm rearchitecting denotes 
the deliberate reinterpretation, modification, and recombination of 
the existing norms to accommodate shifting national interests and 
geopolitical realities. Norm re-architecting functions on interrelated 
fronts. Externally, it enables states to embed preferred normative 
expectations into emerging regimes, thereby exerting moral and 
legal constraints on others while consolidating their discursive 
standing in the global arena. Internally, norm rearchitecting serves 
as a mechanism of interpretive authority by aligning with the pre-
vailing international frameworks while selectively integrating local-
ised values and priorities. Once institutionalised, such authority 
projects into domestic sphere, providing justification and legitimacy 
for policy recalibration.
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South Korea’s cybersecurity strategy increasingly demonstrates 
a model of norm re-architecting. Rather than focussing solely on 
global performance in security-related digital technologies, Seoul 
prioritises cooperation with the US-led coalition while proactively 
engaging in the norm construction governing cyberspace. This 
orientation reflects its ambition to secure a competitive edge in 
the global contest over norm-setting authority. Simultaneously, it 
leverages integration into Western normative frameworks as a cat-
alyst for recalibrating and evolving its cybersecurity strategy. The 
approach advances interrelated objectives: first, reshaping national 
identity by positioning South Korea as a norm-constructive mid-
dle-power and responsible stakeholder in global digital governance 
regime [69]. Second, elevating the country’s international stature 
in the global hierarchy of cybersecurity by augmenting discursive 
power – strategically complementing and resonating with advance-
ment in sectors such as 5G/6G and semiconductors [70].

On the other hand, the nascent character of the international nor-
mative schema governing cyberspace leaves considerable scope 
for proactive norm construction, ultimately culminating in the final 
phase of norm-grafting – norm projection – analogous not only to 
the vigorous flourishing of a plant in the wake of successful graft-
ing, but also to the spread of its propagated traits beyond the 
original site of cultivation. South Korea’s engagement in global gov-
ernance is often framed through the connotation of ‘peace public 
diplomacy’ [71] and its broader middle-power strategy. Within this 
lens, the country has adopted the re-architecting approach aimed 
at reinforcing the Western discursive hegemony while advancing 
its own normative interests by promoting normative coordination 
and institutional alignment. These efforts are most visible in the 
pattern of norm projection across regional and interregional land-
scapes. In 2015, South Korea established the Global Cybersecurity 
Center for Development (GCCD) to enhance expertise and facilitate 
knowledge-sharing. By 2020, the network encompassed over 59 
governmental and non-governmental institutions from 45  coun-
tries. Additionally, the government financed the ‘Combatting 
Cybercrime: Tools and Capacity Building for Emerging Economies’ 
project of the World Bank [72].

In another vein, as a core middle-power actor, globally, South 
Korea has advanced cyber diplomacy with other key middle pow-
ers. In 2021, South Korea and Australia announced the establish-
ment of a Comprehensive Strategic Partnership (CSP), and signed 
the Memorandum of Understanding (MoU) on Cyber and Critical 
Technology Cooperation (CACT) in the same year. The MoU defined 
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cyber and critical technologies as ‘current and emerging technol-
ogies with the capacity to significantly enhance, or pose risks to, 
the two countries’ prosperity, social cohesion, and national secu-
rity’, [73] while underscoring the vision of ‘an open, secure, stable, 
accessible, and peaceful cyberspace’ aimed at fostering prosper-
ity, safeguarding national security, and promoting international 
order. This development highlights the centrality of ‘shared val-
ues’ in shaping bilateral approaches to cybersecurity governance. 
Regionally, beyond the alliance with the United States, South Korea 
positions itself as an infrastructural and normative hub within 
the evolving Indo-Pacific cybersecurity architecture [74]. As trans-
boundary cyber threats – from ransomware attacks to state-backed 
disinformation – intensify, the imperative for regulatory harmoni-
sation and operational coordination has grown. In response, South 
Korea’s Indo-Pacific strategy institutionalises its commitment to 
strengthening cyber capacities across the Association of Southeast 
Asian Nations (ASEAN) member states [75]. Leveraging the robust 
digital economy and adherence to democratic norms, South Korea 
acts as a strategic bridge between advanced industrial democracies 
and developing countries in shaping regional cybersecurity gover-
nance. Norm projection is central to this role, enabling South Korea 
to disseminate cybersecurity values, institutional preferences, and 
virtual governance models throughout Southeast Asia. Initiatives 
such as the Korea–ASEAN Defense Cooperation Framework and the 
participation in the ASEAN Regional Forum (ARF) Inter-Sessional 
Meeting on ICT Security exemplify this practice. These engagements 
advance regional capacity-building, norm development, and cyber 
intelligence-sharing while projecting South Korea’s cybersecurity 
principles into multilateral frameworks. Through vehicles such as 
the ASEAN–Korea Cooperation Fund (AKCF), Seoul has invested 
in digital development initiatives emphasising cyber hygiene and 
infrastructure resilience [76]. Collectively, these efforts contribute 
to the regionalisation of strategic cybersecurity governance and 
reconfigure South Korea’s identity from a reactive security actor to 
a proactive norm entrepreneur and architect of the Indo-Pacific’s 
emerging cyber order.

Compared with the primary analytical frameworks of hypersecu-
ritisation and norm-grafting developed in this article, the notion 
of security communities represents a comparatively mature con-
struct in the realm of international politics. As Adler and Barnett 
[77] argue, security communities foreground the roles of power 
and knowledge in reshaping the environment of interstate inter-
action: power enables leading states to assume leadership and 
attract broader participation, while the circulation of shared 
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knowledge fosters stable and predictable expectations regarding 
state behaviour. Relative to the concluding phase of norm-grafting, 
as global and regional actors increasingly converge in the techni-
cal and knowledgeable approaches to cyberspace capacity-building 
through grafting processes of re-architecting and projection, their 
cooperative efforts against cyber threats tend to yield more tangi-
ble effects, thereby establishing the foundational conditions for the 
emergence of ‘cybersecurity communities’.

5.  Implications and Conclusion
This article employs concepts of hypersecuritisation and 

norm-grafting to systematically examine their generative logic 
within the evolving spectrum of South Korea’s cybersecurity strat-
egies. Its academic novelty lies in applying hypersecuritisation the-
ory to explain the formation and metamorphosis of cybersecurity 
strategic configuration; while utilising the botanical concept of 
norm-grafting to dissect the gradual legitimisation process under-
pinning the country’s shift towards a more offensive-oriented 
security posture in cyberspace. Responding to the dynamic cyber-
space environment, South Korea has amplified societal perception 
of cybersecurity threats by presupposing worst-case scenarios. 
At policy level, the country has aligned the developmental trajec-
tory of international cybersecurity norms, adopting a progressive 
norm-grafting strategy that facilitates the incremental optimisa-
tion of legislation and policies. From the perspective of realism in 
international politics, the convergence of these elements reflects 
the inherent complexities of cybersecurity strategy transformation. 
It is noteworthy that an offensive-oriented cybersecurity strategy 
remains a politically contentious issue. In contrast, constrained by 
multiple limitations, South Korea’s strategic efforts will likely to 
hinge on constructing the hypersecuritised narrative of cyberspace 
to reinforce the structural legitimacy of policy shift, mitigate domes-
tic and international criticism, and sustain the long-term institution-
alisation and development.

Furthermore, the rationales of hypersecuritisation and norm-graft-
ing have shown signs of diffusion into adjacent fields. For instance, 
in light of North Korea’s persistent cyber threats, there is a grow-
ing societal perception in South Korea that national security faces 
severe and prolonged menace [78], accompanied by rising public 
support for enhancing defence capabilities and the US–ROK alli-
ance. Irrespective of shifts in the domestic political configuration, 
the expanding trend is likely to prompt significant adjustments 
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in South Korea’s overall national security strategy. Accordingly, 
concerning how South Korea advances and consolidates this tra-
jectory through hypersecuritisation discourse construction and 
norm-grafting policy actions, as well as evaluating its impact on 
cybersecurity norm practices, provides a viable alternative gover-
nance paradigm for other states – particularly state clusters of mid-
dle powers as a meaningful reference – at both regional and global 
levels. Moreover, the case study reveals a comparative orientation, 
suggesting that further refinement and extension of hypersecu-
ritisation and norm-grafting theories could facilitate macro-level 
analysis of how different countries position themselves on the 
global cybersecurity landscape. These insights hold considerable 
relevance for fostering efforts to advance cyberspace security, 
resilience, and sustainability.
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