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Abstract

Deepfake media provides a very genuine threat to digital
trust, enabling misinformation, fraud, and impersonation of identity.
This paper examines a comparison benchmark analysis between
classical machine learning (ML) approaches using Support Vector
Machines, Decision Tree, Random Forest, and Gradient Boosting as
well as deep learning (DL) methods based on Convolutional Neural
Networks (CNNs) for image-based deepfake detection. Although
FaceForensics++ and Celeb-DF are video datasets, a fixed number
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of face frames were extracted and processed to construct a bal-
anced dataset of 3930 images. Experimental evaluation shows that
classical ML models achieve accuracies ranging from 84% to 91%,
with gradient boosting performing the best among these, while the
CNN achieves the highest accuracy of 93%. Though it has shown
increased precision in its capability to detect, traditional mod-
els also provide an edge in terms of computational efficiency and
interpretability. The significance of this particular study has been to
bring forward inherent trade-offs and provide selection guidance
for deepfake models.

——  Keywords
support vector machine (SVM), convolutional neural networks (CNNs),
computational efficiency, fake media identification

—— 1. Introduction
Deepfake technology has increased immensely, posing
an extreme threat to security, trust, and online
authenticity. Deepfakes, developed based on advanced artificial
intelligence (AI), can simulate visual and audio inputs to create
highly realistic yet fake media. Consequently, there is more mis-
information, financial fraud, and identity theft, necessitating an
urgent need for effective detection measures. Traditional detection
methods, including forensic analysis and rule-based systems, are
incapable of handling the complexity introduced by Al-generated
content. Machine learning (ML) and deep learning (DL) methods
have thus emerged as possible solutions for deepfake detection.
However, these methods possess certain strengths and weak-
nesses. Traditional ML models, like Support Vector Machines (SVM)
and Decision Trees, are computationally efficient and interpretable
but might lack the desired accuracy in detecting advanced deep-
fakes. DL architectures, like Convolutional Neural Networks (CNNs),
have improved detection precision but require extensive training
datasets and significant computational resources. Our study aims
to provide a comparison of the performance of classical ML and
DL techniques in detecting deepfakes. We test the efficiency, accu-
racy, and performance of the models based on benchmark data-
sets, such as Face Forensics++. By comparing their strengths and
limitations, this study aims to find the most appropriate methodol-
ogy for deepfake detection and contribute to the existing body of
research in securing digital content against Al-created counterfeits.
While numerous earlier studies evaluate classical versus DL-based
techniques in deepfake detection, a significant amount of literature
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still seems to concentrate more on accuracy metrics rather than
methodological clarity, deployment issues, and decision guidance
for practitioners. The current work also found that relatively less
emphasis has been placed on comparisons involving reduced data
scenarios, fundamental model comparisons as well as accuracy,
interpretability and efficiency balances in deepfake-related studies.
Accuracy, methodological clarity, reproducibility, and applicability
within the current work were considered to provide a more trans-
parent evaluation of DL-based techniques versus classical methods
for deepfake detection. This study aims to compare classical ML
models with a lightweight CNN for image-based deepfake detec-
tion under limited data conditions. It evaluates trade-offs in accu-
racy, interpretability, and computational efficiency. The hypothesis
suggests that lightweight CNNs may outperform classical methods
while remaining suitable for resource-constrained environments.

—— 2. Literature Review

Deepfake technology is becoming exponentially more
sophisticated, which has led to an equally significant increase in
study on how to identify them. Once successful, traditional foren-
sic techniques are not able to detect subtle alterations produced
by sophisticated generative models. Consequently, the area has
moved towards methods based on DL and ML. Using handcrafted
features like local binary patterns (LBPs), colour texture analy-
sis, and histogram of oriented gradients (HOG), classical ML algo-
rithms such as SVMs, Decision Trees (DT), Random Forests (RF), and
Gradient Boosting (GB) were widely used in the early stages to dif-
ferentiate between real and manipulated faces based on pixel-level
irregularities [1-4]. Although these models provided interpretability
and computational efficiency, they were less successful in identify-
ing high-quality, Generative Adversarial Networks (GAN)-generated
deepfakes due to their dependence on shallow characteristics.

By facilitating automated feature extraction from unprocessed pic-
ture data, DL techniques - in particular, CNNs - emerged as a potent
substitute to get around these restrictions. In order to detect deep-
fakes based on spatial artifacts, texture inconsistencies, and com-
pression anomalies, CNNs, such as XceptionNet, MesoNet, and VGG
variants, have been trained on datasets like FaceForensics++ [5-8].
On benchmark datasets, CNNs frequently achieved detection accu-
racy of above 90%, according to several studies that documented
notable performance increases. CNN designs have also used resid-
ual connections and attention techniques to improve their focus on
important face areas that are manipulable [9,10].

www.acigjournal.com — ACIG, VOL.5,N0O.1,2026 — DoI: 10.60097/ACIG/221087



www.acigjournal.com�
https://doi.org/10.60097/ACIG/221087

Kushal Zanzari et al.

E ACIG

APPLIED
CYBERSECURITY
&INTERNET
GOVERNANCE

The advantages of both worlds may be combined using hybrid
techniques, which use CNNs for deep feature extraction and pow-
erful ML models like Random Forests and XG-Boost for classifica-
tion [11,12]. These combinations maintain excellent accuracy while
enabling shorter training times, improved generalisation, and more
interpretable results. Certain frameworks improve the discrimina-
tive capability of tree-based classifiers without requiring a large
amount of labelled data by using CNN-based embeddings as fea-
ture inputs. By combining the predictions of several base learners,
ensemble approaches further improve robustness and can handle
a greater range of manipulation kinds and attributes [13].

Inordertodetectdeepfakesinvideofootage, recentstudies have also
looked at temporal information. Motion inconsistencies and irregu-
lar frame transitions are captured by methods such as 3D CNNs,
Long Short-Term Memory (LSTMs), and spatiotemporal analysis,
which are frequently missed by staticimage-based detectors [14,15].
As additional characteristics to improve detection robustness, phys-
iological inconsistencies, such as aberrant eye blinking patterns, a
lack of subtle head movements, and unnatural lip-sync, have been
investigated as well [16,17].

Additionally, by using pre-trained models on large-scale datasets and
refining them on deepfake-specific datasets, transfer learning has
been demonstrated to enhance greatly deepfake detection. Effective
cross-dataset generalisation has been shown by models like ResNet
and EfficientNet, especially when paired with domain adaption strate-
gies [18]. Attention-based CNNs and capsule networks are becoming
more popular because of their capacity to preserve face part posture
and spatial hierarchy, which aids in identifying minute manipulations
that fool conventional CNNs [19].

The detection of audio deepfakes, which create realistic-sounding
fake sounds using speech synthesis and voice cloning models, is
another rapidly expanding field. In order to detect such forgeries,
ML and DL techniques have been applied to waveform patterns,
Mel-frequency cepstral coefficients (MFCC), and spectrogram fea-
tures, enhancing visual-based detection frameworks [20].

—— 3. Experimental Setup
—— 3.1. Hardware

Experiments were conducted on a system with an Intel i7
CPU, 16 GB RAM, and NVIDIA GTX 1660 GPU.
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—— 3.2. Software
Python, TensorFlow, Scikit-learn, OpenCV, and NumPy
were used for model development and evaluation.

—— 4. Methodology

— 4.]. Dataset

This study uses FaceForensics++ and Celeb-DF datasets for
image-based deepfake detection. Approximately 5-10 frames per
video were uniformly sampled to reduce redundancy while preserv-
ing diversity, followed by face detection to retain frontal faces.

After preprocessing, 3930 face images were selected (1960 real
and 1970 manipulated images), enabling evaluation in a small data
regime. FaceForensics++ includes multiple manipulation techniques
and compression levels for realistic testing.

Table 1 presents the statistical distribution of the extracted HOG
features used for classical machine learning models.

Table 2 summarizes the distribution of real and manipulated sam-

ples used in this study.

—— 4.2. Preprocessing
Prior to beginning training of a deepfake detection model,
the dataset must undergo thorough preprocessing. This will include

Table 1. Feature statistics.

Feature Count Mean Std Min Median (50%) Max

Feature 0 3930 0.2766 0.0987 0.0000 0.3068 0.4926
Feature 1 3930 0.1857 0.1301 0.0000 0.1889 0.4478
Feature 2 3930 0.0767 0.0957 0.0000 0.0340 0.4053
Feature 3 3930 0.0327 0.0562 0.0000 0.0088 0.3803
Feature 4 3930 0.0794 0.0754 0.0000 0.0519 0.4979

Table 2. Dataset summary.

Class Number of samples
Real (0) 1960
Fake (1) 1970
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resizing, normalising, splitting, and other types of preprocessing.
Usually the first action we take is to resize the images or video
frames. Since a DL model will have a fixed input size, all images
will be normalised to a common or standard size (i.e. 224 x 224 or
256 x 256 pixels). This lowers data volatility and boosts model data
for easier learning. Since it is likely that manipulation is occurring
inside the face, we manually detected and cropped the face using
a face detection algorithm; so, we are only passing the model the
image we wish to analyse. This will streamline the model input and
help to alleviate the noise we don’t want to share with the model
input but focus on facial features.

After the frames have been resized, we proceed with normalisa-
tion. Normalisation enables us to normalise the values of pixels to a
smaller range, such as 0 to 1 or between -1 and 1. Many DL models
perform better due to a more stable and faster training process,
when the input values are normalised. An additional advantage
of normalisation is that it guarantees that each pixel makes a fair
contribution to learning, independent from the excessive affect of
elevated values. In some instances, we also subtract the mean and
divide by the standard deviation of the dataset so that each feature
has a similar distribution.

The data was split on the video level and split into subsets for train-
ing (70%), validation (15%), and testing (15%). Data leakage across
the frame level was avoided this way to ensure that all the video
frames are exclusively assigned to any subset. This is needed to
ensure that our model will have the ability to generalise to previ-
ously unseen data. The training set is used to fit the model; the val-
idation set is used to optimise and determine the best parameters;
and the test is to determine the performance on completely unseen
data. By ensuring that we have preprocessed the dataset in such
a manner, we are assured that the deepfake detection system we
are going to develop is reproducible, verifiable, and works appro-
priately in real world.

Figure 1 illustrates the overall image pre-processing pipeline used
in this study.

——  4.3. Feature Extraction

Feature extraction is a very important aspect of image-
based deepfake detection. This is mainly due to the fact that it
is possible to differentiate between the real and manipulated
images. DL-based images, such as deepfakes, usually have several
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Figure 1. Image processing.

inconsistencies such as texture, inappropriate light patterns, and
distortions in the faces of the involved individuals. Appropriate fea-
ture extraction is thus a necessity.

Histogram of oriented gradients feature extraction mechanism
was used to extract hand-crafted feature set in this study. This
mechanism successfully identifies the oriented edges in images by
computing gradient directions. It helps to detect irregularities on
faces by manipulating the same. All the images in this study were
converted to greyscale to reduce complexity during their process-
ing. Subsequently, they were resized to a fixed resolution of 64 x
64 pixels. Finally, the preprocessing step was followed by applying
HOG feature extractors, thus allowing features to be created in a
vector of a constant size. After feature vector creation, standard
scaling was applied to normalise feature vectors. The aim behind
feature vector normalisation was to enable proportionate contri-
bution of all features in subsequent optimisation. The extracted
features indeed provided a structured numerical representation of
facial characteristics, allowing classical ML models to learn decision
boundaries between authentic and manipulated images. This fea-
ture-based representation formed the basis for training and evalu-
ating multiple traditional classifiers.

Figure 2 presents the workflow of the proposed deepfake detection
framework.

1. Handcrafted features: These classical ML-based deepfake detec-
tion methods were fed a specific inbuilt handcrafted feature set
that was extracted using an HOG descriptor. Unlike DL-based
methods that learn through images, classical methods require
numerical input. Features extracted through HOG tend to
describe images through edge orientations in local regions of
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Figure 2. Work flow.

facial images, which tend to vary upon manipulation of facial
images.

Additionally, the images were converted to greyscale and
downsampled to give them consistent resolution before extract-
ing features from them. Feature vectors from each image,
based on the extracted HOG features, were used to enhance
images and to normalise them using a standard scalar. These
normalised vectors formed the input to the traditional classifi-
ers used in this study.

Four ML models - SVM, Decision Tree, Random Forest, and gra-
dient boosting - are trained using the extracted features by
applying the HOG descriptor method. These ML models cover a
range of ML paradigms to include margin methods, tree meth-
ods, etc. Their comparative evaluation resulted in gaining valu-
able insights into how different classical models make use of
handcrafted features in terms of deepfake detection.

2. Automated feature learning: Apart from manual approaches to
feature learning, DL approaches to automatic feature learning
were used with CNNs. While other approaches rely on various
feature representations, CNN systematically learns discrim-
inative features directly from raw image pixels. It has to be
mentioned here that CNN models were trained on data after
preprocessing, wherein all images were resized into a certain
spatial dimension, either 64 x 64 or 128 x 128. Moreover, pixel
values were normalised to a specified range (0, 1). For these
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models, multiple convolutional and pooling layers were put
together with fully connected layers.

By means of the hierarchical learning approach, the proposed
CNN was able to capture feature representations at various lev-
els of abstractions, from edge information to higher- level texture
and structure information pertaining to faces. Such feature learn-
ing capabilities and intra-manipulation recognition potential of
the model explain its ability to recognise manipulation artifacts
not easy to incorporate through feature engineering. The learning
mechanism also presented a baseline model for the evaluation of
performance variations by means of DL compared with ML.

——— 5. Classical Machine Learning Models

Classical ML models were employed as baselines, which
were originally based on classification of real and deepfake images,
relying upon handcrafted HOG features. These classical ML mod-
els were chosen from a range of classification techniques, which
vary in high interpretability, simplicity, and robustness. The stud-
ied ML model classification techniques include SVM, Decision Tree,
Random Forest, and gradient boosting. Each model was trained on
a common feature representation, thus ensuring a good compar-
ative basis. Hyperparameters were adjusted with validation data
to minimise overfitting. The results obtained from these models
help in understanding how well are traditional learning models
in performing deep fake detection under feature representation
constraints.

—— 5.1. Support Vector Machine

The SVM has been tested because it is very effective in
binary classification and allows learning the optimal boundary
in high-dimensional feature space. The HOG-based feature vec-
tors learned a separating hyperplane for real versus manipulated
images using SVM.

Both linear and non-linear kernels were considered, but the best
performance was given by the RBF kernel. Since this is a non-linear
kernel, there is an extra regularisation parameter C. This balanced
margin maximisation with classification accuracy, and C was tuned.
SVM has shown efficient training and strong baseline performance;
however, due to its reliance on handcrafted features, it misses out
on the chance of capturing higher-level facial representations, as
opposed to DL methods.
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—— 5.2. Decision Tree

Choosing to evaluate the Decision Tree classifier is based
on its ability to present decisions in an easily interpretable form.
With the HOG feature set as input to the classifier, hierarchical
decisions based on gradient/edge detection were learned by the
classifier. Despite achieving high accuracy in training, the model
showed signs of overfitting, especially after eliminating constraints
involving tree growth. Constraints involving a maximum tree limit,
a limit of samples in each node, were introduced. The Decision Tree
model, even though unsuccessful in outperforming the ensem-
ble-based model, helped in understanding more about DL in a
deepfake image classification scenario.

— 5.3. Random Forest

Random Forest was used to overcome issues of instability
and overfitting in a single decision tree. For example, predictions
from a collection of decision trees are combined by Random Forest
to improve robustness. The model was trained with varying number
of trees and showed improvements over using a single Decision Tree
algorithm. The feature importance test also showed what features of
HOG-based features were most important in influencing decisions.
The Random Forest algorithm also showed promising capabilities of
classical models with regard to precision and reduction of variance.

—— 5.4. Gradient Boosting

Gradient boosting was assessed as a sequential ensem-
ble approach to enhance classification performance incremen-
tally by concentrating on misclassified data from the previous
step. Gradient boosting produced best performance on the same
set of HOG feature representations as other classical ML models.
Despite having more training time, compared to the model used
in the Random Forest algorithm, precision and recall abilities were
enhanced by the model’s relentless efforts in refining decision
boundaries for classification. This showcases the perfect applicabil-
ity of boosting techniques utilised by the model in dealing with the
slight facial changes introduced by deepfake techniques.

—— 6. Deep Learning Models

Deep learning techniques were used to mitigate the draw-
backs of handcrafted feature extraction by utilising the potential of
machines to learn directly from image data. CNNs were chosen, as
they are successful in image-based pattern recognition.
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A major feature of CNNs is that they learn hierarchical feature rep-
resentation from pixel values. This feature eliminates any need to
add artificial features. Therefore, it creates a capacity in the model
to identify complex spatial relationships and artifacts, including
those created in deepfake images of faces. The CNN structure
developed has representational and computation efficiency. As a
result, it presents a lightweight model for deepfake detection.

— 6.1. Convolutional Neural Networks

A CNN was applied to carry out the task of binary classifica-
tion on real and deepfake images. It comprised various layers where
features are extracted through convolution and max pooling opera-
tions, followed by classification through fully connected layers. The
input is resized to various sizes and passed through CNN to obtain
corresponding features and output classes. This is followed by nor-
malising of features, and then CNN was designed based on three
dimensions: 64 x 64. Finally, convolutional layers learned the spatial
features of increasing complexity layer by layer. Accordingly, pooled
layers simplified the output of convolutional layers. To decrease the
model’s tendency to overfit the dataset provided for training - due
to its relative scarcity - a dropout layer was also incorporated in the
network’s architecture. On the other hand, the output layer of the
network used the sigmoid activation function. This CNN architec-
ture allowed for the automated extraction of discriminative features
from facial areas and showed improved results over traditional
model approaches, which depended upon handcrafted features,
with low computational complexity. State-of-the-art architectures,
such as the Xception network, the EfficientNets family, along with
ResNets, are omitted in the present work because the objective of
this study was not to outperform existing state-of-the-art bench-
marks, but to compare classical machine learning approaches with
a lightweight CNN under controlled experimental settings. Instead,
it is to determine the performance gap between traditional ML
approaches and a bare-bones deep learning configuration.

Table 3 shows the optimized hyperparameter settings used for the
CNN architecture.

—— 7. Evaluation Metrics

Following the training and validation process, we com-
pared our models to a number of recognised measures, including
F1-score, accuracy, precision, recall, and area under the curve-
receiver operating characteristic (AUC-ROC). We evaluated the
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Table 3. Optimized CNN hyperparameter settings.

Hyperparameter Value Description

conv_blocks 2 Number of Conv+pooling blocks
filters_0 64 Filters in first conv layer
kernel_size_0 3 Kernel size for convolution
dense_units 192 Units in fully connected layer
dropout 0.4 Dropout rate for regularization
learning_rate 0.00064094 Learning rate for optimizer

models’ overall ability to generate forecasts using more intricate
ways by evaluating them in opposition to a variety of measures.
This gives us the basis for deeper assessments of the systems’
practical performance.

—— 7.. Accuracy

Accuracy is the proportion of correctly classified obser-
vations to total observations. This is a crude indicator of the per-
formance of our models. Although accuracy is a rapid overview of
the performance of a model, it can be misleading with imbalanced
datasets. A model that consistently predicts ‘true’ attains an accu-
racy rate of 90% in predicting correct observations, but it yields no
useful information if, for example, 90% of the photos are true and
10% are fake.

—— 7.2. Precision

Knowing how many of the identified images based on
detection are actual deepfakes is important for precision. Precision
is determined by dividing true positives by all predicted positives.
If precision is high, the false positive rate is low. This is especially
important for delicate applications, because labelling a genuine
image in the media as a fake might have practical repercussions.

—— 7.3. Recall

In contrast, recall measures how many of the actual deep-
fake images are true positives identified by the model. Recall is the
fraction of true positives to the total actual positives. A model with
high recall is one that has identified many deepfakes, but must
also have a high false positive rate. We must strike the right mix
between recall and precision for our purpose.
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— 7.4. Fl-score

F1-score is the harmonic mean of precision and recall, giv-
ing us one number that fitted these two metrics together to report
in place of precision and recall. This is beneficial when there is class
imbalance in the dataset to ensure we are not missing valuation
of one of those metrics or the other when evaluating the model.
In a deepfake detection problem, the cost of accidentally missing
a fake and misclassifying a real image has essentially the same
consequences and importance to a practitioner and thus provide
F1-score as a balanced perspective.

—— 8. Classical Machine Learning model

Support vector machine, Decision Tree, Random Forest,
and gradient boosting are four different predictive models that
went through training to catch deepfakes. Each model was fine-
tuned and later evaluated based on related metrics.

—— 8.1. Support vector machine

The SVM classifier is designed to make a hyperplane that
separates real and fake images in the feature space. SYM demon-
strated its ability to define a choice border in our research by
achieving an appropriate precision and recall result. However, due
to its sensitivity to noisy feature, its performance dropped on some
image classes, which is why we had a somewhat moderate F1-score.

—— 8.2. Decision Tree

The output of the Decision Tree classifier has good predic-
tion classification accuracy, although remaining interpretable. With
some of our initial evaluations, we noted evidence of overfitting to
the training data, although they did yield training accuracy results
that were high with accuracy and F1-scores slightly lower in the
testing phase. Testing round models may also indicate confusion,
with borderline cases contributing to form noise in AUC measure of
visible performance assessment.

— 8.3. Random Forest

Random Forest made major advancements towards solv-
ing Decision Tree destabilisation through its collective approach.
Both precision and recall of the model were higher, showing
some level of resistance to overfitting. The AUC-ROC measure for
Random Forest was also among the best of all the classical models
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evaluated, suggesting the model’s considerable effectiveness for
distinguishing between deepfake and real images across decision
thresholds constrained by the analysis.

—— 8.4. Gradient boosting

The gradient boosting enhanced effectiveness by success-
fully reducing mistakes in classification. This model produced the
highest F1-score among purely classical models based on the high-
est precision and recall. This improved performance with high AUC-
ROC value confirmation, indicating a better-performing approach,
especially when it came to identifying smaller size deviations in
affected photos. Figure 3 compares the performance of the evalu-
ated classical machine learning models.

—— 9. Results and Discussion

The accuracy of 93% proves relevant only in a specific con-
text of experimental scope. Various aspects contribute towards this
performance metric, even in a relatively small dataset. First, the
dataset is relatively balanced in terms of real and artificial samples,
thus eliminating classification bias. Second, as a preprocessed data-
set, face-based processing trains a model that ignores irrelevant
background noise while focusing only on artificial facial regions.
Lastly, testing a model in a dataset from a similar population as that
of training results in better performance metrics in this experiment

Performance comparison of classical ML models for deepfake detection

—8— Accuracy

—m— Precision
Recall

0.807 ——F1 score

0.75-

Performance score
I
3
o

0.65-

0.60+

SVM Decision tree Random forest XGBoost
Models

Figure 3. Performance comparison of classical ML models.
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compared to cross-dataset testing. Interestingly, it should be noted
that this achievement does not necessarily mean that the sug-
gested models generalise well to other deepfake generative meth-
ods and realistic circumstances. Rather, it signifies that an even
lightweight version of CNNs might well identify discriminative facial
features through restricted and well-controllable circumstances.

Figure 4 shows the accuracy comparison among the evaluated
models. Figure 5 presents the precision comparison among differ-
ent models. Figure 6 illustrates the recall comparison of the evalu-
ated models. Figure 7 presents the F1-score comparison among the
evaluated models.

Table 4 presents the comparative performance of all evaluated
models using accuracy, precision, recall, and F1-score metrics.

As shown in Table 4, CNNs achieved the highest performance across
all evaluation metrics. To further examine the classification effec-
tiveness of the proposed model, additional evaluation techniques,
including a confusion matrix and ROC curve, were utilised.

Figure 8 shows evaluation of a CNN model on the tested dataset.
The confusion matrix is a detailed representation of the classifica-
tion accuracy of the model on real and deepfake images. A total
of 1682 real images were classified correctly as real, and 1214

Accuracy

1.0

0.9

0.8

0.7 4

0.6

0.5 L . T L T

SVM Decision Random Gradient CNN
tree forest boosting

Figure 4. Model accuracy comparison.
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Table 4. Model performance comparison.

Model Accuracy Precision Recall F1-score
SVM 0.84+0.02 0.82+0.02 0.80+0.02 0.81+0.02
Decision tree 0.81+0.03 0.78+0.02 0.77+0.03 0.77+0.01
Random forest 0.8940.01 0.8840.01 0.8710.01 0.87+0.02
Gradient boosting 0.91+0.01 0.90+0.01 0.89+0.01 0.89+0.01
CNN 0.93+0.01 0.94+0.01 0.92+0.01 0.93+0.01
Precision

1.0

0.91

0.8 A mmmnoeean -

s \\
’ -~
0 8
n /, b
\\\ ,’ "\\
0.7+ < p o -
. ’
e J"
\‘\ ’1
0.6 o
0.5+— - - - -
SVM Decision Random Gradient CNN
tree forest boosting

Figure 5. Model precision comparison.

deepfake images were classified correctly as deepfake. This shows
that the proposed model has a strong ability to detect real facial
content as well as synthetic modifications. However, the confusion
matrix also shows that 278 real images were classified incorrectly
as deepfake images, and 756 deepfake images were classified
incorrectly as real images. This shows that although the proposed
model has a high classification accuracy, some deepfake images
have characteristics that are very similar to real images, making
them more difficult to detect. The dominance of diagonal elements
of the confusion matrix shows that the proposed model has been
able to learn effective feature representations, thereby confirming
that the CNN model has been able to learn discriminative features
for deepfake image detection. The confusion matrix is an indication
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Figure 6. Model recall comparison.
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Figure 7. F1-score comparison among the evaluated models.

that the proposed model is robust but needs improvement in the

reduction of false classifications.

Figure 9 is the ROC curve of CNN model of test data. The ROC curve
is a plot of true positive rate against false positive rate for different
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Figure 8. Confusion matrix showing the classification results of CNN model on test
dataset.
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Figure 9. Receiver operating characteristic curve illustrating the discriminative capa-
bility of a CNN model.

threshold settings. The AUC score of the model is 0.829, which
has a good discriminative ability to distinguish between real and
deepfake images. An AUC value far greater than 0.5 ensures that
the model performs significantly better than a random classifier.
Smooth curve with a positive slope indicates that the model has a
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good balance between sensitivity and specificity, which is capable of
detecting manipulated images as well as suppressing false alarms.
These results confirm the efficacy of the proposed DL approach for
deepfake image detection in a controlled experimental setup.

Further improvements in feature extraction and model optimisa-
tion could enhance the detection capability of deepfake samples,
as indicated by the AUC value. Results are reported as mean + stan-
dard deviation across multiple experimental runs to ensure robust-
ness and reproducibility.

—— 10. Limitations and Future Work

This study has the following limitations since the study
used fewer image-based models that were constructed on video
datasets, thereby limiting extension to real-world applications.
Cross-dataset testing and adversarial testing for robustness was
not conducted and need to be further explored in future. Limited
model architectures were used for testing in the study; thus, future
studies need to include more model architectures, since the study
used fewer models for testing, while the rest of the models need to
be explored for their applicability to the image classification task
and more than just the single modal approach to the task. The
study is conducted on a deliberately reduced dataset (3930 images),
and therefore findings are more applicable to controlled small-data
scenarios rather than unconstrained real-world settings.

—— 1. Conclusions

In order to detect deepfake films, we compared DL and
classical ML techniques in this research. We specifically looked
at how well each method performed using the FaceForensics++
dataset. The prevalence of deepfake technology has led to a con-
siderable increase in worries over the validity of digital informa-
tion. Our study’s main objective was to compare the accuracy and
generalisability of DL techniques, like CNNs, and classical ML tech-
niques, like SVM, Decision Trees, Random Forests, and gradient
boosting.

Our research showed that although traditional ML models are eas-
ier to understand and use less computing power, they are not as
accurate as DL-based methods for detecting deepfakes. CNNs con-
sistently beat models like SVM and Decision Trees across all assess-
ment measures, even if they performed quite well after being
trained on features like HOG.
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Our study’s most intriguing finding was how much the feature
extraction technique selection affects the performance of tra-
ditional ML models. HOG features performed well in collecting
important face aspects in our tests, but they were unable to han-
dle intricate, high-level patterns that DL models are capable of
acquiring automatically. This was particularly true for CNNs, which
can automatically extract complex characteristics from raw video
frames because of their layered design, providing a considerably
better comprehension of the input material.

Additionally, we experimented with a hybrid strategy that blended
CNNs with conventional ML models, such as Random Forest and
XGBoost. This strategy showed promise as it allowed us to take
advantage of CNNs’ powerful feature extraction capabilities while
maintaining the classification strength of traditional ML models.
DL-only models, however, continued to beat hybrid strategy, high-
lighting the superiority of DL approaches for intricate tasks, such as
identifying deepfakes.

The amount of training data was another important consideration in
our research. Our findings demonstrated that more data improves
the performance of both DL and traditional models. The accuracy
improved as the training set size grew, which is in line with the results
of other studies. This implies that deepfake detection methods, par-
ticularly DL-based models, need a lot of labelled data to function well.

Although DL models are obviously superior, there are still some
evident benefits of using traditional ML techniques. They are per-
fect for settings with constrained computer capacity since they are
more resource-efficient and need less computational resources
to train. Better interpretability is another benefit they offer, which
is crucial for situations where it's essential to comprehend how a
model arrives at its conclusions. Classical models can be useful for
rapid deployment in resource-constrained environments if they are
trained on well-designed feature sets.

There are a number of intriguing avenues for advancing deepfake
detection systems in future. To strengthen detection algorithms,
integrating multimodal data - such as video frames with audio or
metadata - is one possible strategy. The quantity of training data
needed for DL models may be decreased with the aid of research
into transfer learning techniques, increasing their usability and
effectiveness. The development of real-time detection algorithms
that recognise even the most complex deepfakes is crucial as deep-
fake technology advances.
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To sum up, our study shows the advantages and disadvantages
of DL and traditional ML methods for identifying deepfakes. DL
models - particularly CNNs - consistently outperform traditional
ML models in terms of accuracy and resilience, despite the latter’s
simplicity and efficiency. DL and other sophisticated approaches
are becoming increasingly important as deepfake technology
advances. Nevertheless, traditional models still have a role, espe-
cially where computing resources are scarce or model interpretabil-
ity is crucial. The results of this study aid in the continuous creation
of deepfake detection systems that are more effective and efficient,
and are crucial for maintaining the integrity of digital information
in today’s quickly changing technological environment.
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