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—— Abstract

Composite artificial intelligence (AI) systems are increas-
ingly deployed in mission-critical environments, such as defence,
aerospace, industrial control systems, and critical infrastructure,
where they enable adaptive, autonomous, and real-time deci-
sion-making. However, the growing complexity of these systems
introduces multilayered security risks that extend far beyond the
assumptions of traditional, component-centric security models. In
this work, we introduce a structured taxonomy that decomposes
composite Al systems into five tightly interconnected layers: core Al
and machine-learning (ML) components, integration and orchestra-
tion mechanisms, data flows and shared computational resources,
cross-layer system interactions and emergent vulnerabilities, and
legacy or deterministic software modules that coexist with AL
Leveraging this taxonomy, we propose a holistic, cross-domain
threat modelling approach to systematically identify threats, archi-
tectural weaknesses, and design-level security flaws across the
entire system lifecycle. Finally, we outline mitigation strategies
and architectural best practices aimed at building secure, resilient,
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and trustworthy composite Al systems capable of operating safely
under adversarial conditions.

——  Keywords
Al threat intelligence, cybersecurity, threat modeling

—— 1. Introduction

he pervasive integration of artificial intelligence (AI)

into virtually every facet of modern society has pro-
pelled its role from a supportive tool to an indispensable com-
ponent, particularly in ‘mission-critical’ [1] applications. These
applications, spanning domains, such as defence, healthcare,
autonomous systems, and critical infrastructure, are character-
ised by their extreme sensitivity to failure, with disruptions that
can cause significant economic damage or large-scale operational
paralysis. Traditional, monolithic Al systems often struggle to meet
the stringent requirements of these environments, lacking the nec-
essary robustness, adaptability, and explainability for high-stakes
decision-making. This challenge has spurred the development and
adoption of composite Al systems. Composite Al [2], also known as
hybrid or synergistic Al is a paradigm where multiple, diverse Al
techniques are intelligently orchestrated and integrated to form
a cohesive system [3]. Unlike standalone AI models, composite Al
leverages the strengths of various methodologies, including deep
learning for pattern recognition, symbolic Al for knowledge rep-
resentation and reasoning, natural language processing (NLP) for
human-machine interaction, and expert systems for domain-spe-
cific insights. This synergistic approach enables the system to han-
dle complex, real-world scenarios that exceed the capabilities of any
single Al technique, resulting in enhanced performance, greater
accuracy, and improved decision-making capabilities.

However, the very nature of composite Al, with its interconnected
and heterogeneous components, introduces unique and significant
security challenges for mission-critical applications. The attack sur-
face of such systems is inherently broader and more complex than
that of isolated Al models. Each integrated Al component, as well
as the interfaces and data flows between them, presents potential
vulnerabilities. Adversarial attacks, such as data poisoning in train-
ing datasets, model evasion, or model extraction, can compromise
the integrity and reliability of individual AI components, and these
compromises can cascade throughout the composite system [4].
Furthermore, the complexity of data management across diverse
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AI modules, involving sensitive and often real-time information,
necessitates robust data provenance, integrity checks, and strin-
gent access controls.

Threat modelling for composite Al systems demands a paradigm
shift. It requires an in-depth discovery phase that focuses on data
(inputs, outputs, and training), model processes, and data flow,
while accounting for biases and unintended consequences. A com-
prehensive cross-domain threat model must analyse threats that
span multiple domains, such as data, infrastructures, and agents,
rather than focusing on isolated components to consider both secu-
rity threats and vulnerabilities across all the critical components of
the composite Al system. Such a model should focus on how vul-
nerabilities and attacks propagate across interconnected systems,
enabling holistic risk assessment and mitigation.

—— 2. Related Work

Traditional threat modelling frameworks, such as spoof-
ing, tampering, repudiation, information disclosure, denial of ser-
vice (DoS), and elevation of privilege (STRIDE) [5] and process for
attack simulation and threat analysis (PASTA) [6], while effective for
conventional software, struggle to model the dynamic, probabilis-
tic, and often opaque nature of Al components. These frameworks
usually lack the granularity and specific threat categories necessary
to address Al-centric vulnerabilities, such as adversarial attacks,
data poisoning, and model integrity compromises, as well as the
unique risks associated with Al supply chains. While adaptations
such as methodologies for threat modelling AI and ML systems
[7, 8], integrating Al-specific threat interpretations have emerged,
they frequently fall short in systematically modelling the complex
interdependencies and emergent behaviours that arise when diverse
Al models interact in a larger, hybrid architecture [9] of mission-critical
systems. The inherent unpredictability and opacity of specific Al com-
ponents further challenge the deterministic assumptions underpin-
ning traditional threat modelling, leaving critical blind spots [10].

Vicarte et al. [11] introduced an asset-centric approach to threat
modelling of Al systems. They addressed the unique security chal-
lenges posed by integrated and autonomous agents. By prioritising
assets over attack patterns, the methodology scales with evolving
threats and supports increasingly complex, distributed agentic Al
environments. Additionally, Tete [12] proposed a framework that
integrates STRIDE and Damage, Reproducibility, Exploitability,
Affected Users, and Discoverability (DREAD) for proactive threat
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identification and risk assessment. Through a case study of a cus-
tom Large Language Models (LLM)-based application, we demon-
strate an end-to-end threat model aligned with Shostack’s four
question framework [13], adapted to address LLM-specific risks,
to strengthen the security, reliability, and integrity of AI-driven
systems. On similar standards, other researchers also proposed a
STRIDE-based security methodology for ML pipelines [1418] that
defines key security properties, identifies threats, and guides the
selection and validation of appropriate controls. Adapted for Al sys-
tems using a security-property-driven approach, the methodology
was demonstrated through an industrial case study.

Shapira et. al. [15] proposed FRAME, a comprehensive and auto-
mated framework for assessing Adversarial Machine-Learning
(AML) risks across diverse ML systems. It quantifies risk using a
multi-dimensional model that covers deployment context, attack
characteristics, and empirical insights, augmented by feasibility
scoring, LLM-driven customisation, and a structured AML attack
dataset which enable accurate, context-aware assessments. Grosse
et. al. [16] analysed the gap between academic threat models and
real-world Al deployments. Through a study of common attack mod-
els and a survey of 271 industry practitioners, the study found that,
while the existing threat models targeting attacks such as poison-
ing, backdoors, evasion, model stealing, membership inference,
adversarial examples, including property inference, are applicable,
they often assume unrealistic attacker capabilities, such as extensive
access to data, and adversarial examples, highlighting the need for
more practical, deployment-aligned threat modelling in Al security.

Furthermore, the academic community has invested heavily in the
verification, validation, and assurance of Al systems, particularly
for safety-critical applications [17, 18]. The emergent properties
resulting from the interplay of multiple Al and non-AlI components,
combined with the inherent difficulty of achieving exhaustive test
coverage and security assessments for adaptive systems, make
the operational lifecycle more difficult. Efforts include applying for-
mal methods to provide mathematical guarantees for certain Al
behaviours, developing runtime monitoring techniques for anom-
aly detection, and creating new testing methodologies to address
the non-deterministic nature of learning algorithms [19, 20].

—— 3. Problem Statement
Securing composite Al systems in mission-critical applica-
tions faces several profound challenges. While individual aspects
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of Al security, threat modelling, and verification/validation have
received considerable research attention, a holistic and compo-
nent-based taxonomy, including a cross-domain threat model for
composite Al systems, remains relatively underdeveloped. This,
coupled with the inadequacy of the existing threat modelling frame-
works to handle their hybrid nature and the persistent challenges
in comprehensive testing and validation, underscores the critical
need for further academic investigation into securing these com-
plex, interdependent, and mission-critical Al-driven architectures.

—— 4. Research Gaps
We identified several research gaps and addressed them
in this research work.

* First, a critical gap is the lack of an explicit component-based taxon-
omy. Without a standardised way to define the individual building
blocks of these systems, it is exceedingly difficult to systematically
identify and manage security risks. This lack of a common frame-
work prevents the implementation of granular, targeted security
controls. It hampers practical risk assessment and compliance for
each specific Al model, integration layer, or legacy component.

« Second, existing threat modelling frameworks are not adequately
equipped for the hybrid nature of composite Al systems. These systems
deeply integrate Al into traditional software designs, creating novel
and interdependent attack surfaces that conventional, siloed threat
models fail to capture. The complex interactions and emergent
behaviours among these integrated components demand a unified,
hybrid threat-modelling approach to address unique attack vectors.

* Finally, a significant hurdle is the absence of standardised, com-
prehensive testing and validation methodologies. Artificial intelli-
gence components introduce non-determinism and emergent
behaviours, making traditional testing paradigms insufficient.
This complicates the creation of exhaustive test suites and the
reliable assessment of the system’s robustness against novel
or adversarial inputs. Ensuring stringent safety and reliability in
mission-critical contexts thus remains a continuous challenge.

——— 5. Contributions of This Work
Our research contributions are as follows:
* We analysed the use of composite Al systems in mission-critical

applications to derive a well-structured taxonomy of the most
critical components.
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* We proposed a cross-domain, holistic threat model for analys-
ing threats in composite Al systems that utilises the component-
based taxonomy.

* We conducted a threat modelling exercise for a mission-critical
application, using our proposed threat model to demonstrate
threat identification within a specific component of the Al com-
posite system.

* We discussed the substantial impact of the cross-domain holistic
threat model and provided supporting reasons.

+ Last, we proposed mitigation solutions to secure and defend
composite Al systems against threats and cyberattacks.

—— 6. Understanding the Implications of

Compromised Composite Al Systems

The architectural complexity of composite Al systems
introduces a multidimensional threat landscape. When such sys-
tems are compromised, the consequences extend well beyond
localised software failures, often resulting in amplified, systemic,
and mission-disruptive impacts. We present the implications of
compromised composite Al systems below.

« Operational degradation and mission failure: Composite Al sys-
tems play pivotal roles in real-time decision-making, navigation,
target recognition, resource allocation, and threat response. A
compromise in any layer, such as a misclassification by a percep-
tion module, a logic flaw in orchestration, or data poisoning of
shared resources, can degrade decision quality or delay critical
responses. In time-sensitive domains, such as autonomous aerial
combat or satellite coordination, this degradation can directly
lead to mission failure, loss of strategic assets, or even endanger-
ment of human lives.

* Systemic propagation of faults: Due to the tightly coupled nature
of composite Al architectures, localised attacks can propagate
across the system. For example, a manipulated input to an ML
component may trigger faulty actuation commands, while a
breach in orchestration logic may cause incorrect instructions
to cascade across subsystems. These cross-layer fault propaga-
tions can lead to emergent behaviours not foreseen during test-
ing, making the system behave unpredictably under adversarial
influence.

* Loss of trust and situational awareness: Mission-critical systems
rely heavily on human operators’ ability to trust and interpret
Al-generated insights. An adversary’s manipulation of AI com-
ponents, through techniques such as model evasion, spoofing,
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or data injection, can erode this trust. In high-stakes scenarios,
this may force operators to override automated systems or dis-
regard Al inputs altogether, reducing the overall system effec-
tiveness and increasing cognitive burden during already complex
missions.

« Security breach escalation and privilege abuse: Composite Al sys-
tems often include multiple subsystems with varying privilege
levels and access to different types of data. A compromise in
one Al module or its associated software interface can allow
lateral movement across the system. These attack paths reflect
a broader threat vector than traditional software systems due
to the dynamic behaviour and opaque decision-making mecha-
nisms of Al components.

* Strategic and geopolitical consequences: In defence, aerospace,
and infrastructure contexts, the failure of Al systems due to cyber
compromise can have significant strategic and geopolitical impli-
cations. A disrupted satellite constellation, a disabled swarm of
unmanned aerial vehicles (UAVs), or a shutdown of critical infra-
structure due to Al misbehaviour may be interpreted as a hostile
act or failure of national defence capabilities. This could escalate
tensions or result in reputational, financial, and diplomatic costs.

 Challenge of detection and attribution: The opaque decision-mak-
ing of composite Al systems hinders the distinction between
benign errors and intentional compromise. This ambiguity com-
plicates rapid recovery, forensic attribution, and effective legal or
tactical responses, particularly in adversarial environments that
demand real-time decision-making and accountability.

The risks we discussed above underscore the urgent need for com-
prehensive, system-level threat models, continuous assurance
mechanisms, and resilient architectures.

—— 7. Taxonomy of Components of Composite

Al Systems

This study helps us understand the systematic opera-
tion of composite Al systems, thereby facilitating the design of
a cross-domain, holistic threat model. Based on the results, we
designed a comprehensive taxonomy of components in composite
Al systems (as shown in Figure 1), which forms the basis for devel-
oping a cross-domain, holistic threat model.

+ Al components: These are the core intelligent modules of the com-

posite system, each typically specialised for a particular task or
type of reasoning. They can leverage various Al paradigms, such
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Figure 1. A taxonomy of components of composite Al systems.

as LLMs, ML models (e.g. neural networks for pattern recogni-
tion, predictive models), symbolic Al (e.g. rule-based systems,
expert systems, and knowledge graphs for logical reasoning),
NLP models, computer vision systems, planning and scheduling
algorithms, or even generative AI models for creating new data
or responses, including agentic systems. In mission-critical con-
texts, these components are often designed for high accuracy,
low latency, and robustness to noise or adversarial attacks.

* Integration and orchestration modules: These modules serve as
the ‘nervous system’ of the composite Al system, coordinating
the various components and ensuring they work together seam-
lessly and efficiently. Integration modules manage the technical
interfaces and data formats necessary for multiple components
to communicate effectively. In contrast, orchestration modules
define the workflow and sequence of operations, managing
dependencies, resource allocation, error handling, and the over-
all system state. In mission-critical settings, these modules are
essential for ensuring real-time performance, fault tolerance,
and predictable behaviour, often employing techniques, such as
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message queues, Application Programming Interface (API) gate-
ways, and workflow engines.

* Data flow and resource-sharing: It encompasses mechanisms and
infrastructure that facilitate the efficient and reliable movement
of data between components and the sharing and management
of computational resources. In mission-critical systems, data flow
must be low-latency, high-throughput, and fault-tolerant, involv-
ing efficient data serialisation, transport protocols, and potentially
distributed data stores. Resource-sharing mechanisms ensure
that computational resources (CPU, GPU, and memory) are allo-
cated optimally among various Al components and other system
modules to meet real-time processing demands and avoid bot-
tlenecks, often through dynamic resource allocation, load balanc-
ing, and efficient memory management.

* Cross-layer system interaction: This component examines how the
different layers of a composite system, including hardware, oper-
ating systems, and application-level Al modules, interact and influ-
ence one another to ensure the overall system performance and
reliability. Mission-critical Al systems often have multiple layers
of abstraction, ranging from bare-metal hardware to high-level
decision-making Al. Cross-layer interaction involves designing
interfaces and protocols that enable these layers to communicate
effectively, share status information, and adapt their behaviour
accordingly. This includes scenarios where the Al module needs
to be aware of hardware limitations or operating system priorities.
Conversely, lower layers might need to adapt to Al's computational
demands or criticality assessments, often through feedback loops.

* Legacy and deterministic software modules: These are established,
well-understood software components characterised by predict-
able and reliable behaviour, often extensively tested and certi-
fied. They are integrated with Al components to leverage their
proven dependability. In mission-critical applications, there are
frequently existing, highly reliable software components that per-
form crucial functions that do not require Al or where Al is not
yet mature enough to provide the necessary level of determinism.
‘Deterministic’ implies that given the same input, the module will
always produce the same output, making its behaviour entirely
predictable and verifiable. Integrating these with Al enables the
system to benefit from Al's adaptive capabilities while retaining
the robustness of proven, deterministic code for foundational
operations, which often involve safety-critical functions, low-level
controls, hardware interfaces, and regulatory compliance.

Using the above taxonomy, we discussed the real-world case
study of robotics in hazardous environments, as shown in Table 1.
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Table 1. Mapping component-based taxonomy to robotics to understand the associated composite Al system.

Component

Details and usage

Role of robotic systems in mission-critical
operations

Al component

Integration
and
orchestration
modules

Data flow and
resource-
sharing

Cross-layer
system
interaction

Legacy and
deterministic
software
modules

Al-powered perception using computer vision
(object recognition and damage assessment),
lidar/sonar (3D mapping, obstacle detection),
and sensor fusion (radiation mapping and gas
detection).

Navigation and path planning using
reinforcement learning or search algorithms
for optimal and safe routes through complex,
unstructured terrain, avoiding hazards.

Combines heterogeneous sensor data (e.g.
visual, thermal, chemical, and radiation) into a
unified environmental model for the robot.
Manages the sequence of operations (e.g. initial
reconnaissance, inspection, and intervention),
coordinating different Al modules and robot
actions.

Robust communication links using high-
bandwidth, low-latency transmission of sensor
data (including video streams and 3D scans) and
control commands, often with redundancy.
Critical, real-time Al inference (e.g. immediate
obstacle avoidance) performed on board (edge);
complex planning, large-scale data analysis, and
model updates offloaded to remote, powerful
computing infrastructures (cloud).

The robot’s physical state (battery, motor
temperature, and joint angles) informs the Al's
decision-making software; the Al's planned
actions are then checked against physical
constraints.

Al analyses mission progress and environmental
conditions (e.g. high radiation and low light) to
optimise power consumption for longevity.

Deterministic software that manages the precise
movement of individual motors and actuators.
Hard-wired and software-based emergency
stop protocols that immediately halt all robot
movement in critical situations.

Robust, standard, and highly reliable software
for maintaining data links under challenging
conditions.

Enhanced situational awareness

by providing a comprehensive
understanding of the hazardous
environment (e.g. exact location of
radiation source, structural integrity).
Ensuring autonomous safe navigation to
avoid known and unforeseen dangers,
minimising the risk of damage or mission
failure.

Creates a resilient, redundant picture of
the hazard, even if a single sensor fails.
Ensures that complex missions are
executed logically and efficiently,
minimising time spent in high-risk areas.

Enables immediate responses to dynamic
changes in hazardous environments.
Optimises the use of limited onboard
resources while leveraging powerful
remote processing capabilities for
complex Al applications.

Ensures the robot operates within its
physical limits to maximise mission
duration and prevent damage.

Allows early detection of issues, enabling
timely intervention (e.g. sending another
robot, retrieving the current one) to
prevent mission abandonment or
catastrophic failure.

Provides fundamental, irrefutable control
mechanisms that can override Al in
emergencies.

Ensures basic robot functions operate
predictably and reliably, forming a stable
foundation for AL

Consider a robotic deployment in a warfare scenario compounded
by an attack on critical systems, such as a cyberattack disrupt-
ing power grids amidst conflict and natural disaster, the role of
autonomous robots in stabilising critical infrastructure becomes
paramount.
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—— 8. Proposed Cross-Domain Holistic Threat Model
In this section, we present a detailed threat model
(Table 2) that covers various threat classes and maps them to the
components of composite Al systems used in mission-critical appli-
cations. Defining different classes of threats for components helps
to implement granular security controls and enables efficient threat
understanding, enabling a robust security posture. We also apply
the threat model derived from the component-based taxonomy to
autonomous vehicles, dissecting the potential threats.

—— 8.1. Threat Prioritisation Based on Multi-Factor Risk Scoring

We need to integrate risk scoring and prioritisation into
the threat model by assigning each identified threat a quantitative
or semi-quantitative score based on key dimensions, such as likeli-
hood, impact, and contextual risk factors. Likelihood captures the
probability of a threat (e.g. ease of exploitation, attacker capabili-
ties) while impact reflects the potential damage (e.g. data loss, sys-
tem compromise, and operational disruption). Contextual factors
refine the score further by incorporating asset criticality, exposure
level, identity privilege, and environmental conditions.

Once scores are computed, threats can be ranked and grouped
into priority tiers (e.g. critical, high, medium, and low), enabling
teams to first focus on mitigation efforts on the most significant
risks. This prioritisation should be dynamic, continuously updated
based on telemetry, threat intelligence, and system behaviour (e.g.
active-exploitation signals or anomalous activity). Additionally, inte-
grating risk scores with response workflows allows for automated
or semi-automated actions, such as escalating alerts, enforcing
stricter controls, or triggering containment for high-risk scenarios.
This approach transforms the threat model from a static artifact into
a living, decision-driven framework that adapts to evolving risks.

Next, we expand this concept to the threat model presented for the
composite Al system.

Composite risk function: It defines the overall risk as a combination
of multiple contributing factors, each normalised and weighted. It
provides a flexible mathematical foundation to aggregate diverse
risk signals into a single score. We define risk as a weighted aggre-
gation of multiple normalised factors:

* Risk score (RS) = Z(w, x f), where f, is the normalised factor score,
and w, is the weight.
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Core risk factors: They represent the key dimensions influencing
risk, such as likelihood, impact, exposure, and privilege. These fac-
tors capture both technical and contextual aspects of threats in a
structured way. Table 3 presents core risk factors.

Weighted risk model: 1t assigns relative importance to each risk fac-
tor by weighting it to compute a composite risk score. This allows
prioritisation to reflect organisational context and security priori-
ties. Table 4 presents an example of weight configuration.

Risk classification: It maps numerical risk scores into categories, such
as low, medium, high, and critical. It enables consistent decision-
making and guides appropriate response actions based on severity.
Table 5 presents an example of a generic score range for mapping
to priority levels.

Table 3. Core risk factors.

Factor Symbol Description

Likelihood (L) Probability of threat occurrence

Impact (1) Severity of potential damage

Asset criticality (A) Importance of the affected system/data
Exploitability (E) Ease of exploitation

Exposure (X) Degree of external accessibility

Privilege level (P) Level of access/authority involved
Behavioural anomaly (B) Degree of deviation from expected behaviour
Threat intelligence (T) External evidence of active exploitation

Table 4. A configuration example of weights against core risk factors.

Factor Symbol Weight (w)
Likelihood (L) 0.15
Impact (1) 0.20
Asset criticality (A) 0.15
Exploitability (E) 0.10
Exposure (X) 0.10
Privilege level (P) 0.10
Behavioural anomaly (B) 0.10
Threat intelligence (T) 0.10
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Table 5. Example of a normalised factor score with priority levels.

Normalised factor score range (0-1) Priority level
0.75-1.0 Critical
0.50-0.74 High
0.25-0.49 Medium
0.0-0.24 Low

—— 8.2. Data Poisoning Threat: Risk Score Calculation

We apply the multi-score risk scoring above to a potential
data poisoning attack targeting Al components. We use the weights
presented above for various core risk factors to calculate the risk
score of data poisoning attacks.

Risk score (data poisoning) = (wL x L + wl x I + WA x A + WE x E + wX
xX+WP xP+WwWB xB+WwWT xT).

We assume normalised values.
L=08,1=10,A=09E=0.7,X=08,P=0.9B=0.6, T=0.7
The final risk score is:

Risk score = (0.15 x 0.8) + (0.20 x 1.0) + (0.15 x 0.9) + (0.10 x 0.7)
+(0.10 x 0.8) + (0.10 x 0.9) + (0.10 x 0.6) + (0.10 x 0.7)
=0.12+0.20+0.135+0.07 + 0.08 + 0.09 + 0.06 + 0.07
=0.825.

The risk severity of the data poisoning threat is critical because the
risk score falls within the range 0.75-1.0. Based on this score, the
system prioritises immediate action, such as restricting or revoking
access to risky entity for AL component, enforcing stricter authen-
tication, deploying tamper-detection controls, or triggering alerts
and initiating an investigation. This example shows how risk scor-
ing helps to move from identifying threats to prioritising and acting
on them effectively.

This scoring matrix transforms a cross-domain holistic threat model
into a quantitative, decision-driven framework, enabling consistent
prioritisation, faster response, and alignment with real-world risk
dynamics.
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—— 8.3. Evaluating the Effectiveness of the Proposed
Cross-Domain Threat Model
The proposed threat model extends beyond theoretical
vulnerabilities to provide practical insights into the unique security
challenges associated with composite Al systems. We discuss the
effectiveness of the threat model below.

« Comprehensive delineation of composite risk surface: Traditional
threat modelling often focuses on individual software compo-
nents or standalone Al models, rather than the broader com-
posite risk surface. However, a cross-domain holistic approach is
crucial because it accounts for the amplified attack surface inher-
ent in composite Al systems. By examining the interplay among
diverse Al paradigms, classical software modules, orchestration
layers, and data pipelines, it identifies emergent vulnerabili-
ties arising specifically from their integration. This includes, for
instance, cascading failures, subtle interface manipulations, and
sophisticated attacks that exploit the sequential or parallel pro-
cessing across multiple components.

* Driving a proactive security paradigm: This threat model helps
security practitioners to implement a proactive ‘security-by-
design’ methodology. By thoroughly articulating potential attack
vectors across the entire composite Al system lifecycle, this threat
model empowers developers and security architects to embed
resilience and robust defences from the outset. This pre-emptive
approach significantly reduces the likelihood of costly and cata-
strophic security incidents in mission-critical applications where
real-time patching may be infeasible or too late.

* Enabling targeted mitigation strateqy development: Understanding
the precise nature of threats that exploit the interconnectedness
and heterogeneity of composite Al systems enables the formula-
tion of highly tailored mitigation strategies. Instead of applying
generic security controls, security practitioners can use the threat
model to obtain the granular insights necessary to design specific
defences against, for example data poisoning affecting a partic-
ular model, adversarial examples exploiting sensor fusion, or a
compromise of the orchestration layer. This precision enhances
the effectiveness of security measures and optimises their
deployment.

« Optimising security resource allocation: Resource constraints are
a common challenge in security initiatives. By providing a clear,
prioritised view of threats unique to composite Al architectures,
this threat model enables organisations to make more informed
investment decisions. It highlights where security efforts will
have the greatest impact, enabling strategic allocation of
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computational resources, specialised talent, and defensive tech-
nologies to protect the most critical components and interfaces
within the integrated system.

 Informing robust human-AI teaming protocols: In mission-critical
contexts, humans often remain ‘in the loop’ or ‘on the loop’. By
understanding how the composite Al systems could be deceived,
malfunction, or present misleading information, this threat
model helps define clear protocols for human monitoring, inter-
pretation, and intervention. This fosters appropriate trust in the
Al system, guiding human operators on when to rely on Al out-
puts and when to exercise caution or perform manual override.

* Enhancing system resilience and trust: This threat model facilitates
the design of resilient and trustworthy composite Al systems,
thereby improving the overall system resilience and confidence.
By providing a deep understanding of potential failure modes
and attack vectors, it paves the way for designing composite Al
systems that can gracefully degrade, self-recover, or maintain
critical functionality even under duress. This increased resilience,
coupled with a clearer understanding of security risks, is crucial
for fostering public and stakeholder trust in Al technology.

—— 8.4. Proposed Mitigation Solutions for Securing Composite
Al Systems
Securing composite Al systems requires a holistic, defence-
in-depth approach spanning the entire lifecycle and all architectural
layers. Table 6 presents several mitigation solutions for various cat-
egories. We have mapped the enforcement of proposed mitigations
to showcase impact on the security of autonomous vehicle system.

By adopting a holistic, cross-domain threat modelling and security
approach throughout the lifecycle of composite Al systems, the
unique security risks in mission-critical applications can be effec-
tively addressed, resulting in more resilient and trustworthy auton-
omous capabilities.

—— 9. Limitations of the Proposed Threat

Model Framework

While the proposed threat model framework offers a
structured lens to understand emerging patterns in composite
Al systems, it is important to recognise several inherent limita-
tions. It is primarily derived from conceptual analysis, real-world
Al security risks, and observed behaviours in limited environ-
ments. Consequently, the proposed relationships, categories,
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and boundaries may fall short of fully reflecting the complexities
encountered in real-world deployments. Large-scale benchmark-
ing, longitudinal studies, and controlled experiments are needed to
validate the taxonomy’s robustness and completeness.

Second, there are notable concerns about generalisability. The pro-
posed threat model framework is influenced by specific verticals,
such as composite Al systems, robotics, and autonomous systems,
which may not directly translate to other contexts, such as finan-
cial, healthcare, or decentralised ecosystems. Different domains
introduce unique constraints, interaction models, and risk pro-
files that may require adaptations or extensions to the taxonomy.
Consequently, its applicability to heterogeneous systems and indus-
tries may be limited without further domain-specific refinement.

Third, the proposed threat model framework is built on a set of sim-
plifying assumptions. These include assumptions about relatively
stable system behaviour, clear identity boundaries, observable
interactions, and predictable tool usage patterns. In practice, com-
posite Al systems can exhibit highly dynamic, non-deterministic
behaviour, influenced by evolving context, external inputs, or
adversarial manipulation. Additionally, visibility into decision-mak-
ing and interactions may be incomplete, especially in closed or
proprietary systems, leading to potential gaps in classification and
interpretation.

Furthermore, the current proposed threat model framework does
not fully consider the collective impact of adversarial conditions
and adversaries’ system manipulation techniques, tactics, and
procedures (TTPs) when multiple correlated threats are active,
which will affect the behaviour of composite Al systems in subtle
and hard-to-detect ways. There is also a risk of oversimplification,
where complex, multi-layered behaviours are reduced to discrete
categories, potentially overlooking nuanced interactions across lay-
ers of the system.

Finally, the rapidly evolving nature of composite Al systems intro-
duces temporal limitations. New architectures, protocols, and
attack patterns are emerging quickly, which may render parts of
the taxonomy outdated or incomplete over time. We need contin-
uous iteration, community validation, and integration of real-world
feedback to keep the taxonomy relevant and accurate.

In summary, while the proposed threat model framework provides
a useful foundation for understanding and structuring threats

www.acigjournal.com —— ACIG, VOL. 5,NO. 2,2026 — DOI: 10.60097/ACIG/221578



www.acigjournal.com�
https://doi.org/10.60097/ACIG/221578

Aditya K. Sood, Sherali Zeadally

E ACIG
APPLIED
CYBERSECURITY
&INTERNET
GOVERNANCE

specific to composite Al systems, it should be viewed as an evolving
framework that requires ongoing validation, cross-domain adap-
tation, and refinement to address the dynamic, complex nature of
these systems. It is also worth mentioning that the development of
solutions to address these limitations is beyond the scope of this
paper but we will address them as part of our future work.

—— 10. Future Challenges for Securing Composite

Al Systems

By explicitly detailing interdependencies and emergent
attack surfaces, our proposed cross-domain threat model would
provide a foundational security blueprint crucial for enhancing
rigorous verification, validation, and assurance (VVA) processes,
enabling more targeted and effective testing strategies. In the
future, we will focus on several key areas to expand this threat
model, each of which is critical.

* Integrating threat model with security tools: First, we aim to inte-
grate the proposed threat model into automated security analy-
sis tools. This would enable programmatic identification of attack
surfaces and potential paths for vulnerability propagation across
the hybrid architecture.

« Threat intelligence integration for advanced insights: Second, we will
explore integrating dynamic threat intelligence directly into the
model. This would enable real-time adaptation to the evolving
threat landscape, allowing the system to dynamically prioritise
risks and suggest countermeasures as new adversarial tech-
niques or system changes emerge.

* Designing tools for risk assessment: Finally, we will develop special-
ised tooling and methodologies for quantitative risk assessment
unique to composite Al systems. This would move beyond quali-
tative threat identification to provide measurable impacts of vul-
nerabilities, supporting more informed and data-driven security
investment decisions in mission-critical environments.

Through these enhancements, the threat model can evolve into a
dynamic, actionable framework for securing the next generation of
complex Al systems.

—— T11. Conclusion

As Al capabilities advance and become tightly integrated
into mission-critical operational workflows, the need to secure
these technologies becomes increasingly urgent. In this work,
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we propose a timely cross-domain threat model for composite
Al systems that effectively captures their complexity and interde-
pendence. Through layered analysis, the model reveals how vul-
nerabilities can spread across software logic, AI components, data
integration paths, and orchestration mechanisms. The implementa-
tion of this cross-domain holistic threat model enables practitioners
to transition from ad hoc mitigation to a structured, system-level
assurance. As autonomy and Al capabilities continue to scale, this
research promotes the shift from isolated robustness to integrated
assurance, ensuring that Al systems not only operate intelligently
but also function securely, predictably, and safely under mission-
critical conditions.
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